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Introduction

In 2003, the NATO Cooperative Cyber Defence Centre of Excellence
{NATO OCD COE), an International military organization based in
Tallinn, Estonia, and accredited in 2008 by NATO as a ‘Centre of
Excellence’, lnvited an independent ‘Internationz] Group of Experts’ 10
produce a manual on the law governing cyber warfare.” In doing so, it
followed in the footsteps of eatlier efforts, such as those vesulting in the
Internationz] Instiie of Humanitarian Law's San Remo Mannal on
International Law Applicable to Arvsed Conflicts at Sea® and the Harvard
Program on Humanitatian Policy and Conflict Rescarch’ s Mavipal on
.'mmm:onaf I.nw Apﬂimwe to Air and Missile Warfare,? The project
ished international law practi am
scholars #m an eflort 10 examine bow extant legal norms applied 1o this
‘new’ form of warfare, Like its predecessors, the Manual on the Inger-
national Law Applicable to Cyber Warfare, or "Yallinn Manual, results
from an expert-driven process designed 1o produce 2 non-binding docu-
ment applying existing law 16 cyber watfare.

Cyber apetations began to draw the attention of 1he international legal
commanity in the late 19905 Most significantly, in 1999 the United
States Naval War College convened the first major legal conference on
the subject.’ In the afermath of the attacks of 11 September 2001,
transnational 1¢ttorism and the ensuing armed conflicts divetted atien-
tion from the topic until the massive cyber operations by Thacktivists”

! The NATO CCD COE s neliher pare of MATO'S eowwmand of orce struchure, nov funded
by MATO. Howewer, it is parl of a wider framework sopporting WATO Command
Armangaments. Located in Tallinn, it present $ponsoring Maviens are Esteniv. Cermany,
Hupjgary, [taly, Larvia, Lithusanis, the Netherands, Paland, Slovake, Spatn, and the Untied
Stares,

T $an REMG ManuaL ¥ AMW ManunL,

4 The procesdings were published 85 COMPUTER NETWORE ATTACE AND INTERWATIONAL
Law, 76 Mavar War Colicor Invernamionse Law Stoeizs (Michad M. Schmitt and
Brian T, OrDonnel ods., 2002).
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against Estonia in 2007 and against Georgia during its war with the
Russian Pederation in 2008, as well as cyber incidents like the targeting
of the lranian nuclear facilities with the Stuxnet worm in 2010

These and other events bave focused the attention of States on the
subject, For instance, in its 2010 National Security Strategy the Uniled
Kingdom characterized cybcr attack, including by other States, and by
organised crime and terrorisis’ as one of four Tler One’ threats to Brmsh
national security, the others being i ional tcrrorism, internati
military crises between States, and a major accident or natural hazard.®
The United States’ 2010 Natjonal Security Strategy Ukewise cited cyber
threats as "one of the most serious natlom] secu.rlty public safery, and
econamic challenges we face as 2 nation™ and in 2011 the US Depart-
ment of Defense issued its S-tmiegyﬁor Opemtmg in Cyberspaoe, whn:h
designates cyberspace as an op p
threat, the United 5States has now established US qbet Cnm;nand to
conduct cyber operations.

During the same period, Canada launched Canada’s Cyber Security
Strategy.” the United Kingdom jssued The UK Cyber Security Sirategy:
Protecting and Promoting the UK in a Digitized World?® and Russia
published its cyber concept for the armed forces in Concepiual Views
Reparding the Activitles of the Armed Forces of the Rustian Federation
itt tformation Space’® NATO acknowledged the new threat in
its 2000 Strafegic Concepl, wherein it < itted itself to ‘develop
further our ability to prevent, detect, defend 2gainst and recover from
cyber attacks, including by using the NATO planning process to
enhance and coordinate national cyber-defence capabilities, bringing
all NA'TO bodies under centralized cyber protection, and better inte-
grating NATO cyber awareness, warning and response with member
nations'. !

* HM Government, A Strong Britain in an Age of Uncertaing: The Narional Seounity
Strategy 10 (20000,

* ke White House, National Securnly Strotegy 27 (101

’  Departencne of Defenac, Strategy for Operating in Cpberspace {20111,
® Government of Canady, Canada’s Cpber Security Straregy {Oclober 20003,

* HM Govemment, The UK Grber Security Straregy: Protecnng and Frameoting the UK in a
o Cpitized Worid 20111
" Rumslon Federation, Comeeprual Views Regarding the Activitics of the Arned Forces of the
Raczsicn Federation art Information Space (W11,

11 NATO, Actime Defencs, Modern Engapement; Strategic Concept for the Deferce and
Sccurity of the Members of the North Anaeeic Treaty Organizations Active Engagentent,
Modern Befence 1417 (2040,
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Cme of the challenges States face in the cyber environment is that the
scope and manner of intermational law’s applicability to cyber operations,
whether In offence or defence, has remained unsettled since their advent.
After all, at the time the current international kegal norms (whether
customary or treaty-based) emerged, cyber technology was not on the
honmn Conscquenlly, there is a risk that cyber practice may quickly

e agreed dings as to its povernlng legal regime.

The threshold questions are whether the existing law applies 1o cyber
issues at all, and, if so, how. Views on the subject range from a full
application of the law of armed conflict, along the lines of the Inlex-
national Court of Tustice's pronouncement that it applies to “any use of
force, regardless of the weap ployed," to strict application of the
Permanert Court of Enternational Justice™s p ement that acts nat
forbidder: in intemmational law zre genemlly permitted ¥ OF course, the
fact that States hack definitive guidance on the subject does not relieve
them of their obligation to comply with applicable nternational law in
their cyber operations.™

The community of nations is understandably concerned about this
normative ambiguity. In 2011, the United Stales set forth its position on
the maiter in the fnfernational Stralegy for Cyberspace: "The development
of norms for State conduc) in <yberspace does not require a reinvention
of customary international law, noc does it cender existing intermational
norms  obsok Long: ding international nerms guiding Stae
behavior — in times of peace and conflict - also apply in cyberspace.”’®
HNevertheless, the documnent acknowledged that the “umique attributes of
networked technology requite additlonal work to clanfy how these

norms apply and what additional gs might be y to
supplement them’.'®

This project was launched in the hope of bringing some degree of
clatity to the complex kgal issues sur ding cyber operations, with

Y Mudleur Weapons Advisory Opinlon, para. 39

" Tl Pereanenl Court of Inbernational Juagice Famwianly asaerted that The rubes of biw
binding apon Stares ., mmx&omﬂ\ﬂrwnﬁeewﬂlasﬂpmudhmmm:omor
by useges generally wocepied a5 cxp ng principh o“iwand Hlished in order to
regubate the retabons between thes g vl of with & view
ta the achievetnent of commen ains” Lm::aseatl&

M For the view that the law of armed confllict applics 10 cyber warfare_ see Intetnatikonal
Committee of the Red Cross, Intermational Humsritarian Law end Chablenges of Com
beniporary Armed Conflicrs, ICRCDoc. AT/ 12 367 {October 2071}

Y White House Cyber Sirategy at 9. * Wite Honsr Cyber Strotogy al 9.
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particular attention paid to thesc invelving the jis ad bellum and the jus
i bello. The result is this “Talline Manual.

Scope

The Tollinn Mannal exaninegs the international law poverning “cyber
warfare’.'” As a general matter, it encompasses both the jus ad beffum,
the international Jaw governing the resort to force by States as an
instrument of thelr national policy, and the jus i beflo, the inter-
nalional law regulating the conduct of armed conflict (also labelled
the law of war, the law of armed conflict, or international humanitarian
law). Related bodies of international law, such as the law of State
tesponsibility and the law of the s¢q, are dealt with in the context of
these topics,

Cyber activities that occur below the level of a ‘wse of force” (as this
term is understood in the jus ad bellum), like cyber criminality, have not
been addeessed in any detail Nor have any prohibitions on specific cyber
actions, execpt with regerd 1o an ‘armed conflict’ 16 which the jis in beflo
applies, For instance, the Manual is without prejudice to other applicable
ficlds of inlernational law, such as inlemational human righls or tele-
commumications law. The legality of cyber intelligence activitics is cxam-
ined only as they relat to the jus ad beffum notions of ‘use of force” and
‘armed attack’, or as relevant in the context of an armed conflict
governed by the jus in bello. Although individual States and those subject
to their jurisdiction must comply wilh applicable national law, domestic
leglisiation and regnlations have likewise not been considered. Finally, the
Manual does not delve Into the issue of individual criminal liability under
either domestic or international law.

In short, this is not & manuzl on ‘cyber security’ as thal lerm is
understood In common usage. Cyber espionape, theft of intelleomal
property, and a wide variety of ceimlnal activities n cyberspace pose rea)
and sericus threats to all States, as well as to corporations and private
Individuals. An p to them requi lonal and Lnter-
nauonal measures, Hmmer the Manual does nol address such matters
because application of the intermational law on uses of force and armed
conflict plays litthe or no role in doing 50, Such law is no more applicable
to these threats in the cyber domain than it is in the physical world,

' The term ‘cyber warfare” is used beve in a purcly descriplve, non-normative sense,
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The Tallinn Aanuels cmphasis is on cyber-tacyber operations,
sensi stricto, Examples include the launch of 3 cyber operation against
a State's critical infrastrocture, or a cyber attack targeting enemy com-
mand and control systems. The Manual is not Intended for vse in
considering the legal issues surrounding kinctic-to-cyber operations,
such as an acrial attack empleying bombs against a cyber cantrol centre.
1t likewise does not address traditional electronic warfare attacks, like
jamming. These aperations are slrcady well urderstoad under the law of
armed conflict.

Finally, the Manual add both lntermational and non.
international armed conflict. The Commentary lndicates when a
particular Rule is applicable m both categaries of conflict, limited to
international armed conflict, or of uncertain application in non-
international armed conflict It shoukd be noted in this regard that the
international law applicable w international armed conflict served as the
starting point for the legal analysis. An was
made a5 to whether the particular Rule applies in non -international
armed conflict.

The Rules

There are no treaty provisions that directly deal with ‘cyber warface’,
Similarly, because State cyber practice and publicly available expressions
of opini juris are sparse, itls imes difficult to definitively conclude
that any cyber-specific customary mternational law notm exists, This
bemg 50, any claim that every assertion in the Mannal represents an

tible of ional law would be an
exaggeration.

This uncertainty does not mean cyber opetations exist in 4
void, The miemationa] Group of Experts was unanimous in 15 ¢stima-
tion that both the jus a4 belita and jus in bello apply to cyber uperations.
Its task was to determine how such Taw applied, and to identify any
cyber-unique aspects thereof, The Rules set forth in the Talinr Mamual
accordingly reflect consensuis among the Expetts as bo the applicable fex
Laia, that js, the law cureently governing cyber conflict. It does not set
forth lex ferenda, best practice, or preferred policy.

When treaty law directly on peint or sufficknt State practice and
apido juris from which to discern precise customary international law
norms was lacking, the Internatlonal Group of Experts crafied the Rules
broadly. Tn these cases, the Expeeis agreed that the relevant principle of
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law cxiended into the cybet realm, bt were hesitant to draw conclusions
as bo its cxact scope and application i that context. Where different
positions as to scope and application existed, they are reflected in the
accompanying Commentary.

To the cxtent the Rules accurately articulate customary international
law, they are binding on all Stabes, subject to the possible existence of an
exception for persistent objectors. At times, the text of a Ruke closely
resembles that of an <xisting treaty norm. Far instance, Ruke 28 regarding
military objectives is nesrly identical to the text of Article 522} of
Additional Protocol T. [n such cases, the Taternational Group of Experts
conchuded that the treaty text represented a rehiable and accurate restate-
ment of customary international law, Users of this Mannal are cautioned
that States may be subject to edditional norms set forth in Ireaties to
which they are Party.

The Rules were adopted empleying the principle of consensus within
the Tnternational Groutp of Experts, All participating experts agreed that,
as formulated, the Rules replicate customary international law, unless
expressly noted otherwise. I must be acknowledged that at times
members of the Group argued for 3 mor restrictive or permissive
standard than that eventually agreed upor. The Rule that emerged from
these deliberations contains text regarding which it was possible 1o
achieve consensus,

Although the observers (see below) participated in all discusshons, the

that was required for adoption of a Rule was limited to the
nternational Group of Experts. Therefore, no conclusions an be drawn
a3 1o the position of any entity represented by ap Observer with regard to
the Rules.

The Commentary

The Commentary sccompanying each Rule is intended to ientify Its
legal basis, explain its normative content, address praciical implications
in the cyber context, and set forth differing positions as to scope or
interpretation. Of particular note, the Tnternational Group of Expetts
assiduously sought to capture all reasonable positlons for nclusion in the
Tallion Maruals Commentary. As neither treaty application oror State
practice is well developed in this fiekd, the Group congidered it of the
utmost Importance to articulate all competing views fully and fairly for
copsideration by users of the Manual.
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Since the Commentary includes a vancty of perspectives, users should
nat conclude that individual bers of the I ional Group of
Experts supported any particular pesition set forth therein. All that
should be concluded is that every reasonable position that arose during
Group proceedings — as well as thase offercd by observers, States, and
clside experts — is included in the Commentary. For instance, although
all members of the Intesnational Group of Experts agreed that launching
cyber attacks against civilians or civilian objects &5 unlawful (Rules 32 and
37), views differed as to which operations qualify as ‘attacks’, as that term.
is used in the law of armed conflict.

Terminology posed a particular obstacle to the drafting of the Tatiine
Manual, Many words and phrases have cormmon usage, but alsa have
specific military or lega] meanings. For instance, the word “atlack’ is
commonly wsed 1o refer 1o a cyber operatlon agalnsl a particular object
or entity, and in the military sensz it usually indicakes a military oper-
ation targeting a particular persor or object. However, attack Ln the jus
ad beilim sense, qualified by the word "armed’, refers to a cyber operation.
that justifies a response in self-defence (Rule 13), whereas the term as
used in the jus in bello indicates a particular type of wilitary operation
that involves the use of vialencs, whether in ofence or defence (Rule 309,
Similarly, a ‘military objective’ in common military usage refers to the
goal of & military operation, Yet, as employed in the jus in beflo the term
refers o objects that may be made the lawful obyject of 'attack’, subject to
other rules of the law of armed conflict (Rule 38). Users of this Manual
ate cautioned it employs most terminology in its International law sense,
subject to particular meamings s¢t forth in the Glossary.

Significance of sonrces, citations, and evidence
in support of the Rules

Numerous sources were drawn on to develop the Rules and Commen-
tary. OFf course, treaty law is cited th hout for the propositions set
forth, Customary law posed a4 greater challenge. In this regard, three
sources were of particular importance. The Manual draws hesvily on the
ICRC Customary [HL Study, as it is a valuabl ivery of evid and
analysis regerding customary law in both international and non-
international armed conflict, The AMW Manual also proved cspecially
valuable because it addresses customary law in both intermatioral and
non-international law. Flnally, the [nternational Group of Experts
frequently considered the NIAC Manual when assessing whether 2
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particular Rule applics during non-imermational armed conflict. With the
cxecption of ircaty law, 4l of the aforementionsd sources were persua-
sive, bul not dispositive, evidence of a norm's status as customary
International law. Ultimately, the professional knowledge, experience,
and cxpertise of the Experts form the basks for the Talfinn Manoal's
conclusions as to the customary status of 2 Rule or its extension info non-
International anmed conflict,

The lntemational Group of Experts regularly referenced the military
manuals of four States — Canada, Gerrnany, the Umted ngdom, ami the
United States. The international legal
these four manuale to be especially useful during legal research and
analysis with respect to conflict issues, although their use should not be
interpreted as a comment on the quality of any other such manuals,
Moreover, the International Group of Experts Included members who
partiipated in the drafling of £ach of the four manuals, These members
were able o provide invaluable insight into the genesis, besis, and

ing of specific f ' Finally, unlike many other military
manuals, these four are all publicly available,

Among the manuals, the US Commander’s Handbook served an add-
itional purpose. Unlike Canada, Germany, and the United Kingdom, the
United States is not 3 Party 1o sithet of the 1977 Additional Protocols to
the 1949 Geneva Converdions, two key sources melied on duming the
project. The International Group of Experts tock the position that the
appearance of an Additional Protocol nomm in the Handbook was an
{ndication {but not more) of its customary nature, OF course, in doing so
they were very sensitive to the fact that the Handbook is » military manual,
net a legal treatise, and as such alse reflects operational and policy consid-
erations. At the same time, the Experts equally acknowledged that the fact
that a State is party to the Additional Protocels doss not mean that &
provision of its own militery manual s reflective only of treaty law.

The International Group of Experts accepted the position beld by the
Tnternational Court of Justice that the 1907 Hague Regnkitions reflect
customary international law'® and that most of the provisions of the 1945
Genevs Conventions have achieved the same slallls {a point of lesser
significance in light of their il ion)." These i

LRV Advisory Oplndon, para 89, Nuckar Weapors Advisory Opinbon, pars. 75. See alia
Murrerbueng Tribonad judgment a1 445.

" iurear Weapons Advisory Opinion, paras. 7. 81 See also Report of the Secraary-
Genveral Parsuant to Paragraph 2 of Security Council Recolution 808, LN SO0, par, 38,
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were accordingly particularly significant to the Experts in their deliber-
ations regarding the customary status of a Rule,

Lastly, secondary sources, such as law review articles and books, are
seldom cited. The Tntzrnational Group of Experts agreed that such
citations arc gencrally inappropriate in a manual. They accordingly
appear only when partlcularly relevant ona l::rtam point. Nevettheless,
the Experts relied regul on larship during their
research,

Mote that many sources are cited as suppart fot the legal principles set
forth in the Taffinn Manual (or their interpretation or application). This
does not necessarily mean that the Intermational Group of Experts viewed
them as legal sources of the Rule or Commentary in question, Far
instance, the AMW Manual is often cited in order to draw attention to
the aceeptance of a particukar principle in the context of air and missile
warfare by the Experts Involved in that project. Howevwer, the AMW
Manual itself does not represent the legal source of any Rules or Com-
mentary contained in the Talfinn Mamial Similarly, military manuals
art not cited as a source of any parlicular Rule or Commentary, but
rather for the purpest of alerting the reader to 2 State’s acceptamce of the
general legal principle involved,

The Tnternational Group of Experts

Members of the Tnternational Group of Experts were carefully selected to
include legal practitioners, academics, and technical experts. In particu-
lar, the Group's legal practntnonm addressed, or had addressed, cyber
issues in their prof: h the academics sebected
were recognized workd -class experts on the jus ad bellim and jus in bello,
This mix is crucial to the credibility of the final product So too is the
inclusion of technical experts who provided input ko the discussions and
the 1t to ensure the Manual was practically grounded and addressed
key issues raised by actual or possible cyber operations.

Three organizations were invitzd to provide observers to the process,
The observers participated folly in the discussions and deafting of the
Manual, but thejr consent was not necessary to achieve the unanimity
required for adoption of a Bule. RATO's Allked Command Transform-
ation provided an obscrver to provide the perspective of a multinational

UN DOC. 525704 (1993, The Secunity Council unsnimously approved the statute to
wehich the repot referred. S.C. Res. 827, UN Doc, /RES/BL7 (25 May 1593},
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user-of the Manual. The US Cyber Command's represenlalive offered 1he
perspeclive of a relevan! operationally mature cntity. Finally, the Inter-
nattonal Committee of the Red Cross was invited to observe and particl-
pate in the proceedings in view of the org 's special role vis-d-vi

the law of armed conflict. Deespite the invaluablc active participation of
the observers in the process, this Manual is not intended to reflect the
legal positions or doctrine of any of these three organizations.

Drafting process

n September 2009, a small group met in Tallinn to consider the possible
launch of a project to identify the relcvant legal norms goveming cyber
warfare. The group quickly conduded such an effort was worthwhile and,
therefore, wenl on to scope the project and draft a netional table of
contents for a manual on the subject,

Based on that work, a larger International Group of Experts wes
inwited to begin the drafting process. Initiaily, all members of the Group
were tasked wilh rescarching and preparing proposed Rules on particular
topics and an oulline of the Commenlary that might accompany them.
The resuling inputs were combined into a first draft of the Manuat,

The text of this draft was then split among three teams of Experts led
by Group Facilitators. These leams were charged with refining the first

draft. At subseq ings of the Internationat Group of Experts, I]Ie‘_v
'theirre\rised, posed Rutes and panying G

The ings were designed to reach ¢ on the precise texi of Ihe

Rules and that the © ¥ reflecied all reazonable views

as 1o thelr munins. scope, and application. At times, the resulting text
was sent back into the teams for further consideration. 1n all, eight
plenary meetings of three days each were held in Tallinn between 210
and 2012,

Upon completion of the plenary sessions, an Editorial Committee
drawn from among the International Group of Experts worked oa the
Manual to ensure the accuracy, thoroughness, and clarity of the Com-
mentary. This tcam met twebve limes in Tallinn or Berdin, The resulling
draft was then divided among peer reviewers with deep expertise in the
vanous stb_nccts addncssod by the Manual for comment. The Edilorial

idkered these « and revised the Maoual as
appmpmle. [n July 2012, the International Group of Experts convened
for a final time in Tallinn to consider the final draft, make any final
changes, and approve both 1he Rules and the Commenlary.
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Creighton University Law School, Emory University Law School, and
Chatham House generously supported the project by funding and super-
vising advanced law students to perform research and editorial tasks. The
Londen Schoel of E lcs’ Tnter | Hi itarian Law Project
and Chatham Housc's International Security Depariment both graciously
provided facilities far sessions dedicated to final editing of the Manual.

Authority of the Manwal

It s essential to understand that the Tallinn Manual is not an official
document, but is only the product of 2 group of independent experts
acting solely in their personal capacity. The Manual does not represent
the views of the NATO CCD COE, its sponsoting nations, or NATO. In
particular, it is not meant to reflect NATO dectrine. Nor does it reflect
the pasiton of any organization of State rep d by observers,
Finally, participation in the International Group of Experts by individ-
uals with official positions in their own countties must not be interpreted
a5 tndicating that the Manual fepresents the viewpolnts of those caun-
tries. Ultimately, the Taflisn Marual must be understood as an expres-
sion solely of the opinions of the International Group of Experts, all
acting in their private capacity.

Professor Mickae! N, Scheitt
FProject Director






PART I

International cyber security law

L. The term ‘intemational cyber zecurity law’ is not a legal term of art.
Rather, the object and purpose of its use here is 10 capture those aspects
of public international law that relate to the hostile use of cyberspace, but
are not formally an aspect of the jus in bello. Hence, the term is only
deseriptive. 1n this manual, it peimarily refers to the jus ad belam.
Haonwever, jt also tncorporates such legal concepts as sovereignty, jurls-
diction, and State responsibility insofar as they relate to aperation of the
Jos ad bellm and jus in bello.

2. 1In this regard, the International Group of Experts rejected any
assertions that international law is siknl on cyberspace in the sense that
it is a new domain subject to internationa! legal regulation only on the
basis of new treaty law. On the coarrary, the Experts unanimously
comcluded that genetal principles of international law applied o
cyberspace.






States and cyberspace

L. The purpose of this chapter is to set forth rules of a general inter-
nanonal legal nature detailing the relationship between States, cyber

ture, and cyber operations. $ection | addresses issues relating
to State sovereignty, jurisdiction, and control aver cyber infrastructure.
Section 2 deals with the applicaton of classic public international law
rules of State responsibility ta cyber operati

2. Termninclogy is essential to an accurate tmderstanding of this
chapter. "Cyber infrastriicture’ refers to the conmunications, storage, and
<omputing rescurces upon which information systeins operate (Glossary).
To the extent States can exerclse cantral over cyber infrastructure, they
shoulder certain rights and obligations as a inatter of international hw.
The term “cyber operations’ refers to \he employinent of cyber capabilives
with the primary purpose of achieving abjecthes in or by the use of
cyberspace (Glossary). Under intarnational law, States inay be responsible
for cyber cperations that their organs conduct or that are otherwise
attributable to them by virtue of the law of State responsibility, The actions
of hon-State actars may aksa sometimes be ativibuted to States.

3. Except when explicitly noted otherwise, the Rules and Coinmen-
tary of this chapter apply bnth n umes of peace and in times of armed
conflict (whethet nternath of hoh-international in nature), During
an international armed conflict, the law of neutrality akso governs the
rights and obligations of States with regard to cyber infrastruchure and
aperations (Chapter 7).

SECTION 1: SOVERELGNTY, [URISDICTION,
AND CONTROL
Rule 1 - Sovereignty

A State may exercise control over cyber infrastructure and actlvitles
within its soverelgn territory.

15



1% STATES AND CYBERSPACE

1. This Rule cmphasizes the fact that although no State may <laim
sovercignty over cyberspace per sz, Stabes may cxercise sovercign pre-
rogatives over any cyber infrastructore located on their territory, as well
as activitles assockted with that cyber infrastructure,

2. The accepted definition of ‘sovereignty’ was sct forth in the fsland
af Palmas Arbitral Award of 1928, It provides that “Sovereignty in the
relations between States signifies independence. Independence in regard
to = portion of the glabe is the Tight to exercise therein, to the exclusion of
any other State, the funckions of 2 State.”

3. Itisthe soverelgnty that a State enjoys over territory that gives it the
right 1o control cyber infrastraciure and cyber activities within its territory.
Accordingly, cyber infrastructure situated in the land teritory, inlemnal
waters, territorial sea {including its bed and subsoil), archipelagic walers,
or nattonal alrspace ks subject to the sovereignty of the terdtorial State.”

4. Savereignty implies thal a State may control access to ite territory
and generally enjoys, within the limits set by treaty and customary
international law, the exclusive right 1o exercise prisdiction and author-
ity on its territory. Exceptions include the use of force pursuant 1o the
right of self-defence (Rule 13) and i accardance with actions authorized
or mandated by the United Nations Security Council (Rule 18).

5. AStaw's ignty over cyber inf: ture within its rerrilory has
twicotsequenices, First, that cyber infi issubyect ta legal and reguls-
tory control by the State. Second, the State’s territortal sovercignty protects
such cyber Infrastructure. [t does not matter whether it belongs to the govern-
mentor to privite ¢hitities o individuaks, nor do the purposes it serves matter,

6. A cyber operation by a State directed apainst cyber infrastructuze
located in another State may violate the latters sovereignty. It certainly
does so if it causes damage. The International Group of Experts could
achicve no consensus as to whether the placement of malware that causes
no physical darmage (as with malware used to monitor activities) consh-
tutes a violation of sovereignty.

U lskard of Pabmas (Neth. v. US) 2 BLAA 539, B8 (Perm. C1. Arh. 1928).

 Om sovereipnty over waters and airspace sbove waters, see Law of the Sea Convenaan, Arl,
31 o0 soveTeignty oweT wirspace, se¢ Chicage Comamntion, Arte 1-3 With regard 10 cyber
iofrascruchue I outer gpace, ses Rubes 3 and 4 and sccompanylng Comrmentary.

? In the 1949 Corfu Chtnnel snse, udge Alandro Abvarcz appended 8 separate aplndon m
which he staied: “By sovercignty, we anderstand the whole body of rights and atributes
which a State possessea in its territory, to the exclusion of all other Stales, and abso in s
velations with ather States. Soversigniy confers rights upan $1ates and Imposes obligatlons
upon them. Coufs Channel case at 43 (individual opinion of hadgs Aheeez),
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7. M such cyber operations arc intended to coerce the government
(and arc not otherwise permitted under i ional law), the op
may constitute a prohubited ‘intervention™ or a prohibited ‘use of force’
(Rules 1010 12). A cyber operatjon that qualifies as an ‘armed attack’ triggers
the right of individual or collective sclf-defence (Rule 13). Actions not
constituting an armed attack but that sre nevertheless in violation of
international law may entitle the target State to resort 1o countermeasures
(Rule 9}. Seourity Council-mandated or authorized actions under Chapter
V1 of the United Nations Charter (Rule 18), including those involving cyber

tans, do ot constitute a vickation of the target State’s sovereignty.

& A State may consent 1o cyber operations conducted from its werri-
tory or to remote cyber operations involving cyber infrastructure that is
located on its territory. Consider 2 case in which non-State actors arc
engaged in unlawful cyber activities on State A's territory. State A does not
hiave the technical ability to put an end to those activities and therefore
requests the assistance of State B. State B's ensuing cyber operations on
State A’s territory would not be a vioktion of the latter’s soverslgnty.
Consznt may also be 2e1 farth in a standing treaty. For examph, & basing
agreement may authorize a sending State’s mititary forces to conduct cyber
operations from or within the receiving State’s territory.

9. Customaryor trezty law may r!srrict T.he mrt.beol'sovmlgn rights
by the temitovial State. For npl Inw p rtstdchons
on interference with the activities of diplomati and p
Similarly, a State’s sovereignty in the tertitorial sea, andnlpelagu: walers or
straity used for international navigation is Limitad under customary inter-
nationa! law by the rights of innocent passagc archipelagic sea lanss
passage, and fransit passage, respectively.”

10. In the cyber context, the principle of sovereigniy allows a State to,
inter alia, restrict or protect (in parl of in whole) access to the Intemet,
wnhout prqudnce to applicable international law, such as hurmsn rights

d telec tons law.® The fact that cyber Infrastrac-
ture located in a given State's territory is Linked to the global telecommu.
nications network cannot be interpreted as o waiver of its sovercign
rights ower that infrastructure.

1L A coastal State's sovereignty over the seabed lying beneath its
territorial sea allows that State full control over the placement of any
submarine cables thereon. This is a critical right in light of the fact that

AN Charter, A 2008 7 Law of the Sea Convention, Arts. 17-1%, 37-9, 52, 53,
* Eg, the 1TV Constitution.
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submarine <ibles currently carry the bulk of international lolernet com-
municalions. As lo submarine cabkes beyond the temrilorial sea, Artick
792} of the Convention on the Law of the Sez limits the extent to which a
coastal State may interfere with submarine cables on #s connental shelf”

12, Although Stales may nol exercise sovercignty over cyberspace per
se, Slates may cxercise their jurisdiction wis-i-vis cyber crimes and other
cyber activilies pursuant 10 the bases of jurisdiction recognized in inter-
nakional law {Ruke 2).*

13, With regard lo cyber infrastruclure aboard sovercign immune
platfoims, see Bule 4.

14. ‘Traditnally, the notion of the vicktion of sovereignty was
limited to actions undertaken by, ar attributable lo, Slatex. However,
there is an embryonic view proffered by some scholars that ober
operations conducted by non-State actors may also vielate a State's
soverelgnty {in particular the aspect af terrileval integrity),

Rule 2 - Jusisdiction
Withoat prejndice to applicable i icnal obligations, & State may

extrcise ity jurisdiction;

{a) over persons engaged im cyber activities on Iis territory;
{b) over cyber infrastrecoore located on its territory; and
%) L ly, im accord with i jonal law.

1. The term ‘jurisdiction’ encompasses the authority to prescribe,
enforce, and adjudicate. 1 extends to all matters, including thase that
are <ivil, eriminal, or administralive in nalure, The varons general bases
of jurisdiction are discussed below,

2. The principal basis for a State to exercise its jurisdiction is physical
or legal presence of & person {in personant) or object {int rem) on Ws
terrilory. For instance, pursuanl to its in persomam jurisdiction a Slate
may adopt laws and regulations governing the cyber activities of individ-
uals on its tertitory. It may alse regulate the activities of privately owned
entities registered {ot olherwise based 2s 4 matter of law) in ils jurisdic-
thon but physically operating abroad, such as Internet service providers
{15Ps"). Fir vem jurisdiction would allow it to adopt laws governing the
operation of cyber infrastructurs oo #s termilory.

7 Low of the Sea Convamilon, Art, 79(2).
8 Ser 25 Coumcil of Europe, C ybwerorime, 23 M, ber 200 Eur T.5 No 185,
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3. It may be difficult to determine jurisdiction within <yberspace
because doud or grid distributed systerns can span national borders, as
can the replication and dynamic relocation of data and p ing. This
makes it challenging at any particular time to determine where all of a
user’s data and processing reside since such data can be located in
multiple jurisdictions simultancously. These technical challenge: do not
deprive a State of its legal right to exercise jurisdiction over persons and
cyber infrastructure located on its territory.

4. With regard to jurisdiction based upon tcm‘onah'ty. it st be
noted that although individuals using inf ion and
technology have a specific physical location, the location of mobile
devices can change during a computing session. For instance, » person
with a mobile compuiing device {¢.g., a tablet or smartphone) can initiate
several database queries or updates for processing by a cloud-based
service, As those queries and updates take place, the user may move to
another location. Any State from which the individual has operated
enjoys jurisdiction because the individual, and the devices involved, were
located on bts territory when so used,

5. Evenwith technology such as mobile cloud computing, the devices
from which the human user Js initiating requests can be geo-located;
software services and applications may track the geo-coordinates of the
compwing devicss (2.2, Wi-Fi connection location or the device's global
pasitioning system (GPS5) location). It must be cautoned that it is
possible under certain circumstances for someone who does not wish
10 be tracked to spoof the geo-coordinates adverlised by hls or her
computing device, [t i also possible that user-location will not be made
avallable by the infrastructure or service provid mbyl.'he "" )
or device jtself. Actual physical p is required, and suffi for
jurisdiction based on ‘errlnonalnr spoofed prosence does not suffice,

6. Terntoml jurisdiction has given nsc to two denwuvc fon'ns of
jurisdiction.” Subjective territorial jurisdi the app

* The European Court of Justice Attorney Genoral hss exphuned the docine s follows:
“Tervitoriality ... has given fisc to two distinet principhs of jarisdiction: 1) subjective
revTivmiality, which permits & State to deal with acts which crigineted within s territory,
even though they were completed abroad, (W) obyecrne tertitonality, which, conversely,
pormnis a Stare 1o deal with acts which origlnated sbrosd but which were completed, m,
least in pany, withln rts own terriory .. |from the principle of objective wernitonialiry]
derived the effects doctrine. which, in order 1o deal with the <ffects in question. confers
funisdiction wpan & State even I the conduct which prodhiced them did ot take place
within its territory,’ Opinion of Mr Advocaie (eneral Dermon, Joimed Cases 52, 104, 114,
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of the law of the State exercising jurisdiction bo an incident that is
initiated within its territory but completed clsewhere, [t applics even if
the oftending cyber activities have no effect within the State exercising
such jurisdiction. Objective territorial jurisdiction, by contrast, grants
jutsdiction over individuals to the State where the particular incident
has eflects even though the act was initiated cutside its territory.'”

7. Objective territorial jurisdiction is of particular relevance to cyber
operations. For example, in 2007, Estonia was targeted in cyber oper-
ations initiated at least partially from abroad As to those acts which
violated Estontan law, Estonia would at a minimum have been entitled to
invoke jurisdiction over individuals, wherever located, who conducted
the operations. [n particular, its jurisdiction would have been justified
because the aperations had sl ial effects on territory, such
as Interference with the banking system and povernmental functions.
Similarly, civillans involved in cyber operathons against Georgia during
that State's international ammed conilict with the Russan Federation in
2002 would have been subject to Georgian jurisdiction on the basis of
significant interferznce with websites and distuptions of cyber communi-
cations in violalon of Georgran law."

B. Other recognized bases for ilorial jurisdiction, albeit with
cetaln restrictions, include: (1) nativnality of the perpetrator (active per-
sonality); () pationality of the victim (passive personality)s {HI) national
security threat o the State (protective principle); and (iv) violation of
a uni | norm of inter 1 law, such as a war crime {universal
Jurisdiction). For example, any sigmficant cyber interference with a State's
military defensive systems (e, ar defence and early waming radars)
conshitutes a threat to national security and accordlingly is encompassed
by the protective principle.

9. In light of the variety of jurisdictional bases in international law,
two of more States often enpoy jurisdiction over the same person ot object
in respect of the same event. Consider the case of a terrovist group that
launches a cyber operation from the territory of State A designed o cause
physical damage to State B's ekectricity generation plants. The tetrotists

116, 117 and 1259, Aklarom Qsakephnic qnd Others v Cominn fln re Wood Pulp
Cartel], parac 20-), 1994 ECR 1180
“’Whlleunerfec&dmnehasnadwdagenndlnd ud'aooeytano& Mt exercigs o4
nurrber of sifuations bas led i “THIRD RESTATE-
mEnT oF Foreran Revarrons Law § 40201 Hc) {1987).
Y Cidlians are mat entited 1o comhatan miwmiry under the iww of armed conflict and
therefore are fully piiblc to the troditional bages of | deak with here,
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employ 4 cyber weapon against the plant’s conlrol systems, lriggering an
ckplosion that injurcs workers. Members of Ihe ocll arc from various
States. State A may claim jurisdiction on the basls that the operation
occurred there. State B enjoys jurisdicilon based on passive personality
and objective territorial jursdiction. Ciher Stales have jurisdiction on the
grounds of an attacker's nationality.

10, 'The phrase "without prejudice to applicable intemational obliga-
tions' is included to recognize that, in certain ciraimslances, inlemational
law may effectively Limit the caercise of jurisdiction over certain persons or
objects on a State's territory. iples include i ity {£g., comb
and diplomatic inumunity} and the grant of primary jurisdiciion to one of
two Stales enjoying conqurrent jurisdiclion over a person or particular
offence (e.g, through the application of a Status of Forces Agreement).

Rule 3 - Jurisdiction of flag States and States of registration

Cyber infrastructure located on aircraft, ships, or other pltforms in
international airspace, on the high seas, or in outer space is subject to
the jurisdiction of the flag State or Stake of vegistration.

1. The 1erm ‘imternational zirspace’ rekales to the alrspace above the
high seas.'? For the purposes of this Manual, the term "high seas' denotes
all sea arzas beyond the outer limit of the territorial sea of coastal States
and inchides the exclusive economic zone,'” while ‘outer space’ refers to
the area above an altitude of approxtmately 100 km.*

2. Onthe high seas, in international airspace, or in outer space, cyber
infrastructure will regularty be located on board such platforms as vessels,
offshore installations, aircraft, and satelliles. For instance, modern com-
mcrcnal large-tonmage ships are hﬁ\ﬂhf dependent on shipboard cyber

ture to control p and other on-beard
syslems and rely on land- based cyber systcms for # vatiety of purposes,
sikh 25 remote mai & {ic. iz, and repair),

weather reports, and navigation. An example ofshlp ~to-ship and ship-to-
shote reliance on cyber infrastructurs is the use of the Automatic

"2 Law of the Sca G ion, Art. 2 US s H, para, 19,

1 Lave o e Sem At 86; LS C H. pava. 155, Alhough
thr Lav of the Sea Conveniion provides that the hlgh s begin an the sater lmit of te
excubve economic zone, a wed b this Manual, the kerm inchides the exchuse
eonomic zone (in light of its general i ol < wikh reepest b

" fee US Commanpee’s Hanpeook, para. 110; UK Marvar, para. 1213 AMW MaNuM
commentary sccompenying Rule e,
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Identification System, wherehy ships broadcast their location and receive
position updates from other ships.

3. Jwisdiction {Rule 2) over the platforms on which cyber infrastruc-
ture is located is based upon the fag State principle n the case of ships"™
and on the State of registration for aircraft and space objects."® With
regard ta offshore installations, jrisdiction may follaw from the coastal
State’s exclusive sovereign rights or from nationality.

4. It must be bome in mind that although objects and persons
aboard platfors are subject to the jurisdiction of the flag State or State
of registration, they nvay ako be subject to the jurisdiction of other States.
Consider the example of an hmiivldual fram State A whe conducts eyber

tons from a ship registered in State B, State A and State B both
en}cly jurisdiction over the individual, the former based on active person-
ality, the Jatter on this Rule. Alternatively, consnier a transponder that is
owned and I byac gl d in State 4, but Jocated ona
sateilite u;lsh:red in State B. Both States enjoy concurrent jurisdiction
pursuant to this Rule.

5. The fact that a State other thah the Aag State of State of registra-
tion i technically capable of taking remote control of particular ¢yber
infrastruciere has no bearing on enforcement jurisdiction. For example, a
State may hol exercise jurisdiction over cyber infrastrocture abaard a
commercial drene registered in another State that i operating in inter-
nztional afespace by taking control of that drone. This conclusion, of
course, assumes the absence of a specific intemational law basis for doing
so, such as exercise of coastal State enforcement authotity over vessels
1 the exclusive econamic zone and cantiguous zone.,'”

1% *Ships shall sall under the Mg of one State only and, save i cxceprinml cases expressly
provided for in international fremics or in this Comvention. shall be sbject to s
exchssive jurisdiction on the high st Law of the Sea Convention, Art. 92(1%

" Chicago Convention. Art, 17 (regarding aircraft); Comvention on Registration of Objects

Launched Livke Chiter Space, Arl. 1T, 14 [aniuary 1975, 1003 UN.TS 15 (regardng grce

objectsh. Mote thay State aircraft nced not be reglatered since the Chicago Convention

decs not encompass thers (At Haf). The mere faer that a satsllite is Jaunched o outer

space doss not deprive the Siate of registry of jurisdiction over the saredlike and s

wetivities. Quier Space Treaty, Art. VI

It rabgh be aaserted chat Avts. 1V and EX of the Gurer Space Traaty provide an addidonal

kgl basiz for the prohibitlon on exerchr of enloreement jurlzdicvan by States sther then

the Srate of registration by barring interfevence with the scinvitics of other States In the

peaceful cxploration and ure of onler pace. However, these prowisions are generally

inlu'pal“e:d w3 limited 1o interference that rises to the level of w violation of Art. 24y of the
4T,
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6 I an sircraft or satellite has not been registered in accordance
with applicable intemationally recognized procedurcs, the nationality
thereot will be that of the respective owner. With regard to ownership
by corporations (furidical ), it is a well-established rule of
public international Jaw that nationality is determined by cither the
place of incorporation ‘or from other various links including the
centre of sdminjstration’."” During an internatloral aemed conflict,
the nationality of a corp may ako be determined by the
so-called “contral test’,'®

7. Submarine cables Jocated on the continental shelf may constitute
cyber infrastructure becanse data s transmitted through them. They are
governed by lraditional ules of jurisdiction deriving from their owner-
ship, as well as by ather aspects of international law, such as the Law of
the Sea Convention™ and Article 54 of the Hague Regulations.

Rule 4 - § ign i ity and inviolability

Any Interference by a State with cyber infrastructure aboard a plat-
forny, wherever located, that cnjoys sovercigh IMMUNILY conatinates a
violation of sovereignty.

1. This Rule must be distinguished from Rule 3, The latter refers to
cyber infrastructure located aboard platforms on the high seas, in nter-
national aitspace, or in outer space. This Rule applies ouly to those
platﬁ)rms that en;u}' suvtn:ign immunity. Their locatlon is irrelevant.

ig ides that a ign platform or object,
and all objects or persons lllereon are immupe from the exercise of
jurisdiciion aboerd that platform b'_v another State. international law
dearly accords wv:'r\:.lgn immunity to certain objects used for non-
. dless of their Tocation. 2! 1t is
generally ar:cepled that warsh.ps and shnps owned or aperated by a State
and used only for government nen-commercial service’ enjoy immunity

™ Lun BROWNLIE, PRINCIFLES 0F PUNLIC INTERRATIONAL Law 430 (Mth oL 2008).

v Corporations controlked by enemy nationals, cven Hrough not incorporaked (or other-
wise regivteced} in enemy termitory. moy be deemed Lo have enetiry chatacter i they are
under the serual control of 3 person or of pertona residing, or carrying on buslness, in
enetry kerrleory. See. ef, Dureter Co, Lid v. Comtingmtal Tyre and Rubber Co, [1916] 2
AL 307 (Eng.

B Law of the Sea Convention, Arts. 86, B3{1M<h

! Note that the preseat Manudl docs nat deal with diplometic [mmuning or with the
mmunity of gevemment ofticials.
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from the jurisdiction of any Statc olhcr than the flag State™ Further,

State aircraft enjoy * The Interational Group of
Experts agreed that space objecls operal‘ed for nm -commercial govern-
mental purp also have g y

3, Inordcrtocnjoy ign i ity and inviolability, the cyber
infrastructure aboard the platform in question must be devoted exclu-
sively to povernment purp For ! Institotions
that operate as market participants vis-d- vis the Internet cannot claim
that the cyber infrastruciure involved enjoys ity
because that infrastructure does not serve exclusively gwernmema] pur
poses. Likewise, a satellite used for both gover 1 and jal

purposes will lack soverelgn immumity. Some satellites have multiple
transponders, each exclusively dedicated 10 a different user. If some of
them are used for commercial purposes, the satellite will not have sover-

eign mmmunity. The Intemational Group of Fxperts agreed that a sateiliee
owned or operated by a consortium of States does 1ot have sovercign
immunity uuless used for strictly non-commercial purposes. In such a
caze, it s arguable that the zatellite would be covered by the joint soverelgn
immunity of the States and would thuz enfoy 2 form of cumulative
SOvETeign IMmunity.

4. 5 ign Ity entails invi Ihrrr any rierence with an
object enjoying gn i jolation of inter-
jonal law* 1 tuck but is not hmlted to, activities that

damage the object or significantly impair its operation. For instance, a
dental of service arack agamst a State’s miitary satellite would constitute

a violation of its £n i ity. Simblarly, taking control of the
abject would violate wvereign immunity. This was the case with regard
to 2 2007 incident § ing the ta¥ and reprog ing of a British
military oommumcaticns sanclhte

5. Duspite eny i f and

stroctures must comphf with Ule rules and prmmples of intermational

2 Taw of the Sca Canventim, Atts. 95, 96; US COMMANDER'S HANDROGH, para, 2.1,

# g ManuaL, para 124.1: AMW Masuac, commentary accompanying Rule 1ice).

H Ser itics, Art, 3(3} (acknowledging the sovercign
rarmundy od'spn:e obpecte).

B Set e, Chmens of the lessie, the Thomas £ Bayard, amd the Pescanha (UK v, U5, & 1),
AA 57 [1926) {ango Aowrican Cliiwas Commidssion 1921); Flayer Large (Ovriers of
Carge Lavelp Laden ou Board) Appellants v, | Cangeeso del Partido (Chwaners) Respomdents,
Marire Eslgnds (Qumers of Cargo Lately Laden on Boqrd} Appeltanis v. same Respondents,

| Congrese del Partido |1581] 1 A.C. 244 (HL)Y
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law, such as the obligation ta respect the sov:msnry of ather Slatcs For
instance, a military aircraft non-c g the national air-
space of another State to conduct cyber operahom can, despite its
soverelgn status, trigger the State’s right to take necessary measures
against the intruding aircraft, induding, in certain circumstances, the
use of force. The same would be true of a warship that conducts cyber
activitles bn a nation's territerial sea. If the activities are inconsistent with
the innocent passage regime, the coastal nation may take enforcement
steps lo prevent Ihe non-innocent passage, despite the warship's sover-
eign imondty.® [n both cases, the platforms retain thelr sovereign
ity, but that 1 ity does not prevent the other States from

taking those actions which arc lawful, appropriate, and necessary in the
circunystances to safeguard their legally rtcogmzod interests.

6. While there is no treaty rule explicitly g ign
ity to any abjects used for non ial | purposes, it is of
importance that according to Article 5 of the Convention on ]unsdlc-
tional Dmmunity a State enjoys immunity Gom the jurisdiction of the
courts of another State with regard 10 15 property.” [t could be suggested
thal this provision, as well 25 the points made in the previous patagraph,
evidence a general principle of public international law by which objects
awted or used by a State for non-commercial governmental purposes
arz coverad by the State’s soversignty. Accordingly, they are subject lo thal
State’s exclusive jurisdiction even if located outside its territory. The
International Group of Experts could achieve no consensus on this paint.

7. [n tmes of intsrnational armed conflict, the principles of sover-
eizgn immunity and inviclability cease to apply in relatons between the
parties to the conflict {subject 10 any specific rule of international law to
the contrary, such as Artide 45 oflhe Vlenm Convention on Diplomatic
Relations). Objects enjoying ity and inviolabdlity may be
destroyed if they qualify as military ob)ectnres {Rule 38), or may be seized
as boaty of war by the respective enemy armed forces. ™ 1t should be
noted that governmental cyber infrastruciure of neutral States may
qualify as 2 military objective in certain circumstances {Rule 91).

8 Localions and objects may ejoy specnal protection affording in-
violability by virtoe of bilat such as Stats
of Forces Agreernents., 1t mast bc borre int mind that diplematic archives

= I.awoftheSﬁCwmmon Asts. 19, 251, 32.
L At 5.
2w M.\le Buke 136{a) and accompanying commenary
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and means of communication cnjoy special proteciion under the Vienna
C ion on Dipl ic Relations.™ Such protection applics at all
times, ncloding penods of armed conflict {Rule 34).

Kule 5 - Control of cyber infrastructure

A State shall not knowingly allow the cyber infrastroctore lncated in
its territory or under its exclusive governmental control to be used for
acts that adversely and untawfully affect other States.

1. This Rule establishes 2 dard of behaviour for States in relation
to two categories of eyber infrastructure: (1) any cyber infrastructuie
{governmental or not in nature} located on theit ternitorys and {ify cyber
infrastructure ocated elsewhere but over which the State in question has
either de jure or de facto exclusive control. It applles irrespective of the
ahitibutability of the acts in question to a State {Ruks 6 and 7).

2. The principle of sovereign equality entails an obligation of all
States to respect the territorial sovereignty of other Smes. As the Inter-
national Courl of [uslice held in the Micerag ‘B
independent States, respect for terrtorial so\rcmgnty Is an cssential
foundatjon of international eefations. ™

3, The ebligation to respect the sovereignty of another State, as noted
in the International Court of Justice's Corfi Chawnel judgment, implics
that a Statc may not ‘allow knowingl ,y its tcrntory to be used for acts
contrary to the rights of other States’. , States are ired
under international law to take appropriate sleps t0 protect those
rights.™® This obligation applies not only 1o criminal acts harmful to
other Smates, but also, for example, to activities that inflict serious
damage, or have the potential to inflict sch damage, on persons and
objects protected by the territorial sovereignty of the target State.™

* Vietina Convennion on Daphioatls Relanons, Arte. 24, 17,

* Micoragua jdpment, para. 202, ¥ Confu Chanmed cese 31 12,

% Tehirom Hostage: case, parns. 674,

* Tn the Trail Smrelrer cave, the Tribunal, ciing the Federal Court of Switzedand, noted:
“Thia right {sovercignry) cxchades ... not only the wiwrpstion and exercise of sovercign
rights .. bt aleo an senual encrocbnent which takght prepudice the panaral use of the
nervlvary and the Free moveroen of its nbabitanes,” Tradl Smelier caze (VS v, Can), STLL
AA 1905, 1563 {1941} According to the Tribunal, 'under the princlples of inlcraationa
Law ., nvo State hae the cight to uee or pemmit the use of its terrivory in such & manner 85 &
causs mjury .- 0T ko the lermitory of anather or the properties or persons therein, when
the case is of serioes consequence .,." Trail Smlrer coss ot 1545,
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4. Thes requirements are complicated by the nature of harmful cyber
acts, cspecially time and space compression, and their often-unprecedenied
character. There may be circumstances n which it 1s not feasible for a State
1o prevent injury to another State, For example, State A may know that
a harmfd oyber attack s being prepared and will be laumched from
its territory against State B. However, because it has not identified the
attack's exact signatre and Hming the only effective option may be 1o
isolate the network thal will be used in the attack from the Internet, Doing
50 will often Tesull in a “seli-denial’ of service to State &, The nature, scale,
and scope of the {potential) harm to both States must be assessed to
determine whether this remedial measure is required. The test in such
circumstances is one of reasonableness,

& As to scope of application, this Rule covers all acts that are
unlawful and that have dettimental effects on another State (whether
those effecls occur on anather Slaw's wiritory or on objecs protected
under international Taw). The term “walawiul’ is used in this Rule 10
denote an activity that is contrary 1o the legal rights of the affected State.
The International Group of Experts deliberately chose not to limil the
probibilion to narrower concepts, such as use of force (Rule 11} or armed
ateack (Rule 13), in order to emphasize that the prohibition extends to
all cyber activities fror one State’s territory that affect the rights of
other Slales and have demimental effects on another State's lesritory,
In particular, there is no requirement that the cyber operation in question
result in physical demage to objects or injuries to individuals; it need ouly
pradice a negalive effect.

6. The Rule addresses 2 slluation in which the relevanl acts are
underway. For instance, a State that aliows cyber infrastructure on its
tertitory to be used by a terrorist group to undertake an attack against
anclher State would be in violation of this Rule, as would 2 State that,
upan nolificalion by anolher State thar this activily is being carried out,
fails to take reasonably teasible measures to lerminate the conduct.

7. The International Group of Experts could not apree whether
sltualions in which the relevant acls are merely prospective ate covered
by this Rul¢. Some of the Experts took the position that Statcs must take
reasonable measures to prevent them. Others suggested that no duty of
prevention cxists, particularly not in the cyber conlext given the difficulty
of mounting comprehensive and effective defences agains! all possible
threats.

£ This Bule also applies with regard to acts contrary to international
law latnched from cyber infrastrictuse that is under the exclusive control
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of a g t. It refers to situations where the infrastructure is lacated
outside the respective State’s territory, but that State nevertheless exet-
cises enclusive control over it. Examples include a milttary installation
in a foreign country subject @ exclusive sending State control pursuant
to a basing agreement, sovercign platforms on the high seas or in
international sirspace, or diplomatic pwrmses.

9. This Rule applies if the rel | cyber operations can be
undertaken by State organs or by individuals under State contral. The
International Group of Experts also agreed that if a remedial action could
ouly be performed by a private entity, such as a private Internet service
provider, the State would be obliged 10 use all means a1 jts disposal to
tequire that entity ta take the aciion necessary to terinate the activity.

10. This Rule applies if the State has actual kmowledge of the acts in
question. A State will be regarded as having actual knowledge if, for
example, State organs such as its intelligence agencies have detected a
cyber attack originating from its territory or if \he State has received
credible information (perhaps from the victim State} that a cyber arack
{s underway from its terntory.

11, The [ntermatonal Group of Experts could not achicve consensus
as to whether this Rule also applies if the respective State has only con-
structive {"shauld have known’) knowledge. In other words, # is unclear
whether a Stale violates this Rule if #t fils to use due cate in policing
cyber activities on its territory and is therefors unaware of the acts in
question. Even if constructive knowledge suffices, the theeshold of due
care 15 uncertain in the cyber conlext bacause of such factors as the
difficulty of amribution, the challenges of correlating separate sets of
events as part of a coordinated and distributed attack on one or more
targets, and the ease with which deception can be mounted through cyber
infrasiruciure,

12. Mot could the Intcrnational Group of Experts achicve consensus
a5 to whether this Rule applies to States through which cyber operations
are routed. Some Experts took the position that to the extent that a State
of transit knows of an offending opetation and has the zbility to put an
end ta it, the State must do so. These Experts took notice, however, of the

unigoe routing p of cyber ions. Bor i should a
transmission be blocked at one node of a network, it will usually be
rerauted along a different i path, often through a different

State. [n such a case, these Experts agreed that the State of transit has no
obligation to act, because doing so would have no meaningful effect on
the ottceme of the operation. Gther Experts tock the position that the
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Rule applicd ouly to the territary of the State from which the operation is
launched or to territory under its exclusive control. They cither argued
that the Jegal principle did not extend to ather territory {n absiracio or
justified their view on the basis of the unique difficulties of applying the
Rule in the cyber context.

13, If a State fails to take appropriate steps i accordance with this
Raule, the victim State may be entitled to respond to that violation of
international law by ing to proportionate responscs. These may
include, where appropriate in the circ €5, caunter
(Rule 9} or the uee of force in self-defence (Rule 13),

14 With regard to such situations during an international armed
conflict, see Rule 94.

SECTION 2: STATE RESPONSIBILITY

Rule 6 - Legal responsibility of States

A State bears internatiomal |egal responsibility for a cyber operation
attributable to it and which comstitutes a breach of an international
obligation.

1. This Ruk is based on the costemary international law of State
responsibility, which is largely reflecied in the International Law Com-
mission’s Articks on State Responsibility. 1t must be noted, however, that
the law of armed conflict contains a oumber of specific Tules on State
responsibility for viektion thereof. [n particular, Artickes 3 of Hague
G jon IV and 91 of Additional Protocol | provide far compensation
in the case of u violation of certain rules of the Jaw of armed conflict. ™!

2. [tisa quintessential principle of international law that States bear
responsibility for an act when: (1) the act in question is attributable to the
State under intemational law; and (H) it constitutes 2 breach of an
international legal obligati licable to that State (whether by treary
or customary international ].aw-].l;s Such a breach can consist of either an
act or amission. ™

3. In the realm of pace, an inter | act can
congist, jnter alia, of a violauon of the United Nallons Charter leg,a
use of farce committed through cyber means, Rule 10) or a vioktion of a
law of armed corflict obligation (c.g. 2 cyber atiack against civilian

H e alse ICRC Customany IHL STvy, Rules 149, 150,
# Articles on State Respronsibiliy, Arie 1-2, % Articles on Suate Besponsibiity. Art,
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objects, Rule 37) atiributable to the State in question. A breach of
peacctime rukes not involving conflict {c.g., a violation of the law of
Ihe sea of the non-intzrvention principle] ako constitates an inter-

I ghul act, As an a hip of one State Is
prohlbiwd from cnn.dl.u:lmg cyber opmhons that arc adverse to the
coastal nation's interests while in innocent passage.™”

4. The law of State responsibility extends only o an act, or fadlure to
act, that violates international law. In other words, an act committed by a
State's organ, or otherwise attributable to it, cen ouly amount to an
‘internationally wrongful act’ if it is contrary to international law.** The
law of State responsibility is not implicated when States engage in other
acts that are either permitted or unzegulated by intemational Law®
For instance, international law does not address espionage per se Thus, a
State’s responsibility for an act of cyber esplonage conducted by an organ
of the State in cyberspace is not be engaged as & matter of international
law unless particular aspects of the espionage viclate spau.ﬁc wcmahon.al
legal prohibitions {35 in the case of cyber espionag g dip
comimunications, Rule &4).

5. The causation of damage t= not a prccondntnon tc the characteri-
zation of a cyber operation as an internatk ngful act urwler the
law of State uspon.sibillty * However, the rule in question may include
damage as an ial el 1n such cases, damage s a conditio sine
qua von of the attachment of State responsibility. For instance, under a
c ¥ rule of international Jaw, Stetes are prohibited from inflicting
significant damage on another State through activities on their swn
tetrltory (Rule 5). In the ab of such damage, no responsibility
attaches uuless another rule not containing an element of damage has
been viokted

6. Inaddition to being internationally wrongful, an act mustbe attribue-
able to a State to Bl within the ambit of this Rule, All acts or omissions
of organs of a State are automatically and necessarily attributable to that
state.*! The concept of ‘organs of a State” in the law of State responsibility
is broad. Every person or entity that has that status under the State’s

7 Law of the fies Convention, Ari, 1%

* This 144 stangeu requiremeat slnce, s forraikaed by the ICT, it s entirely posible far 4
panticlar 3¢t .. not 1o be n viedotion of latemathonal law withour necestarlly consthu-
ting chammafanﬂmcmfamd by it'. Kosowo Advisory Oplidan, para 56.

* Kasovo Advisory Opmm pars, B Lotus case it 18,

* Articks on Sietc R panying Art,

4 Articks on Stete Ilesminhl)' ATt (1)
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internal kegislation will be an ocgan of the State regardless of their function
ar place in the govemmental hicracchy. Any cyber activity under-
taken by the intelligence, military, internal security, customs, or other
State agencies will engage State responsibility under L Ienal law
if it violates an intemnational legal abligation applicablc to that Stale.

7. I does not matler whether the organ in question acted in compli-
ance with, beyond, or without any i i When ¢ itted by an
organ of the Slate, and provided that argan is acting in an apparently
official capacity,” even so-called ulira vires acts trigger a Siale’s inter-
national legal responsibility if they breach Lntecnational cbligations.**

8. For the purposes of the law of Siate responsibility, persons or
entilies that, while nol organs of that Stalc, are specifically empowered by
its domestic law to exercise ‘governmental authority’ are equated to State
organs.’ When acting in such a capacity, their actions, ae with State
organs, are attributable to that Stale, Examples include a private
corporation that has been granted the authority by \he government to
conduct offensive compuier nelwork operations against another State,
as well as a private entity empowered to &ngage in cyber intelligence
pathering. 11 is important to emphasize thal Siate responsibility is
ouly engaged when the entity In question is exercising elements of
povernmental authority, For sxample, Stales mnght have legistation
authorizing private seclor C R Teams
(CERTs) to conduct cyber defence of gowmmenta} networks. While
50 acting, their activitkes autematically engage the responsibi of
their sponsoring State. Hawever, there are no State responsibility
implications when a private sector CERT i performing information
securjty services for private companies.

# Artidea on State Responsibility, Art. 4{2).

 anticles on $iete Responibility, pam. 13 of commentary accompanying Arl. & ‘A
partlalar problam 1 b detertuine whether  pereon who |3 2 Stue organ aas bn that
capacity. Tt is irrclevaet for this purposs that the person concarned may Ty had ulkerior
oF improper motlves or may be abusting publec power. Whete such & person acts ln an

apparently official <apacity, or under colour of suthovity, the setions bn question will be

attribatable to the Srate, The disnction between unagthorized condudt of a State oogan
and purdy privae conduct has been cleady drawn b nternatlonal arhitedl decislons ..
The cose of purely private conduct shoukd ot be canfused with thet of an urpn
funchonisg a5 such bun acting aire wirs of 1o breach of ihe rubes governing its operatlon.
In this latter <gs<, the organ is neverthekss acting in Lthe name of te State,”

u % Asticles an Sk Responalbility, Art 7.
4 anticles on Stake Responsil . Art, 5, and Wpanying ¥
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9. In certain circumstances, the conduct of non-State actors may
be attributable to a State and give dsc to the State’s international legal
responsibillty.* Article 8 of the Articles on State Responsibility, which
restates customary internatlonal kaw, notes ‘the conduct of a person or
group of persons shall be considered an act of 2 State under international
law if the person o group of persons is in fact acting on the mstructions
of, or under the directlon or control of, that State in canrying out the
conduct'” This nomm is partiadarty relevant in the cyber context. For
example, States may contract with a private company to conduct cyber
operations. Similarly, States have reportedly called upon private cltizens
to conduct cyber operations against other States or targets abroad (in a
sense, ‘cyber volunteers'}.

10. The International Court of Justice has held, in the context of
military operatlons, that a State is responclble for the acts of non-State
actors where it has ‘effective control’ aver such actors.“ For instance, the

provision by 3 State of cyber expertise during the planning of specific
cyber attacks may, depending on how deep rhe mvolwme’nt goes, give
risé to Slate responsibility for any internati ghul acts commit-
ted by such non-State actors, It s i i that inty

surrounds the degree of ‘control’ required for a non-State actor's conduct
to be attributable to the State. In Tadif, the International Criminal
Tribunal for the Former Yugostavia adopted an "overal] control’ test - a
less stringent threshold - n the context of individual criminal responsi-
bility and for the purpose of determinlng the nalure of the armed
conflict™ However, in the Genscide judgment, the Intemational Court
of Justice distinguished such an cvaluation from that conducted for the

* Articks oo State Responaibibity. Arts. 9, 10 The International Group of Experts reached
the voncluaion that it is cureendy difficak 1o imagine scenarios io which Art, @ resubis in
Stale responsibilify given its requiremient that the condust be carried ool in the absence or
defayl of the affickal authorkies The Jatermatboral Geoap of Experis wat iceyfas
whether Art. 10, which addresses the conduct of an imsurvectional or other rovenent
that becomes & gorernment, accurandy refbcts ustommary miernanonal isw.

# Artickes on State Responcibifity, An, 8, 'In ibe eent of article 8, the three ferms “mstroc-
tions™, “direction” and “contral” are disiunctive; it is sulficient to establish any one of
them At the cams ame it 1t made deas that the wetrucuons, dirdion o conwe] rust
relare b the conduct which i sld 10 have ameunied 1o an hnemauomlr wrongful peL’
Artichs on Slate Responsibility, gar, 7 of g Avt 8.

4 The Court articulated the effsctive control standard for the firs ume in the Nicavagua
judgment, perw. 115, Ser abin Genocide jodpment, pems. 399-401.

 Tadic Appeals Chamber fudgment, paras, E31, 145,
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of establishing State responsibility.* Mevertheless, cven by an
‘overall control test, the requisite control would need to go beyond “the
mere financing and equipping of such forces and involvle] also participa-
tion in the planning and supervision of military operations’ ™ Moreover,
5 nated below, even if the bower ‘overall control’ kest were to be adapted,
it would nat apply to individuals or unarganized groups.™

11. 'These sjtuations must be distinguished from thase in which pri-
vale citizens, on their own initiative, conduct cyber aperations (so-called
‘haclktivists’ ar ‘patrictic hackers). The material scope of applicability of
Article B is relatively stringent in that it is limited 1o mstructions, direction,
or cantral. The State needs o have issued specific instructions or divected
or controlled & particular operation to engage State responsibil
Merely encouraging or atherwise expressing support for the independent
acts of non-State actors does nat meet the Article 8 threshold.

12, The place where the act in question takes place, or where the
actors Lnvolved are located, does not affect the determination of whether
State responsibility attaches. For Instance, consider a group in State A
that assimilates computers located in State B into its bolnet, The group
uses the boinet to averload computer systems in State C based on
instructions received fram Stale D). The conduct is attributable under
the law of State responsibility bo State Ix. Mate that Stare A cannot be
presumed responsible salely based on the fact that the group was located
there, nor can it be presumed that State B bears responsiility for the
group's acts merely because of the lacation of the bots on its territory.

13, This rule applies only t jbution for the pury FStabe r2spon-
stbility. H , 4 State’s invol with non-State actors may itsell

itute a violation of Lnternational law, even Ln cases where the actions
aof the non-Skite actors lnvoled cannot be atwributed to the State. Far

H Gemovide judgment, paras, 403405,

3 Tadiz Appeaks Chamber jodgment, pers. 145,

* The Tudnt Appeals Chamber udgnien neted, at para. 132, that: I should be added ihat

courts bave taken a different approach with regard 1o individuals or growps sot erguirized

Inte mrltary strmtires. Witk vegard o such indivduals or groups, couns bave noc

congdered an overall o general kevel of conwrol 1o be sufficicrs, but have nstead insisted

upan specitic instructions or directives pimed au Lhe commission of spediiic acts, or have
public approval of tose acis following telr commisaan”

O the ather hand, where persons or groups have commbtied acts under the effectiee

ool of & State, the conditlon @or artribudon will stll be mel even i particybar

imsfruction: may heve becn ignored The condnct will have been commitied under the

control of the State and hwil b wttributable to the Stave in sccordanc: with ortide 8.

Articles on State Resp L pare B ol ing Art, B,

=
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instance, if State A provides hacking lools thal are subsequently employed
by an insurgent group on its own initikive against Stale B (i<, the group
Le not acting under the conlral of State A), the mere provision of these tools
Is insufficient to attribute the gmup s attack o State A Neveﬂheless such
istance can itself constitute a violalion of international faw.™
14. Ewven when the conditions of Articke 8 are not initially mel, acts
may be retroactively attributed to the State.”™ Pursuant to Article 1] of
the Articles on State Responsibility, ‘Conduct which is not aitributable to
a State under the preceding anticles shall revertheless be considered an
act of that State under internatlonal law if and to the extent that the
State acknowledges and adopts the conduct in question as its own.™
For inslance, comsider computer operations conducted by non-State
actors against a State, |f another State later expresses suppor for them
and uses its cyber capabilities 10 protect the non-State actors against
caynter-cyber operations, State respansibility will altach for those oper-
ations and any related subsequent acts of the group. Mote that this
pmvtsion Is n.armwly applied Not only are the conditions of ‘acknow-
g P curulative, they also require more than mete
! o tacil approval™

Rule 7 — Cyber operations launched from governmental
cyber infrastructure

Thcmettiactthataqberaperauonhasbeenhunchodarathemse
ol ¥ l cyber Infrastructure is not suffickent
idh for L g the op 1o that State, but is an indica-

tion that the State in qmmn i6 associated with the operation.

1. 1t must be mphasuzod that this Rule only re]ates to operations
launched or oripl g from gover | eyber i lure. [t does
ot address operations couted through such nfrasteuciure (Rule 83, Add-
itionally, it does not apply to operations launched or otherwise inttiated

M Ser Micavagwa judgment, para. 242

** Tehwan Momtages case, para, 74z “The approval given 1o these facts by the Ayaollah
Khomeini and other oogans of the Iranien $@ie, and the decision 1o perpetuate them,
ranalated connmung oceupathon of the Embassy and desenton af the bosiages into aers
of that Suie- The milbants, suthors of the invasion and jallers of the hostages, had now
becote agents of the Irannn: Stage for whose wcts the Stave iself was iornatonally
NWHNG
* Articks on Sietc Itesponsblllly An 1

o Artiches on $iate Resp T panying Art, 1.
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from cyber infrastructure that does not qualify a5 govemimental cyber
infrasiructure, even if located on the State's temilory. This Ruke should
not be understood as predetermining the evidentiary conclusions that
States may draw as to the attribution of cyber events.

2 With regard to its governmenlal character, it is imrmaterial
whether the respective cyber infrastructure is owned by the govemmenl
or remains the property of a private entity, as in the case of ftems leased
by the governmenl. Provided the use ks non-commerdial, it docs nol
matter which governmental purposes the respeclive equipment serves.
Furthermore, all branches of povernment are covered by the term.
Accordingly, the infrastructure may be used for military, police, customs,
or any other governmental purposes.

3. Rule 7 merely denotes that the fact that = cyber operation has been
mounted from gevernment cyber nfrastructure is an indication of that
State's involvement. In and of itself, the Rule does not serve as a legal
basis for raking any action against the State involved or atherwise holding
it responsible for the acts in qQuestion. Prior 1o the advent of cyber

peratians, the use of gover | assets, in particular militacy equip-
ment, would typically have been attributed to the State withoul question
because of the unlikelihood of their use by persons other than 3tare
organs ot individuak or groups authorized 10 exercise povernmental
functions. This traditional approach camnot be followed in the cyber
context. [t may well be that government cyber Infrastructure has come
under the controf of non-State actors who then use it to conduct cyber
operalions.

4. Note thal each situation must be considered in context. For
instance, a regular pattern of taking control of governmental cyber
infrastructure by a non-State group in order to launch cyber oper-
alions may serve as a counter-mdicalion thal a Stale is associaled
with a particular operation. Similatly, reliable human intelligence that
indicates povernmental computers will be, or have been, employed by
non-State actors to conduct operations might alse suffice. Indeed,
spoofing s a widely used cyber techmique, designed to feign the
identity of ancther individual or organization. Nls pamcular rlevance
in this context was d d by the incid i g Estonia
(2007) and Geargia {2008},

5. Operation of the Rule is nol limited lo a State's own territory,
Examples would include cyber operations launched from ships on the
high seas, aircraft In Lnternational airspace, and satellites in outer space
ower which a State exercises exclusive conlrol,
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Rule 8 - Cyber operations ronted through a State

The fact that a cyber operation has been routed via the cyber Infra-
strmcinre located in a State Is not sufficient evidence for atributing
the op<tation to that State.

1. This Rule add cyber operations launched from the cyber infra-
structure locaied in one State that ave routed through gavernment ar non-
goverument cyber infrastructure Jocated in another. In such a sitbation, the
latter cannot be presumed to be associated with the cyber operation. This is
because the characterlstics of cyberspace are such that the mere passage of
data through the infrasteucture located in a Sizate does nol presuppose any
invohvement by that Stale in the assaciated cyber operation.

2. Recall that pursuant to Rule 5 a State must not knowingly allow irs
cyber infrastructure to be used for acts adverse to the rights of other
States™ However, the [ntemational Group of Experts was unable to
achieve consensus as to whether that Rule applies o States through
which cyber operations are routed, To the extent that it does, the State
of transit will bear responsibility fot fuiling 10 take reasonable measures
to prevent the iransit,

3. ‘There may be other criteria according 1o which the respective act
can be attributed to a State {Rule 6). For lnstance, this Rule is without
prejudice ta the rights and obligations of neutral States during an inter-
national armed conflict (Rules 91 to 95).

Rule 9 — Countermeasures

ASmehjdemmmaﬁomllywmgﬁllutmaymﬂw
inchading cyber COMNtErTICsHIes.

agalm the responsible State.

1. Rule 9 and ils accompanying Commentary are derived from
Arlicles 22 and 49 to 53 of the [ ional Law C ission's Articles
on State Responsibility. 1t must be noted that certain provisions of the
Articles are controversial and may not reflect customary international
law, These are discussed below,

2. Counlermeasures are necessary and proporlionate actions that a
“victim State' takes o resp to a violation of internztional law by an
‘offending State’. The acts comprising the countermeasures wauld be

** O the natuze of tese rights, 3¢ Bule 3 and sccompanying Commentary
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unlawful were it not for the offending State’s conduct. Such counker-
measures must be intended to induce compliance with international law
by the offendlng Stete. For example, suppose State B launches a cyber
operatlon against an electrical generating facility at a dam in State A in
arder to corree A inte increasing tic flow of waler inte a river running
through the two States, State A may lawfully respond with propartionate
countermeasurss, such as cyber operations against State B's irvigation
control system,

3. Pursuant bu Article 49(1) of the Artices an State Responsibility,
the sole permi purpose of is, as noted, t¢ induce
the responsjble State to resume compliance with its international legal
obligations {or to achieve compliance directly) The majority of the
International Group of Experts accordingly agreed that if the intemnation-
ally wrongful act in question has ceased, the victim Statz is no longer
entitled to inillate. or to persist in, countermeasures, inchiding cyber
countermeasures.” The Experts noted that Sr.au practice is not fully in
accord, leaving the law on g States {
appear ta be mativated by punitive considerstions when resoding 1o
countermeasures, especially when imposed after the other State's vialagan
of international Jaw has ended. It is therefore far from settled whether

the restrictive approach adopted by the ] 1 Law ©
reflects customary international Taw.
4. In general, counter Including cyber counter

can only be resorted 1o by the mjlumd State afier having called upon
the State in question to cease its internationally wrongful act™ This
requirement is hot absolute, in that a State is entithed bo take “urgent
comtermeasures’ which are necessary for the preservation of its rights,
even in advance of the Injury.*' While the term 'urgent countermeasures’
is not authotitatively defined in international law, the [nternational
Group of Experts agreed that these procedural requirements largely
reflect customary international law.

5. Uncertainty resides, b , In the sub i quil t
that apply to the Imph font of counter It is generally
accepted that ‘Countermeasures shall not affect: {a) the obligation to

¥ Artkles an Shake Respansibility, Art. 53,

 an 521 }b) of the Articks v Stare Reaponshhaliy requlres the Siale baling the metsures.
1 'nodify the responsitle Stele of any desision 10 hike countermessurss and offer to
neguum with that $tare™.
0 articles an State Respansibility, Art. 52(2}
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refrain from the threat or usc of force s embodicd in the United
Nations Charter; (b} abligations for the proteciion of fundamental
human rights; (<) obligations of 2 h itarian character prohibiting
reprisals; [or] {d) other obligations under peremptory norms of general
international law'** While points (b)—{td) arc relevant in the cyber
cantbext, the critical issue is point (a). The majority of the International
Group of Experts agreed that it implies that cyber countermeasures
may not involve the threat or use of force (Rule 11k the legality of
threats of uses of force is exclusively regulated by the United Mations
Charter and corresponding norms of cust ¥ international law.
A minority of Experts favoured the approach articulated by Judpe
Simma in the International Court of Justice's Gl Platforms judgment,
He took the position that proportionate countermeasires could invelve
a limited degree of military force in response to circumstances below
the Artcle 51 threshold of ‘armed attack'® However, all Experts
agreed that cyber countermeasures may not rise to the level of an
‘armed attack” {Rule 13).

6, Cyber countermeasures “shall, as far a5 possible, be taken in such
awayastogcmilthe ption of petf of the cbligat
in question’.™ [n short, they should, to the extent feasible, consist of
measres that have temporary or reversible effects, [n the realm of cyber-
space, this requirement implies that actions involving the permanent
disruption of cyber functions should not be undertaken in circumstances
where their temporary disruption is technically feasible and would achieve
the necessary effect, As indicated by the phrase ‘as far as possible, the
requirement that the effects of the oyber « be temporary
of Teversibke is not of an absolute nature.

7. Although the Articles on State Responsibility impase no require-
ment for countermeasures to be quantitatively or qualitatively similar
to the violation of international kw that justified them, widespread
agreement exists that countermeasures must be ‘proportionate” to be
lawful. Two tests of propertionality have been advanced. The first,
articwlated in the Maafiloe arbitral award, requires that countermeas-
ures be proportionake to tie gravity of the initiating breach*® The
objective of this test is to avold escalation. The second test, drawn
from the I[nternational Court of Justice’s Gabclkovo-Nagymoros

SF Articles on Sate Fesponsibilivy, Art, 50
Ot Plarforms Judgment, pares. 12-13 (separate gpinian of ladge Simma).
4 Articker on Sate Responsibility, Art. 43, Haulilaa arbitration at 1028
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judgment and reflected in Anicle 51 of the Artickes on State Responsi-
bility, requires that counter musl be commensurale with the
injury suffered, taking into account the pravity of the internatianally
wrongful act and the rights in question®® While the International
Group of Experts concluded that neither test had achicved a degrec
of acceptance such as lo exclude the other, it was agreed thal the
availability of countermeasures by cyber means expands the options
available lo the victim Slate for a proportionale response.

8 Artick 48 of the Articles on State Responsibility provides that =
“State other than an injured State is entitled to invoke the responsibility
of another State ... if {a) the ebligation breached is owed to a group of
States including that Stalz and is established for the protection of 2
collective interest of the group; or (k) the obligation breached is owed
to the International community as a whele”. The International Group
of Experts agreed that Article 48 accuralely reflects custemary inter-
national law. However, it is often difficult to determine when obliga-
tiens are owed W a particular graup of States b dlstmcl from
obligations awed to an individual State. Addi
exists among inlemational law experts as to which norms and obliga-
tiehis have erga omnes character.

9. Countermeasures may not be dl.l'er.ted against individuals or
violate p ptoty harms af intet W,

10, It is important 1w distinguish munlermeasures from actions
taken based on the ‘plea of necessity’. Under certain circumsiances,
Slates may inveke the plea of necessity in order to justify prolective
(cyber) measures that violate the inlerests of ather Slates. Accarding 10
Article 25 of the Articles on State Responsibility, 'necessity’ s an
accepted pround precluding gl under international law.
The threshold for the invocation of necessity is hlgh. the pka of
necessity may only be invoked in exceptional cases,” and the precise
scope and limits of this plea remain the subject of some debare”®
Whether a State may use force in accerdance with the plea of necessity
is highly uncertain.”

11, Necessity i not dependent on the prior unlawful conduct of

ancther State. Moreaver, it may justify such measures as are necessary

4 Gabdikovo-Nagymores Praject (Hung. v Slovak.) 1997 LC). 7, para 85 {35 September)
' Articles on Stake Responnhllty Art, 25000 and aowmpanm COMUmEntary,
: Articles on Stare Resp ¥ P Am, 15,

Articles on State Responzibilil panying A, 1%,




40 STATES AND CYSERSPACE

to protect cssential interests of a State against a grave and imminen! peril
cven though these measures affect the interests of other Stakes {or cven
the international community as a whole) which are not necessarily
responsible for creating the condition of necessity. The measures, how-
cver, may not ‘seriotsly Impair” the “essential' interests of States affecied
by them.™ Ultimately, the determination of whether actions may be
taken based on a plea of necessity requires a balancing of interests
between the State invoking the plea and those of the affected States (or
whole international community).

12. In cases where the exact nature and, in particular, origin of a
cyber incident are unclear, certain protective {cyber) measures may be
justified on the basis of the plea of necessity. For cxamplc, if a State is
faced with a cyber incident that =nd its and
there js no other way to address the situation, 1t may in some cases
temporarily shul off certain cyber infrastruciure, even if doing so
affects cyber systems in other States. Similarly, if faced with significant
cyber operations against a State’s critical infrastructure, the plea of
necessity could juslify a State’s resort to counter-hacking. Neverthe-
less, as the [nlernational Law C ission. has poinled out, the course
of action selected must be the ‘only way' available 1o safeguard
the interes! in question and il must not seriously impair the essential
inlerests of other States or thost of the internalional community as a
whole.™

13, The term ‘countermeasures’ 5 used (n this Bule as a Jegal term
of art that must b¢ distinguished from the milllary term “counlenmeas-
ures”, which refers to activities designed to defeat the operation of a
weapon. Countermeasures must also be differentiated from acts of
retorsion. Acts of retorsion are so-called ‘unfriendly’, although lawful,
measures thal a Stale lakes vis-d-ws one or more other Slates.”” Unlike
countar . acks of retorsion do nol require a preceding unlawful
act and they may be undertaken with retaliatory or coercive i
For example, during the 2007 Estomian cyber incidents, banks and
ather L in ¢ ftation wilh the Estonian CERT and govern-
menl ministrics, suspended some serviees to Inlernet protocol (1F)
addresses from Russia. In thie regard, note that since the 1TU

™ artlches on Siare Responsiblln, 4. 25{13(b) and accompanying commacntazy.
M Articks on State B . At 35 and Ser also

Gabtikovo-Hagymoeros Projec, pan. 55
" Articks on Seke Resp liry, chapeau panying Chapier Il of p 3,
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Constitution allows States to stop or suspend intkernational telecommu-
nications when appropriate, the action did not qualify as a
countermeasure”? Finally, countermeasures as dealt with here must
be distinguished from belligerent reprisals, which are availablz orly
during an armed conflict, subject to special rules (Rule 46}

" At M permits stoppage of Individudl private 1ok jconions on the basis of
secunity concenes. Arl 35 allows & State to suspend butermational telecomnmanicstons,
provided [mmedise notlficatlon it gren 1o other States Parthes (e the Conventlon,



The use of force

1. The International Courl of Justice has stated that Articles 2{4)
{Rules 10 10 12) and 51 (Rule 13 to 17) of the United Mations Charter,
regarding the prohibition of the se of force and self-defence respectively,

apply to ‘any use of force, regardless of the weap ployed"' The
International Group of Experts unanimously agreed that this statement is
an aceurate reflection of ¢ ¥y intzrnational Jaw, Therefore, the

mere fact that @ computer (rather than a more maditional weapon,
weapon system, of platfarm) is used during an operation has no bearing
on whether that eperation amounts to a ‘use of force’. Similatly, it has no
beating on whether a State may use focce in self-defence.

2, State practice is only beginning to clarify the application to cyber
operations of the jus ad bellwm, the body of internatiomal law that
goveens a State’s resort to force 25 an instrument of is national policy.

In particular, the lack of agreed-upon definitions, criteria, and thresheld
for app]lcmon creates uncertainty when applying the jus aid beffune 0
the rapidly chamging cealities of cyber operati The Inter

Group of Experts acknowledged that as cyber threats and opportunities
continue to emerge and evolve, State practice may alter contemporary
Interpretations and applications of the jus ad bellunr in the cyber context
The analysis st forth in this chapter examines the norme wsident in
the jus ad bellum a3 they ¢xist at the time of the Manual's adoption by
the Internaticnal Group of Experts in July 2012

SECTICN I: PROHIBITIGN GF THE USE GF FGRCE

Rule 10 - Prohibition of threat ot use of force

Acyb«operathllhnlmnmmmathmtormufﬁnunwnsl
he grity o political independd of any State, or that

! Wudear Weapons Advisory Opinion. para, 39

42
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i im a0y other manoor inconsistent with the purposcs of the United
Nations, is unkawiul.

1. Article 2(4) of the United Nations Charter provides thar “All
Members [of the United Nations] shall refeain in their international
relations from the threat or use of force agamst the Lerritorial inlegrity
or political Independence of any State, or In any other manner inconsist-
ehit with the Purposes of the Unttcd Natlons.” The prohibition s

doubtedly a norm of ¢ ¥ ional law.”

2, hladdltmmdlespeciﬁcpmhibilion of threats or uses of force
against the tercitorial inmegrity or polincal independence of any State, the
United Nations Charter's Inwaecr prépanatolres sugaest that the reference in
Article 2(4) 10 threats or uses of force Lnconsistent with the "purposes of the
United Natlons' {laid down n Articke | of the Charter) was Inlended 1o creale
a presumption of illegality for any threat-or use of force.” In-other words, even
acts that are not dirccted against cither the territorial integrity or political
independence of a State may theless violate the prohibjtion if they are
inconsisten| with the purposes of the United Mations. There are two widely
acknowledged cxeeptions 1o the prohdbition on the use of force — uses of
force authorized by the Sccurity Council under Chapter ¥11 {Rule 18) and
sel-defence pursuant 1o Article 51 and customary International law (Rule
13). The International Growp of Experts did not take a position as w0 the
awfulness of other uses of force, such 45 humanitarian intervention.

3. 'The termos "use of force’ and ‘threat of the nse of force’ are defined
in Rules 11 and 12 respectively.

4. An action qualifying as a ‘use of foree” need not necessarily be
undertaken by a State’s armed forces. For exampl, it is clear that a cyber
operation that would qualify as a "use of force’ if conducted by the armed
forces wouid equally be a "use of force’ if undertaken by a State’s intelli-
gence agencies or by a private cantractor whose conduct is attributable
to the State based upon the law of State responsibility. With regard to
those entities whose actions may be attribuled to States, see Rules 6 to 8.

5. Alhough, by its own express terms, Article 2(4) applies sokly 1o
Members of the United Nations, the prohibition also extends to non-
Member Stales I:vy\"n'tue of customary International Yaw. However, Article
2{4) and its ¢ ¥ iohal law ¢ part do not apply 1o the

* Nicaragun jodgment, paras, 168-90,
* See Doc. 1123, 16, 6 LR.CLO. Docs, 68 {1M5); Dioc, 784, 171127, § UNCLO, Doc. 236
11945, Drac, 885, KI/H, 6 UM 1.0 Docs, 367 (1945),
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acts of non-State actors, incduding individuals, organized groups, and
tesTorist organizations, unless they arc attributable to a State p to
the Law of State responsibility {(Rule 6). Tn such a case, it woukd be the State,
not the non-State actor, which iz deemed to be in vielatlon. The actions of
non-Stabe actors may be unlawfil under international and d ic law,
but not as a violation of the prohibition on the use of force,

4. The fact that a cyber operation does not rise to the level of a use of
force docs ot necessarily render it lawful under international law. In
particular, a cyber operation may constitute a viclation of the prohibition
on intervention. Although not expressy set out in the United Matlons
Charter, the prohibition of intervention is implicit in the principle of
the sovereign equality of States laid out in Article 2(1} of the United
WNations Charter. It is mentioned in a number of treaties and United
Nations resolutions, the most significant of which is the Declaration on
Friendly Relations. According to the International Court of Justice, the
principle is ‘part and parcel of customary Lnternational law”!

7. The precise scope and content of the non-Interventlon principle
remains the subject of some debate, In the Nicaragua case, the Inter-
national Court of Justice held that “the principle forbids all States or
groups of States to Intervene directly or Indirectly In the intemal or
external affairs of other States’® Therefore, ‘a prohibited intervention
must accordingly be one bearing on matters in which each State is
permitted, by the principle of State sovereignty, to decide freely. One of
these is the ¢hoice of a political, sconomic, social and cultural system,
and the fsrmulation of forelgn policy.® For instance, the Court held
that supplying funds to insutgents was “undoubtedly an act of interven-
tion in the internal affairs of Nicaragua’, although not a use of force.”

8. Itis clear that not all cyber interference automatically violates the
t ional law prohibition on inkervention; ‘interferense pure and
simple is not intervention”® Az noted by the Count in Wicaragun, ‘inter-
ventiot is wrongfui when it uses methods of coercion’? 1t follows
that cyber espionage and cyber expl perations lacking a coercive
element do not per se violate the non-intervention principle. Mere intru-
sion inko ancther Stabke’s systems docs not violate the non-intervention

4 Wicarag judgment, pare 202 © Micargueat judgment, para 205

® wicaragua udgmen, para. 205, 7 Nicardgiea judgment, para. 228,

3 | Grrennen’s InTesnamiomar Low; Peace 432 {Robert lennings and Arthar Waits odk.,
th od, 1992)

? Wicaragur judgment, pars. 205.
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principle. In the view of the Inicmational Group of Expents, this holds
trie even where such intrusion requires the breaching of protective virlual
barriers {¢.g., the breaching of firewalls or the cracking of passwords).

9. The assessment, however, becomes complex when jt comes to
other operations along the broad specirum of cyber operations. In these
cases, the determination of whether the principle of non-intervention has
been violated, particularly the determination of whether there has been
an ok \ of cocrclon, depends on the circ s of each mdividual
case, The clearest cases are those cyber operations, such as the employ-
menl of the Stuxnet worm, that amount to a use of force. Such operations
are also acts of intervention because all uses of force are coercive per se.

10, Cyber opsrations falling below the use of force threshold are more
difficult 10 characterize a5 a violation of the principle of non-intecemtion.
Acts meant 10 achieve reglme change are often described as a clear viola-
tion, S0 100 is coercive “political mterference’. When such actioms are
taken or facilitated by cyber means, they constitute prohibited Lntervention,
Cases in polnt are the D by cyber f elections or of public
opinion on the eve of elections, as when online news services are altered m
favour of a particular party, Rlse news is spread, or the online services of
one party are shut off. As abways, the degisive test remains coercion. Thus, it
i5 clear thial not svery form of political or sconomnic inderference viekalss the
non-inkerention principhk.

Rule 1] - Definition of use of force

A cyber operation constitutes a use of force when its scale and effects
are comparable to non-cyber operations rising to the level of a use
of force.

1. This Rule examines the term "use of force” found in Rule 10. The
United Natlons Charter offers no criteria by which to determine when an
act amounts to 2 use of force. 1n discussions regarding the appropriaie
threshold for a use of force, the Inlemational Group of Experts took
notice of the Nicaragua judgment. In thal case the International Court
of Tustice stated that ‘scale and cffects’ are to be considered when

:’rmm.mg whether particular actions amount to an ‘armed attack’
(Rule 131." The Experts found the focus on scale and effects to be an
equally useful approach when distinguishing acts that qualify as uses of

0 Mrcaragud fudgroent, pars, 155,
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for¢e from those that do nol. Iln other words, “scale and cffecty’ is a
shorthand term that captures the quantilative and qualitative factors
to be analysed in determining whether a cyber operalion qualifies as a
use of force.

2. There is no authoritalive definition of, or crileria for, ‘threat” or
‘use of force’. However, certain ¢ 2 i ol'oocrciv! perations are not
uses of force. At the 1945 Charter drafti 17 ¢ in San Franci
States considered and rjected a pmposai to include economic coercion
a5 a use of force.'" The issue arose again a quarter of a cenhury laler
during the proceedings leading to the General Assembly's Declaration on
Friendly Relations. The question of whether “force’ included ‘all forms of
pressure, induding those of a political or economic character, which have
the effect of threatening the territorial lmegmy or pohtlcai mdepcndznce
of any Stale’ was d in the (|
‘foree” may be, it is not mete £conomic or polilical -:oemon Cyber
operations that Lnvolve, or are otherwise analogous to, these coercive
activities are definitely not prohibived uses of force.

3. As an example, non-destruckive cyber psychological operations

ded solely 10 undermine confidence in a government or economy
do not qualify as uses of force. Additionally, the International Court of
Justice held in the Micaragua cass that merely funding guercillas engaged
In operations againsl another State did not reach the use of force
threshold."* Thus, for instance, merely funding a backrivist group conduct-
ing cyber operations as part of an insurgency would not be a use of force.

4, A use of force need not Involve the employment of mibitary or
other amed forces by the State in question. In Nicaragua, \he Intet-
natlonal Court of Justice found that arming and training a guerrilla force
that 15 engaged in ]los1.i]mes against another State qualifed as a use of
force.'® Thersfore, p g an organized group with malware and the
ttalning necessary 1o use |t to carry out cyber atlacks against another
State would also qualify.

5. This conclusion raises the question of whether affording sanctuary
{safe haven) to those ing cyber operations of Lhe requisite severity

4

"6 UNCLD. Docs. 134, 609 (1945); Doc. 3, $17(ep4), 3 UNCLO. Bocs. 281, 203=4
{1945).

B UM GAOR Spechil Comomn, o Friendly Relations, UM Doe, AFACIS/SRII0 w0 114
(1970). Ser abo Rep. of the Special Comm. on Friendly Reladons and Cooperation
Among States, 1969, UN GACR, 24th Sesa., Supp. No. 19, at 12, UN Dox, A7619
(1969, The depfi declarmiion oonlnlned ex! Ickdng that of U Charter Am, 2dh

"* Micaragua judgment, para, 235, 4 Micaragur judgment, pars. 128
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amounts to a ‘use of foree’ {or ‘armed attack':" The majority of the
International Group of Experts took the position that tn most cases
slmply granting sanctuary is Insufficient to attribute the actions of non-
State actors to the State for the purpose of finding a use of force by that
State. Similarly, they did not decmn the failure of 2 Stabe to police its
termitory in order bo prevent the launch of cyber aperations ta be a use
of torce (but see Rule 5 on the obligatlons of States wis-d-vis control over
cyber infrastructure). That said, the majority agreed that the provision
of sanctuary coupled with other acts, such as substantial support ar
providing cyber defences for the non-State group, could, in certain
clrcumstances, be a use of force.

6. In determining whether an acl constitutes a 'wse of force’, it is
useful 1o consider the notion of ‘armed attack’, which I the threshold at
which a Sme may lawfully use force In self-defence (Rule 131 In the
Nicarag the International Court of Justice distingnished the
‘mast grave forms of the ‘use of force’ {those constituting an ‘armed
attack’ for the purposes of the law of self-defence) from other less grave
forms." The International Group of Experts agreed, therefore, that any
cyber operation which rises to the level of an armed attacld tn terms of
scale and effects pursuant to Rule 13, and which is conducted by or
otherwise artributable to a State, qualifies as a "use of farce’,

7. 11!e Intemational Gmw of Experts acknowlkdged a contrary view

h the distincti the two pis #5 ither 50 narrow
lsmbeLnsisniﬁnmormn istent. This posith rticulated by the
United States after the Nicaragua judgment, asscrls lhal any illegal use of
force can qualify as an armed attack triggering the right of self-defence;
there 45 no gravity threshold distinguishing illegal uses of force from
armed attacks.'” On this view, no gap exists between an unlawful use
of force and an armed attack, although the principles of necessity and
proportionzlity that apply to actions in self-defence may limit the
responses available to a State that has been attacked

8. To summarize, some cyber actions are undemably not vses of
force, uses of force need not involve a State’s direct use of armed foree,

** See Declazation on Friendly Relations (vddressing the imne of Stae acquicscence to
organtred activines on jis teniony).

" Nicaragt jwdgretit, pare. 191 The Count pointed to the Dechimation on Friendly
Relatlons, notng that Mll.lc certakn of the actlons referred to therein constinased ameed
aitacks, others ondy qualificd 35 uses of foree.

Y Ser, eg. Abrabam D, Sofacr, Inkermational Law and the Use of Farce, $2 Amcrican
SOCIETT OF INTERKATIONAL Law Procespines 420, 422 (1968).
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and all armed attacks are uscs of force. This leaves unresolved the question
as o what actions short of an armed attack constitute a usc of foree, Acts
that Injure or kill persons or damage or destroy objects are unambiguously
uses of force {see the Commentary to Rule 13 expressing an analogous
candlusion, but requiring the harm to be 'sigmificant’). Since other cases are
less clear, the Intemational Growp of Experts bock notice of an approach
that seeks 1o assess the Bhelihood that States will characterize a cyber
operation a5 a use of force.'” The mohod expounded opemates on the
premisc that in Ihe absence of a conclusive definitional threshold, States

I g cyber operati orﬂlala:elhetarge‘lthermfmustbe
highly itve o the i 's probabl ¢
of whether the operations vlolalz the prohibition on the use of force,

9. The approach focuses on both the level of harm inflicted and
certain qualitative elements of a particular cyber operation. In geeat part,
it is imtended to identily cyber operations that are analogous to other
non-kinetic or kinetic actions that the intemational community would
describe as uses of force. To the extent such operations wouid be assessed
as reaching the use of force threshold, so too would cyber operations of
the same scake and effects. The approach suggests that States are Hkely to
consider and place great weight on the following factoss, inter alia, when
deciding whethsr bo characterize any operation, including a cyber oper-
akion, a5 2 use of foree, It must be emphasized that they are merely factors
that influence States making use of force assessmenis; they are not formal
legal criterin,

{@) Severity. Subject to a de rule, ¢ lving phys-
ical harm bo individuals or proparty will in and of thems:lws qualify
the act as a use of force. Those g mere Inc iemce or
irrtation will never de so. Between the exlremes, the more conse-
quences impinge on critical { i . the more they will
contribute ta the depiction of 3 cyber operation as a wse of force.
T this regard, the scope, duration, and & ity of the Juences

will have great bearing on the appraisal of thelr severity. A eyber
operation, like any operation, resuiting in damage, destruction,
injury, or death is highly likely 1o be considered a use of force.
Severiry i self-evidently the most significant factor in the analysis,

18 Thic approach was originally proposed in Michael N_ Schmitt, Computer Nefwork and tha
Usr af Force in Interparionad Law- Thought on a Normative Framework, 37 Cowrmprs
JourmaL oF TramseaTional Law B85, 514 (1959),
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) Immediacy. The sooner consequences manifest, the less opporiunity
States have to seck peaccful accommodation of a dispube or to
otherwise forestall their harmfal effects. Therefors, States harbour a
greater concern about immediate consequences than those that are
delayed or build shewly over tirne, and are morc likely to characterize
a cyber operation that produces immediate results a5 a use of force
than cyber actions that take weeks or months to achleve their
intended cffects.

{c) Directness. The greater the attenuation between the initial act and
its consequences, the less likely States will be to deem the actor in
violation of the prohibition on the use of force. Whereas the imme-
diacy factor focuses an the ternporal aspect of the consequences in

directness ines lhe chain of causation. For instance,
market forces, access to markets, and the like determine the eventual
consequences of economik coercion (e.g., economic downturn), The
causal cormection between the initial acts and 1heir effects tends to
be indirect — economic sanciions may take weeks or even months to
have a significant effect. In armwed actions, by contrast, cause and
effect are closely related. An explosion, for exampk, directly harms
peaple or abjecis. Cyber operations in which the cause and effect
are chearly linked are more likely to be characterized as uses of force.

{d) Invasiveness, Invasiveness relers to the degree to which oyber oper-
attons inirude (nte the target State of its cyber systems contrary to
the |nteresis of that Staie. As a rule, the more secure a targeted
cyber system, the greater the concérn as to its penetration. For
exarmple, intrusion into 2 military system that has been accredited
at Evaluation Assurance Level 7 (EALT) of the Common Criieria
is mare Invasive than merely exploiting vulnerabilities of an openly
accessible pon-secredited system ab a civilian university or small
business,” Additionally, the degree to which the intended effects
of a cybel operation are limiied to a p@mcuiar State {ncreases the

i of those
" Domain name is a highly visible indicator in cyberspace and for
that reason may <arry significance in assessing the cxtent of inva-
siveness of an op Cyber operations that specifically target
the domain name of & partkular State (cg. ‘mil.ec’) of of 4
particular State organ may, for this rcason, be considered more

** Common Critenia for Inf ion Technelogy Secarity Eval I omal Sisnd-
ard ISCHIBC 13408, ver, 3.1 {July 2009).
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invasive than those operations directed al non-State specific

domain name extensions such as "comy'

This factor must be eautlously applied in the cyber context. In
particular, p doltation 1 a pervasive tool of
modern esplonage. Though hlghly invasive, cyber espionage does
rat cise to the level of a usc of force due to the absence of a direct

hibltiom in Internatlonal law on espionage per se (Rule 66), Thus,
nouons such as disabling cyber security mechanisms in order to
monitor keystrakes would, despite their invasivencss, be unlikely to
be seen as a use of force. This does not mean that acts undertaken
in order to enahle cyber esplomge will not censtitute a use of force.

For 2 non-c bon of patkonal al

* m:lmry sircraft serving a5 & platform for cyber aplonage can

sometimes qualify as a use of force.

Measurability of effects. This factor derives from the greater willing-

ness of States to characterize actlons @5 3 use of force when the

consequences are app Traditi , the armed forces carried

out operations that qualiﬁ.ed as uses of force and the effects of the
WErE B le (a5 10 the case of battle damage

amssments). In the cybet realm, ¢ quences may be less app
Therefore, the more quantifiable and dentifiable a set of conse-
quences, the easier It will be for a Srate to assess the situation when
detcrrmining whether the cyber operation in question hes rached
the level of 2 use of force. Accordingly, a cyber operation that can
be evaluated n very specific terms {e.g., amounk ofdata corrupted,
perceniage of servers disabled, number of confidential files exfil-
trated) 1s more likely o be characterized as a use of force than one
with difficult to measure or subjective consequences,

{1 Mifitary character. A nexus between the cyber operatlon in question
and milisary operations heightens the lkelihood of characterization
a5 a usc of force. This contention is supparied by the fact that the
Unlted Mations Charter is particularly concerned with military
actions, s preamble provides that "armed force shall not be used,
save in the common interest’. ™ while Arvicle 44 uses the term
‘force’ without the qualifier ‘armed’ in a situation that clearly
refers to the use of military force. Further, the use of force has

¢

&

2 AN Chaner, Preamble,
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raditi been understood to imply foree cployed by the
mlhtar}r or other armed forees.
(g State involvement. The extent of State involvement in a cyber
ion Les along a « from wons corducted by a
State itself {cg. the activities of ils armed forces or intelligence
agencies) to those in which its involvement is peripheral. The clearer
and closer a nexus between a State and cyber operations, the more
likely it is that other States will characterize them as uses of force

by that State.
(k) Pr legality. [ ional law b Il hibitve in
Ralure. il Acts that are ot forbidden are permll‘led.. absenl AN express

ireaty or accepied customary law prohibition, an act is presumptively
legal For instance, international law does not prohibit propaganda,
peychologleal operations, espionage, or mere economic prassure per
se. Therefore, acts falling into these and other such categories are
presumptively Jegal (although in a particular skuation they may in
fact violate an internatlonal law norm). This being so, they are less
likely to be considered by $tates as uses of force.

10.  ‘Thesc factors are nol exhavstive, Depending on the attendant
circumstances, States may Jook to others, such as the prevailing political
environment, whether the cyber operation portends the futore use of

L Lotus cuse ot 19,
2 “The criveria of the analpsis may be evaluated in light of questions such us the following:

(a) Severity: How many people were kifledt How hrge an areas was attacked? How mach
damege was done within this arca®

b} Ernmeediacy: Hatr soat were the #lleas of the cpber aperatlon fat? Hew quickly did
iis effects abate?

() Dircciness: Was the action the proximate <iuis of the <flecis? Were tbere contrib-
uting causes giving rise bo those effects?

(d} Invasiveress: Did the action invelve percirating a cyber netwark imtended 10 be
secure? Was the bocus of the action within the tage countey?

() Measurabilivy: How can the effects of the aciion be quannfied? Are the effevis of the
achivn disieet frow the vesults of paradid or competing actlons? How certaln b the
ealculation of the effecte”

[t Military character; Did the military <ondusct the cyber operation? Were the armed
Tovees the tavger of thee cyber aperation:

() State volvement: Is dhe State direcaly or mdizerly invelved In the 321 in question?
But for the actng State’s sake, would the actbon have ocowned?

thy Presumptive kegality: Has this category of action been penerally characterized a5 8 use
af lorce, or characierized 35 onc that |3 ned? Are the means qualirathely shndar te
athers pressmed legitimate under internationgl lawd?
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military force, the identity of the atlacker, any record of cyber oper-
ations by the attacker, and the naturc of the target (such as critical
infrastructure). Moreover, the factors operate in concert. As an

wple, 3 highly i ion that causes only inconvenience
such as temporary denial of scr\ncc is unlikely to be classified as 2 use
of force. By contrast, some may cabegorize massive cyber operations
that cripple an economy as a use of force, even though economic
cocrcion is presumnptively lawful,

1l. Fimally, it must be understood that ‘use of force’ as used in this
Rule and ‘armed attack' {Rule 13) are standards that serve different
notmative purpeses. The 'use of force’ standard 13 employed to determine
whether a State has violated Article 2{4} of the United Nations Charler
and the related ¢ ¥ international law prohibition. By contrast, the
notion of ‘armed attack' has to do with whether the targer State may
respend t0 an act with a use of foree without {tslf violating the prohib-
ition on using force. This distinction is critical in that the mere fact that a
use of force has accurred does not alone justify a use of force in
response.t? States facing 4 use of Force not amounting ¢ an armed attack
will, in the view of the Intetnational Group ofExpcm have to resott (o
other measures if they wish to respond | ¥, such as ¢
{Fale 9) or aclions cansistent with the plea of necessity (Commentary
accompanying Rule 5,

Rule 12 - Definition of threat of force

A oyber opetation, or th d cpter jon, constitutes an
unkawful threat of force when the Ihreﬂe.ned actlon, If carried owt,
would be an wnkawful use of force.

1. This Rule examines the term ‘threat” as used in Rule 10.

2. The phrass ‘cyber operation, or th d cy ion’ in this
Ratle applies to two situations. The ﬁrsl #acyber operation that is used to
communicale a threat to use force (whether kinetic ot <yber). The second
is a threat conveyed by any means (2.2, public pronouncements} to carry
out cyber operations qualifying as a use of force.

3. 1t is generally accepted that threats by States and officials in a
pasition to make zood those theeaks are lawiul i the threatened action

# Bur see discnssion of counkermeasures tising to the level of use of force in the Comamen:
taty accompanying Puke ¥ Inoting 2 minedity view allowing countermeasures o this
bevel),
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is itself lawful® There are wo recognized execptions to the inter-
national law prohibilion on the usc of force: the exercise of the right
of seif-deferwe and actions implementing a United Natlons Security
Council resolution under Chapter V11 of the United Natlons Charter
(Rudes 13 and 18). For inslance, it would be lawful to threaten thal =
State will defend itself forcefully if atlacked. Threatening other aclions
that do not violate international law would Likewlse be lawful.

4. Although threats are usually intended lo be coercive in effect,
there is no requirement thal & specific ‘demand’ accompany the threal.
The essence of a threat is that it & explicitly or impliedly communi-
cative in nature. Actons which simply threaten the security of the
target Slate, but which are not communicalive in nature, do not qualify.
For example, consider the case in which lensions between State A and
State B are high. State A begine aggressively to develop the capability to
eomduct massive malicious cyber operations against State B. The mere
acquisition of such capabilities that can be used to conduct uses of
force does not constitute a threat However, if the feader of State
A apnounces, either on a conditional basis or otherwise, that the
capabilithes will be used for thal purpose against Stale B, State A will
be in violation of this Rule.

5. The International Group of Experts was divided as to whether &
State manilestly lacking any capability to make good its threat, can
violate this Rule, Despite the difference of opinion, it must be noted that
cyber capability Is not as dependent on a State’s size, population, or
economic and military capacity a5 is the capacity to use conventional
force, This means that it may be mote difficult for a Stale lo evaluate
the capacity of another State to make good on is threat to use force by
cyber means. Therefore, this issue plays a diminished role in evaluating
cyber threals,

6. Similarly, no consensus could be achieved regarding a Stale that
possesses the capability to carry out the threat but which clearly has no
intentlon of doing s0. An example would be that of a State that possesses
an offensive cyber capability and whose leader utters threals against other
States for purely domestic political reasons.

M By distinguishing Liwful from unbuwful threats, the Insernational Court of Tistice con-
ceded the <xistence of the former: “[I1f it is to be lawful, the declared readiness of a Stat to
e foree must be a wic of Force that is In conformity whh the Chaner,” Hickear Weapors
Advisory Opinion, para, 47,
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SECTION 2: SELF-DEFENCE

Fule |3 - Self-defence against armed attack

A State that is the target of a cyber operation that rises to the level of
an armed attack may exercise its inherent right of self-defence.
Whether a cyber operation constitutes an arnved attack depends on
ite scale and effects.

1. According to Article 51 of the United Mations Charter, ‘|njothing
in the present Charter shall impair the inherent right of individual or
collective self-defence i an armed attack occurs against 2 Member of the
United Nations, until the Security Council has taken the measures
necessary to maintatn international peace and security’. This Article
recognizes angd reflects the customary right of self-defence,

2. Anarmed attack must have a trans-border demenl. This critetion
iz ahways met when one State engages in a cyber operation otherwise
qualifying as an armed attack against another State, or directs non-State
actors, whercver they may be, lo do s0. The more difficult case involves
cyber aperations by non-State aclors agaimst one Hale that are not
conducted on behall of another State, The issue of whether non-State
actors mot acting on behalf of a State can initate an armed attack is dealt
with below. With regard to acls organized, conducted, and directed solely
from within a Stat¢'s own territory, Statés may use force in accordance
with their own domestic laws (informed by inlernational law standards
such as human rights law and, in siluations of non-international armed
conflict, the law of armed conflict),

3. The right to employ force i seli-defence extends beyond kinetic
armed attacks to those that are pempetraled entirely through cyber
operations. The International Group of Experts unanimously concluded
that some cyber operations may be sufficiently grave to warrant
classifying them as an ‘armed attack” within the meaning of the Charter.
This concluston is in accotd with the International Court of Justice's
insistence in its Neclear Weapons Advisory Opinlen that the cholce of
means of attack Is immaterial to the lssue of whether an operation
qualifies a¢ an anmed altack. ™ Morzover, the position is constslent with
Stale practice ™ For sxample, it is universally accepled that chemical,

2 Nuclear Weapens Advisory Opinion, pers 39,
* Ser, c.g. White Homse Cyber Strategy, o 10, 12,
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biotogical, and radiotogical attacks of the requisite scale and cffects to
constitute armed attacks trigger the right of sclf-defence. This is so,
despite thetr non-kineic nature, because the ensuing consequences can
inclode serous suffering or death. Identical reasoning would apply to
cyber operations,

4. The International Group of Experts was divided as to whether the
notion of armed attack, because of the term ‘armed’, necessarily involves
the employment of ‘weapons’ {Rule 41). The majority took the position
that it did not and that instead the critical factor was whether the
effects of a cyber operation, as distinct from the means used to achieve
those effects, were analogous to those that would result from an action
otherwise qualifying as 3 kinetic armed attack.

& In the view of the International Group of Experts, the lerm "armed
attack’ is not to be equated with the term ‘use of force’ appearing in
Rule L1.*" An armed attack presupposes at least a use of force in the sense
of Article 2{4). However, as noled by the International Cotirt of Justice,
ot every use of force risss to the level of an armed attack.® The scale
and effects required for an acl to be characlerized as an armed attack
necessanlly excesd those qualifying the act as a use of force. Only in
the event that the use of force reaches the threshold of an armed attack
is a Stale entitled to respond using force in self-defence.

6. The phrase scale and effects” is deawn from the Micaragua judg-
ment.? In that case, the Court identified scale and effects as the criteria
that distinguish actions qualifying as an armed attack from those that
do net. It noted the nead to 'distinguish the most grave forms of the use
of force (those constitubing an armed atiack) from other less prave
forms", but provided no further guidance in this regard.™ Therefore,
the parameters of the scale and effects criteria remain unsertled beyond
the indication that they need to be grave, That said, some cases are chear.
The Intrnational Group of Expents agrced that any use of force that
injures or kills persons or damages or property would satisfy
the scale and effects requirement. They ako ag.reed that acts of cyber
intelligence gathering and cyber theft, a5 well as cyber operations that
imvolve bricf or periedic interruphion of nen-cssential cyber services, do
not qualify as armed attacks.

r Howewer, oot alb Sates wceepl this view. See discussion In Commentary s0companyng
Ruk 11,

2 Wicaragur ivdgment, para- 171, ™ Nicamgua Judgmeni, para 195,

* Hrcaragun judgment, pars. 151,
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sufficicnt to characterize the eyber operation 25 an armcd attack. By the
same approach, a cyber operalion direcled against major components
(systems} of a State’s critical infrastructure that causes severe, albeit not
destructive, effects woeuld qualify as an armed attack.

10. A further challenging issue in the cyber conlext involves deler-
mining which efects to consider in assessing whether an action qualifics
as an armeé amck_ The [nternational Group of Experts agreed that all

< quences of the cyber operation sa qualify.
Consn:&r, for example, the case of 3 cyber operation targeling 3 water
purification plant, Sickness and death caused by drinking contaminated
waler are f ble and should therefoee be taken into account,

1. The [ntemnational Group of Experts was divided over the issue of
whether the effects in question must have been inlended. For instance,
consider the example of cyber espionage by State A againet State B that
unexpecledly results {n significant damage to State B's cyber infrastruc-
ture, Some Experts were not willing to characlerize the operation as
an armed atack, alihough they acknowledged that measures could be
taken 1o counteract the negalive effects of the aperation {especially in
accardance with the principle of necessity discussed in the Commentary
to Rule 9). The majority of the International Group of Experts took the
view that {ntentian s ircslevant in qualifying an aperation as an armed
attack and thal only the scale and effects malter. However, any response
thereto would have to comport with the necessity and proportionality
criterja (Rule 14} the former would prove a significant hurdle in this
respect. All the Experts agreed that the lawfulness of the response
would be detetmined by the reasonablencss of State B's assessment as
to whether an armed attack was underway,

12. A cyber armed attack by State A against State B may have bleed-
over effects in State C. If those effects meel the scale and effects criteria
for an armed attack, the majority of the International Group of Experts
would conclude that State C is entitled ro resort to the use of foree in self-
defence, so long as the d action complied with the ity and
proportionality criteria. Indeed, even if the cyber operations against Stale
B do not qualify as an armed attack, this would nol preciude the beed-
over eifects from amounting to an armed anack against State C. As to the
izsue of unintended bleed-aver effects, see the discussion of intenit abave,

13. Mo inlkcrational cyber incidents have, 25 of 2012, been unambigu-
ously and publicty characterized by the international community as reach-
ing the threshold of an armed attack [n particular, the 2007 cyber
operations against Eslonia, which were widely referred to as ‘cyber war',
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were not publicly characierized by cither Estonia or the intemational
community as an armed attack. The [ntemational Group of Experts
agreed with this assessment on the basis that the scale and effects threshold
was not ceached. A closer case is the 2010 Stuxnet operations. In Light of
the damage they caused 1o [ranian cenirifuges, some members of 1he
Inicrnational Group of Experts were of the view that the operations had
reached the armed attack threshold (unless justifiable on the basis of
anticipatory sclf-defence {Rule 157).

14. Wt is also necessary 1o consider the issue of the ‘originater’ in
determining whether an act qualifies as an armed attack_ [t is incontro-
wertible that an act conducted by organs of a State may so qualify. It is
equally indisputable that the actions of non-S1ale actors may sometimes
be attributed Lo 3 State for the purpose of finding an armed attack. In the
Nicaragua judgment, the [nternational Court of Justice stated that

An armed attack mvet be understood as Including nov merely acion by
regular forces acroas an international boarder, but also ‘the sending by or
on behalf of a State of armed bands, groups, irvegulars or mercenaries,
which earry our acts of armed force against another State of such graviry
as to amoant 10° {imfer alia} an actual armed attack conducted by regalar
Torces, 'or its substantial involvement therein'.”

15, For instance, If a group of private individuals under the dicsction
of State A undertakes cyber operations directed against State E, and the
consequence of those actions reaches the requisite scale and effects, State
A will have committed an armed atiack. This same conchusion would
apply to cyber operations conducled by a single individual at the direc-
tion of a Siate,

16, The issue of whether acts of non-State actors can consiitute an
armed attack absent direcion by 3 State is conteeweesial. Traditionally,
Article $1 and the customary intetnational law of self-defence were
characterized as applicable solely to armed attacks undertaken by one
State against anather. Viekn acts by non-State actors fell within the law
enforcement patadigm, However, the intemational community chare-
terized the 9/11 auacks by Al Qaeda on the United States as an armed
attack triggering the inherent right of self-defence.* Such State pract

5 Nucaragua padgme. pars, 195,

* The Seourity Councd adopted izivg the applicabllyy of the
ngn of selfdefener, Sor, ¢, SC. Res 1369 {12 Seplember 20003 SE. Res, 1373
ber M0 ). | h 23 NATO and many individual Stwes

took the same approach. See, e, Pres Relerse, NATO. Stakement by the North Atlentic
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appears to signal a willingness of States Lo apply the right of slf-defence
to attacks conducted by non-Stalc aclors. Morcever, while Article 2(4)
addresses the actions of States, Article 51 contalns no such limitatdon
vis-d-vis armed attacks (althongh the text does make it clear that only
Slates enjoy the tight of sclf-defenice). For its part, the International
Court of Justice does not seem to have been prepared lo adopt this
approach.”

17, The majority of the Intemational Group of Expetls concluded
thal Stale practice cstablished a right of self-defence in the face of armed
attacks by non-Stale actors, such as terrorist or rebel groups. They would
ellend this right to self-defence against cyber cpcramns conducted by

technokgy corperations or Int service providers if
the operations reached the srmed attack threshold. As an example, the
majority of the International Group of Experts would consider a devas.
tating cyber operaion undertaken by a groop of lerrorists from within
State A against critical infrastructure Jocaled in State B as an armed
attack by those cyber terrorists against State B. A minority of the Group
did not accepr thie premise.

18, The bees of the Inlernational Group of Experts acknow-
ledged the significant uncertainty that exists within the international law
community regarding such matters as the degree of requisite organiza-
ton a group must have (il any) te be capable of mounting an armed
attack as a matter of law and ary geographical limitations that may bear
on this issue, Additionally, those Experts who took the position that a
non-Slate group unaffilialed with 2 State could conduct an armed attack
were spht over the tssue of whether a singhe tndvdual mounting an
operatton that meets the scale and effects threshold could do so.

19. The object of an action meeting the scale and effects requirement
may alse determine whether it qualifies a5 an armed attack. If the object
of action: satisfring the teans-boeder and scalke and effects criteria consists
of property or persons within the affected State’s territory, the action is
an armed attack agatnst that Siate, It must be roted that the International
Group of Experts did not achisve consensus on whether further criteria
must be met in order 1o bring inte operation the right of self-defenec.

Counayl (12 Seprerber J0G1); Tervorlst Thez 1o the Amerlcas, Res 1, Twenty-Founh
Mecting of Consultation of Minlaters of Foecign Affar, Terrorist Threal to the Amcricas,
A5 Droc. RG.2/RES. 1AL ¢ 21 September 2001k Brendan Pearson. PM Cormmrits tn Murtual
Diefenice, AusTRALIAM Fista tnciaL Review, 15 Septerber 2001, o 9.

¥ Wall Advisory Opindon, pars- £19; Armred Activities i Congo fudgment, paras. 146=7.
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While some took the position that altacks solcly motivated by purcly
privabe interests would net trigger the right of sdf defence, others were of
the view that motives are irrelevant. This issuz is likely to be resohed
through State practice.

20. I the object in question consisls of property or citizens situated
outside the State’s lerritory, it is sometimes uncertain in international law
whether the cyber operation can qualify as an ammed attack. Atacks
against non-commercial government fcilities or equipmert, and govern-
ment personnel, certainly qualify as armed attacks so long as the above-
mentioned criteria are met. For instance, a cyber operation undertaken
by State A 1o kill State B's head of State while abroad would amount to
an armed attack The determination of whether other operations arc
armed attacks depends on, but is not limited to, such faclors as: the extent
of damage caused by the operation; whether 1he property involved is State
or private i character; the stams of the individuals who have been
targeted, and whether the operations were politically motivated, that is,
conducted against the property or individuals because of their nationality.
Wo bright-line rule exists in such cases. Consider 2 cyber operation
comducted by State A to lul] the CEC of ane of Stalz B's Slale-o\med
corporations abroad. Opi among the bers of the 1
Group of Experts were divided as to whether the operation amounted
te an amed attack.

21, The exercise of the right of self-defence is subject 1o the require-
ments of necessity, proper lity, imamd and diacy (Rules
14 and 15). OF course, the exercise of sell-defence is also suhjcct to the
existence of 2 reasonable debermination that an armed attack is about to
occur or has accurred, as well as to the identity of the attacker. This
determination +s made ex ante, not ex post facis.

22, Self-defence measures may be comducted from, and direched
against entitics on or in, the territory of the originator Skate, the victim
State's territory, the high seas, international airspace, or ouler space
{subject to applicable space Taw).

23, When defnsive cyber operations are initiated from, or employ
assets Jocated in, a State bo which the attack cannot be attritubed, the
principle of gnty must be carefully considered. It is indisputabl
that self-defence actions may be taken on foreign territory with that
State's consent withou violating its ignty. Thercfore, the key issie
with regard 1o defensive action on another State's territory is how to
characterize non-consensual actions. The International Group of Experts
was divided. The majority concluded that self-defence against a cyber
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armed attack in these circumstances is permissible when the termitorial
State is unable (c.g. because it lacks the expertise or technology) or
unwilling to take effective actions to repress the relevant elements of
the cyber armed attack. [n particular, they emphasized that States have a
duty 1o ensure their termitory is not used for acts contrary fo international
law {Rulc 5). By contrasi, 2 minority of the Group 100k the position thal
using force in self-defence on the territory of a State ta which the armed
aktack is not attributable is impermissible, although other rsponses, such
a5 an action based an the plea of necessity (Rule 9), might be appropriate.
This, of course, presumes the absence of either the consent of that State
of an authorization by the United Nations Security Council (Rule 13).
23, Thosc Experts who accepted the Jegality of cross-border defen-
sive actions emphasized that the victim State must first demand that the
territorial State put an end 10 the activities comprising the armed attack.
The vichm State must also afford the terrioral State an oppertunity
to address the situstion. These requirements derive from an international
law obligation 10 respect {10 the greatest extent possible} the sovereignty
of the State on which the defensive actions are to take place. ﬁddilionally.
they are procedura) safeguards against a mistaken (or p ) con-
clusion a5 1o the unwillingness or inability of the territortal State 1o
address the situation, There may be exceptional sitvations where there
15 00 dime to convey & dervand to the lakter or for the latter to resolve
the situation. [f immediate action to repel a cyber armed attack is

required to defeat the attack or minimize its consequences, the targeted
Stake may act | diately in self-defence. Thus, these requi are
context-specific.

Rube 14 -~ Necessity and proportionality
A wse of force inmvolvimg cvber operwtions undertaken by & State in

the exercise of Ws right of self-defe must be y amd

proportionate.
1. Actions in self-defence must meet two criteria - necessity and
ionality. The jonal Court of Justice acknowledged both in

;herNkcmguﬂ judgment and later confirmed them in its O Platforms
judgment™ The Nuremberg Tribunal also recogmzed the critenia™

M Nrcaragua fudgment, paras. 176, 154: Nudlear Weapons Advisory Opinion, para, 41 OFf
Phl!v Fedgmant. paras, 43, 73-4. 76,
¥ Nuremburg Tribwnal jadgment at 438 {referring 1o the Caroline formula),



(33 THE USE OF FORCE

As illustrated by these decisions, they undoubedly reflect ¢ y
international law. [t is important to note that the concepts of necessity
and proportionality in the jus ad befium are distinct from the concept of
military necessity and the rule of proportionality in the jus in bello.

2, Mecessity requires that a usc of force, including cyber operations
that amount to a use of force [Rule 11), be needed to successfully repel
an imminent armed attack or defeat one that is underway. This does
not mean that force has to be the only available response to an armed
attack, [t merely requires that non-forceful measures be insufficient to
address the situation. Of course, the forceful actions may I)e cmnbmed
with torceful such as dipl Y.
or law enforcement.

3. The key to the necessity analysis in the cyber context is, therefore,
the existence, ot lack, of alternalive courses of action that do not rige to
the level of a use of farce, Shonkd passive (as distinct from active) cyber
defences like firewalls be adequate to reliably and completely thwarta cyber
armed attack, other measures, whether cyber or kinetic, at the level of 2 use
of force are Imperonissible. Stmilarly, if sctive cyber operations not rlsing o0
the level of use of force are adequate to deer or repel armed attacks
(imminent or on-going), forceful cyber or Linetic altematives would be
barred by the necessity criterion. However, when measures Rlling shortofa
use of force cannot alone reasonably be expected to defeat an avmed attack
and prevent subsequent ones, cyber and kinelic operations at the level ofa
use of force are permissible under the law of sek-defence,

4. Mecessity is judeed from the perspective of the victim State.
The determination of necessity must be reasonable in the attendant
< Far pl ider a case in which State A i5 con-
ducting cyber attacks agalnst State B's cyber infrastructure resulting in
significant physical desttuction and the logs of life. Previons attempts
to negotiate have been unsuccessful State B launches cyber operations
of its own to defend itself. Unbeknownst to State B, State A had already
decided 1o stop its attacks. This fact does not deprive State B's defen-
sive cyber operations of their quality as lawful uses of cyber force in
self-defence.

5. Proportionality addresses the issue of how much force, incdluding
uses of cyber force, Is permissible onee fotee 18 deemed necessary. The
criterion limits the scak, scope, jon, and i ity of the def
response o that requlred 1o end the situation that has given rise to the
right 1o act in self-defence. It does not resisict the amount of force used
to that employed in the armed attack since the level of force nocded
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ta sucoessfully mount a defamee is context-dependent; more force may be
necessary, or less force may be sufficient, to repel the attack or defeat one
that js imminent. In addition, there 15 no requt that the defe
force be of the same nature as that constituting the armed anack
Therefare, » cyber use of force may be resorted to in response to a kinetic
armed attack, and vice versa,

6. The proportionality requirement should not be overstated. Tt may
be that the originator of the cyber armed attack Is relatively invulnerable
to cyber aperations. This would not preclude kinetic operations in an
effort to compel the attacker to desist, although they must be scaled to

that purpose.

Ruk 15 - Imminence and immediacy

The tight to use force im self-defence arises if 3 cyber armed attack
accurs o is imminent. Tt is funther subject to a requirement of
immediacy.

1. Textually, Article 51 of the United Nations Charter refers to 2
situation in which ‘an armed attack occurs’. Clearly, this covers incidents
in which the ¢ffects of the anmed attack have aleeady materialized, that
is, when the cyber armed attack has caused, or is in the process of
causing, damage or injury. It also encompasses simations in which a
cybet operation s the first step in the launch of an ammed attack. The
paradigmatic case involves cyber operations directed agasinst another
State's air defences to “prepare the bartlefield for an air campaipg)

2. The majority of the International Group of Experts took the
position that cven though Article 51 docs not expressly provide for
defensive action in anticipation of an anmed attack, 2 State need not wait
idly as the enemy prepares to attack. Instead, a State may defend jtself once
the armed artack is “immdnent'. Such action is labelled “anticipatory self
defence’*” This poskion is based on the standard of imminence articulated
in the nineteenth century by US Secretary of State Webster following the
Carefing incident. In correspondence with his British counterpart, Lord
Ashburtan, regarding a British incursion into American berritory o attack
Canadian rebels during the Mackenzie Rebellion, Webster opined that

Y Far support regatding the mmion, se Derck W. Bowett, SedsDRRENCE 1N INTER.
HATIONAL Lot 185 {1953), Bowacnl inds support for this in the tmvans of the Charter's
drafting commdtice. fbid. b 192 {quoting Report of the Rapponeur of Committes | b
Commission |, 6 VN.CLO. 359 (13 bune 1945)).
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the right of sclf-defence applied only when *[the] nevessity of self-defence
[was] instant, overwhelming, leaving no choice of means, and no moment
for deliberation’ ! Although the incident actually had nothing to do
with actions taken in anticipation of attack {the attacks in question were
on-going), Webster's formulation has survived as the classic expression
of the wemporal threshold for anticipatory defensive actions; indecd,
the Nuremberg Tribunal cited the Caroline correspondence with
approval 12

3. The [ntemational Group of Experts adkmowledged the view held
by some commentators that acts in s¢lf-defence are permissible only once
an attack has acrually been Jawnched, anticipatory self-defence is pro-
hibited.** A nuanced version of this approach asserts that action in self-
defence is permissible in the face of an incipient aktack that has not
reached itz destination.** The speed of cyber operations would usually
preclude them from falling into this category. No member of the Inter-
netional Group of Experts shared these views.

4, There are variations among approaches to anticipatory self-
defence. One approach rtquites that the armed attack be about to he
Lannched, thereby i i | Umitation on antcipatory
actions.* The m;onty of the Im.emnonal Group of Experts rejected
this strict temporal analysis, They took particular note of the ‘last feasible
window of opp ity' standdard.” By this standard, a State may act in
anticipatory self-defence against an armed attack, whether cyber or
kinetic, when the attacker is clearly committed to launching an srmed
atiack and the victim: State will Jose its opportunity wo effectively defend
{se1f unless it acts. In other words, it may act anticipatocily only during

U Letter from Dantel Websler lo Lard Achbirian & August 1B42), reprated in 2 InTen-
NxT1oMaL Laow Dugest 412 (Tohn Basactt boore eid, 1906},

T premibusg Tribueal judgment st 435

V¥ See, ez, lan Brownlic, IRTERMATIONAL Law aND THE UsE 0F FORCE BETWEEN STaTED
275-8 (19630,

# Ser, eg, Yoram Dinsies, Wak, AGoression ANt SeLy Deresce 203-4 45th od 3011).

4 Eee disousslon of the varkstions b Tery D Gill, The rmpmmmmnu of Self- Defimice:
Antkcipanion, Pre-enpiion, i and I L " Law AND
Armen ConFucT: Exprogins THE Faurtomes |3 (blichael N Schmirt and helena Pefec
eds, 2007).

* Gan eg. Decek W, Bowien, Serp. DEFERCE LN [NTERHATIONAL Law 187-92 {1958].

9 Sur ep, Michack N, Schimitt, Crber Gperations iz fuicrnational Line; The Use af Forer,
Collective Security, Sulf Defence, and Armved Conflicts, in Natporal RESEARCH COUNCLL
oF THE MNaTIoRAL B OF A on L
CTeeraTacks IRFORMING S'rnxlml:s arve Deveroring Ormions For US Poucr
166 {2010,
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the last window of opportunity to defend itself against an ammed attack
that is forthcoming. This window may present itsclf immediately before
the attack in question, o, in some cases, long before it eccurs. The critical
question iz not the temporal proximity of the anticipatory defensive
action to the prospective armed attack, but whether a failure to act at
that marment would reasonably be expected to restlt in the State being
unable to defend itself effectively when that attack achually stars,

5. Coosider a situation in which the intelligence service of State
A receives incontrovertible information that State B is preparing to
Taunch a cyber attack that will destroy State A's primary oil pipeline
within the next two weeks. The attack involves causing the microcon-
trollers along the pipeline to increase the pressure in the pipeline,
resulting in @ series of explosions, Intelligence services have oo infor-
mation or: the specific vulnerability to be exploited, thereby preventing
effective cyber defence of the microcontrollers. However, they do have
information that those involved in conducting the amtack will be
gathered at a particular location and time. State A would be justified
in concloding that the necessity of self-defence is imminent, and
strikes apainst those individuals would be lawful as proportionate
anticipatory self-defence should lesser means be inadequate.

6. [n assessing such cases, a distinction must be drawn between
preparatory actions and those that constitute the initial phase of an
attack. Take the case of the insertion of a logic bomb. The insertion will
qualify as an imminent armed attack if the specified conditions for
aclivation are lhely to cocur. The situation is analogols to the laying of
naval mioes in shipping routes passmg through the territorial s¢z of the
target State. This must be d hed from that of emplaci
remotely activated malware. [f the Initator & merely acquiring lhe
capability to initiate an armed atzck in the future, the crilerion of
imminence iz not met. However, if the initiator has actually decided to
conduct an armed attack using the malware, an armed attack beconves
imminent at the point that the victim State must act lest it lose the
opportunity to defend itself effectively, Of course, it will often be difficult
to make the distinction in practice. The lawfulness of any defnsive
response will be determined by the reasonableness of the wictim State’s
assessent of the situation.

7. Preventive sirthes, that is, those ageinst a prospective atlacker
whi lacks elther the means or the intent to carry out an armed attack,
do not qualify as lawful anticipatory self-defence. Accordingly, the fact
that an overtly hostile State is capable of lawnching cyber attacks - even
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devastating oncs - does not alone enlitk a potential vicim State
to act defensively with force, The potential viclim State must first
reasonably conclude that the hostility has matured into an actual
decision 1o amack. Until arriving at this conclusion, the victim State's
response would be limited to non-forceful measures and referral of
the matter to the Securily Council {Rule 18). OF course, even if
one State has the intent and opportunity 1o conduct an armed arack
agains) another, the right of the victim Statc lo lake defensive meas-
ures al the use of force Jevel does not mature until such lime as
failure 10 act would deprive the victim of its ability 10 defend itself
effectively when the attack does come.

8. The requirement of immediacy {as distinct from \he require-
ment of inminence discussed above) distinguishes an act of self-
defence from mere retaliatton. It refers 1o the period following the
execution of an armed atiack within which the victim State may
msonibly respond in self-defence. Factors such as the temporal

attack and resp the peried ¥ to iden-
tify the almkcr, ardd the time required 1o prepare a response are
relevani in this regard,

9, A further issue in this regard is how to assess the Jength of
time within which a self-defence sliwai following. the
completion of the particular incident forming the basis for the rtght
of self-defence. For instance, a cyber armed attack may commence
with a wave of cyber operations against the victim State. The self-
defence situation does not ly conclude with the \ermnalion
of those cyber operarions, I it is ble to conclude that Rarther
cyber operations are liksly to follow, the victim State may treat those

as a 'cyber campaigr’ and inue to act in self.def
Homer, if such a conclusion is no) reasonable, any Further use of
force, whether kinetic or cyber, i llabke to be charcierized as mete

retaliation. In the final analysis, the Tequi of | diacy boils
down to a test of reasonableness in light of the circumstances prevail-
ing al the lime,

10.  In some cases, the Eact thal a cyber armed allack has occurred or is
ocourring may not be apparent for some time. This may be so because the
cauze of the damage or injury has not been identified, Similarly, it may be
thal \he initlator of the attack is ot identified wntil well afler the attack.
The classic example of both sitmations i employment of a worm such
as Stuxnet. In such cases, the criterion of immedkacy is not met unless
the conditions described in the previous paragraph apply.
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Rule 16 - Collective seff-defence

The right of self-def may be d collectively. Collective self-
defence against a cyber operation amounting to an anmed attack may
ouly be cxercised at the requiest of the victim State and within the
scope of the reguiest,

1. The right to collective self-dafence autharizes a State or multiple
States to come ko the assistance of ancther State that is the victim of
an armed attack,*® This right, explicitly set forth in Article 51 of the
United Nations Charter, reflects customary international Law.

2. Before a State may come to the assistance of another State in
collective self-defence, it must have received a request for such assistance
from the victim of the armed attack ** Both the victim Stare and the State
providing assistance noust be satisfied that there is an imminent (Rule 15)
af on-going armed attack. There is no ruke in customary international
law permitting one State to engage in collective self-defence of another
State solely on the basis of the former's own assessnoent of the situation,

3. When a Stalc exercises collective seli-defence an behalf of another
State, & must do sa within the scope of the other's request and consent,
In other words, the right to engage in collective self-defence is subject
to the conditions and Iimitations set by the victim State. That State may,
for instence, limil the assistance to non-kinetic measures or bo passive
rather than active cyber defences.

4. Collective self-defence may be exercised either on the basis of a
previously concluded collective defence treaty or an ad hoc arrange-
ment. As an example, NATO Allies have agreed "that an armed altack
against one or more of them in Europe or North America shall be
considered an attack against them all and consequently they agree
that, if such an armed attack occurs, each of them, in exercise of
the right of individual or collective seli-defetice recognized by Article
51 of the Charter of the United Nations, will assist the Party or
Parties 5o attacked.™ An example of an ad hoc arangement is

4 Far the diffzeen modalities of collective seli defemice, see Yoram Dinstein, Wark, Aons-
SHIN AHD SELR: DEFENCE, T78-80 {Sth sl 2] L}

@ Wiearagust judgroent, par. 199 Iy Micaragua, the Intemetional Coun of histice articu-
Lated & requirement for « ‘dechiration’ by the Siate thar has been the victim of the ammed
atack. Mhid, parss 232-4 The Iniernational Groop of Experts conduded thar this
requlrement is satisied by the request for assistance.

% North Adantc Treary (Washingion Treary), Anl. 5, 34 LLN.TS, 234
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the assistance provided 1o Kuwail by a coalillon of States in 1990-1
in response lo the armcd attack by Ir=q.

5. The i of ionality, imml e, and
immediacy {Rules 14 and 15) apply to culleclwe sek-defence.

Rule 17 - Reporting measures of self-defence

M g cyber fertaken by States In the
exercise of the ns]lt ofsdkleﬁente purstant 10 Articde 51 of the
United Nations Charter shall be immediately reported 10 the United
Natlons Security Council

L. The requirement ko report exercises of self-defence to the United
Nations Security Councll is found in Article 51 of the United Nations
Charter, The failure of a Member of the United Nations to report actions
that it takes in self-defence 10 the Security Councdl is 2 violstion of its
obligations under Article 51,7 However, the reponting requirement
should not be mterpreted as < ¥ inter 1 lawe. [n B
the Intemational Court of Justice specifically addressed this question. 1t
held thal ‘it is clear that i customary inlernational Jaw it is not a
condition of the lawfulness of the use of force in sell-defence that a
procedure so closely dependent on the content of a treaty commitment
and of the institations established by it should have been followed’*
Therefore, the Failure does not divest the Stale in question of the right to
act in self-defence,

2. According to Article 51, the right to act in self-defence oontmua
until the Security Council ‘has taken ¥ to mai
intetnational peace and security’, The naturs and scope of the measures
encompassed in this provision are a matter of controversy. The majorirty
of the international Group of Experts took the position that the Council
must expressly divest the State of its right of s=i-defence under Article
51, All Experts agrezd that only Ihe Security Council enjoys such author-
ity, although it has never exercised it.

3. The fact that a State is lawfully conducting actions in the exercise
of itz right of self-defencz, or has elected not to do 50, dogs not deptive
the Security Council of its suthority in celation to Ihe mamienance of
international peace and security under Chapter VI of the Charter.

Y Micaragua pdgment. para, 235, % Micaraga judgment, pars, 200
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SECTION 3: ACTIONS OF INTERNATIONAL
GOVERNMENTAL ORGANIZATIONS

Bule 12 - United Nations Security Council

Should the Uniled Nations Security Councll determine that am act
constidutes a threat to the peace, breach of the peace, or act of aggression,
it may authotize non-forceful measures, including cyber apetations. If
lheSecmtrCoumll iders such o be inadeq it may
decide upon fi tuding cyber

1. This Rule is based on Chapter YL of the United Natjons Charter.
Anticde 39 of the Charter empowers the Security Coundil to ‘determine
the existence of any theeal to the peace, breach of the peace, or act of
aggression and |10] make recommendations, or decide what measures
shall be taken in accordance with Articles 41 and 42, to maintain or
restore international peace and security’. To date, the Security Council
bas never determined that a cyber operation constitutes a threat to the
peace, breach af the peace, ar act of aggression, However, it 45 incon-
trovertible that the Security Council has the authority w do so.

2. Although the Security Council typically exercises its authority
under Atticle 3% with regard to specific incidents ar situations, it has
labelled two significant phenomena as threais to the peace - mternatmna]
terroristn™ and ihe proliferaiion of weapons of mass destruction.™ The
Security Cauncl] could equally decide that particular bypes of cyber oper-
ations amount 10 a threat to the peace, breach of the peace, o act of
aggression in abstracts, thai is. without reference 1o particular acts that
have or are aboul to occur. For insiance, it is within the authority of the
Security Councll to & int that cyber operations directed a4 nationa)
banking systems or eritica) national infrastrocrurs qualify as such.

3. Once it has made the determination under Artlcle 39, the Security
Council may ider Laking toe Article 41. Thai
Anticle pravides that the Councnl may deride what measures not involy-
ing the us¢ of armed foree are to bt employed to give effcct ta its
decistons, and it may call upon the Members of the United Naijons i
apply such measures. These may include complete o partial interraption
of cconomic rlations and of rall, sca, air, posial, telegraphic, radio, and
other means of < ation, and the e of dip

% Ser.cg, 54 Res 137328 Scprember 20013, * Ser, g, 5.C. Rew LSAG (28 Aprd 2004).
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relations.” Non-foreeful measures are thase that do nol ris¢ to the level of
a use of force (Rule 11). The lis| of measures referred 1o in Articke 41
of the Charter is non-exhaustive.*

4. The reference to "complete or partial interruption of ... postal,
telegraphic, radio and other means of communication” in Artick 41 is
cspecially important in the cyber context. This provision, in Jight of the
Council's wide margin of discretion, confirms that the Security Council
may decide upon a complete or partial inlerruption of cyber commumi-
cations with a State or nen-State aclor,™

5. All United Nations Member States are obliged to implement
Security Council decisions (as distinet From recommendations) under
Chapter VILof ke Charter. Generally, Security Cauncil resohitions Jeave
it to States to decide upon the specific means by which they fulfil their
obligation to implement the Council’s decisions at the domestic level. In
the case of sanctions involving cyber communications, demestic imple-

would be indispensable. For instance, it may be necessary to

require Internet service providers {government and private alike) to

adopt restrictive measures, Accordingly, Stales might have to adopt

k legislation or vegulations thal compel Inlernet service providers

subject to their jurisdiction to comply with the terms of the particular
resolution {Rules 2 and 3).

6. The last sentence of Rule 18 is based on Article 42 of the Charter.™
Once the Security Council determines that a threat to the peace, breach of
the peace, or act of aggression exists and that non-forceful measures
would be inadequate or have proved 1o be inadequate to maintain
oF vestore Inlemational peace or security™® it may authorize the use

% Tadié, Declthon on the Deitnee Motion kor Tnierlocurary Appeal, para 35.
® For cxample, it 3001, the Monoring Mechanism on Sanctions agamst UNITA raised the
paseibility of megsures being faken 4o interropt Intemet connections with UNTTA,
Monitoring Mechanism on Sanctons agsinet UNITA Report, appended b0 Lether from
the Chairman of the Secority Councl Comminee estblished pursuant 1o Resolotion
B854 1o the Presldenn of the Seewtty Councl (1 October 1001, paras. 84-%, UN Doc.
SI200 544,
Art. 42 of the Unided Natons Chaner provides: "Shoukd the Securiry Councd consider
that measores provided far in Article 41 would be inadequate or have proved to be
inadequate, it may take such action by air, sea, or lond forces az may be neceesary o
mualntaln of restore nernatonad peace snd securiry. Such acnon may heude demon-
strations, blockade and other operathons by abr, =3, or land Rorces of lembers of the
United Natiohs.'
% ng the warding of this Rube makes <lear. ‘messures not involving the use of amed force’
do not need 1o have been wctually taken, ie, the Lnited Nations Secarity Councll may
irmediakly resort to the measares envisioned under the second semence of this Rule,
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of force. Consider a situation in which State A is developing 3 nuckar
weapons capability, That State has ignored demands by thc Socunt)f
Courcil to put an end to its activities and has h

sanctions authorized pursuant to Articke 41. The Security Councl could
authorize Mcmiber States to conduct cyber oparations against State
A designed to distupt the weapons programme.

7. In the context of this Rule, the Security Council ofien provides
that ‘all necessary mcasurﬁ' (or similar language) may be taken to
implement a resolution.® The phrase implics the autharity to emplay
qrber aperauons against the State or entity that is the object of the

in question. Tt alse encomp taking kinetic action againsi
the cyber capabilities of that State or entity. Of course, any measures
taken must fall within the scope of the resolution’s mandate or
autherjzation.

8 It is uncertain whether other rules of international law limit the
anthority of the Security Council 10 authorize or mandate actor. Far
instance, a mandate specifically to conduct cyber attacks agam.st dvlllans
ot civilian objects would lly violate internati 2n
law {Rule 32). 1t is unsettled whether a Security Council authotization
to conduct such attacks would as a matter of law override the prohib-
ition, Whatever the case, it is <lear that a decision by the Security Cauncil

1 disregard rules of i tonal law should not be taken lightly. Under
no ¢irg e5 may the Security Council deviate from rules of a jus
cogers nature.

9. Whilke Armick 42 indicates that enforcement measures may be
taken by “air, sea or land farces of Members of the United Nations', the
International Group of Experts agreed that any action undertaken on the
basis of this Rule may be implemented by, or against, cyberspace
capabilities.

Rule 19 - Regional organizations

I lanal P ts, or 1es of & regional

¥ ) ) B

t actiona, Iving oF in resp

¥ An exsmple on be found In S.C Res 678, para 2 (1999} (liaq-Kuwmink “Awhories

Mernbeer States oo wmnngwhhlh:ﬁamnmmoﬂ(umlt.nﬂcu]uqonmbcﬁnls

January 1991 fully i o the aboy o, 10 wse all pecessary

means to upkold ond implement resohution 680 (19903 and all subsequent relovant
and bo restor: I pence and secarity in the arer',
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to cyber op toa date from, or suthorization by,
the United Nations Socl.lrity Council

1. This Ruke is based on Chapters ¥11 and V1L of the United Nations
Charter whereby the Security Council may turn to tegional artangements
or agencies for enforcement action under its authority. It is a point of
conlention in international law as to whether the regional arrangement
OF AZENCY MaY engags in enforcement action in the absence of an xpress
authorization 1o do so by the Security Councll.

2. The term ‘regional’ is drawn from Article 52(1) of the United
Nations Charter, according to which the arangements or agencies
addressed in Chaprer VI of the Charter are reglonal systems of collect-
fve security ‘sppropriate for regional action”. Qualification ¢ a regional
arrangement or agency is not clear-cut. For instance, NATO has always
taken the position that it is not such an organization because its purpose
is primarily one of colkective defence as opposed 1o colleclive security.
With respect (o Rule 19, technical qualification as a regional organtzation
Is irrelevant because the Securlty Councll may authorize the taking
ol enforcement measurss by any grouping of States, whether organized
in advance or on a1 ad hoc basis, under Chapter V11

3. The phrase ‘enforcerent actions’ in this Rule derives from Aricle
53(1) of the Charter™ It refers to the power conferred on the Security
Council under Articles 41 and 42, that is, 1o authorize or mandate non-
forceful or forcctul measures in order to maimtain or restore international
peace and sevarity. Enforcement actlon must be distinguished from
action (including cyber operations) taken by reglonal arrangy ar
agencies on the basis of collective seif-defence {Rulc 16).

+ The text of the Rule makes clear that enforcement actions by

| ar or agencies may incude cyber operations. It alse
reoosmm that enforcement actions may be taken in respanse to sity-
ations consisting in part or in whole of cyber activities,

5. The terms ‘mandate’ and ‘authorization’ are included to distin-
guish sitvations in which the Security Council specifically designates a
particular entity to conduct operations from those in which individual
States or regional entities act p to a broader authorization by the
Security Councll that has not specifically designated it (eg.. an ad hoe
coalition). Rube 19 includes both situations.

® This phrese or cquivibent phrases were also used in UM Charter Arts. 651, 71,5, 112,
42, 48, 49, and 5. None of these provisions conteins a detinition,
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The law of armed conflict generally

Rule 20 - Applicability of the Llaw of armed conflict

Cyber opetations ¢xecuted in the context of sn atmed coaflict are
subject ko the law of armed conflict.

1. The law of armed conflict applies to cyber operations as it would
to any other operations undertaken in the context of an artmed conflict.
Diespite the novelty of cyber operations and the absenec of specific ruks
within the law of armed cordlict explicitly dealing with them, the [nter-
naticnal Group of Experis was unanimous in finding that the law of
artned conflict applics to such activities in both international and non-
international armed conflicts (Rules 22 and 23).

2. Acondition precedent to the application ofthe law of armed conflict is
theexistence of an armed conflict. The term "armed conflict’ was it used ina
law of war codification inthe 1949 Geneva Conventions,” but has never been
authoritatively defined as a matter of treaty law, 1t has today replaced the term
“war' tor law of armed conflict purposes. As used in this Manual, armed
conflict refers to 2 situation imvelving hostilities, induding those conducied
using cyber imeans.” Thetezin tak differenit meaning for the purp f
characterizing i ional and non-international armed conflict. Rules 22
and 23 discuss the extent of hostilities required to reach those thresholds.

3. To dlustrate, in 2007 Estonia was the target of persistent cyber
operations. However, the law of armed conflict did not apply to those
cyber operations because the sihnation did not rise to the kevel of an
arined conilict. By contrast, the law of anined conflict governed the cyber
operations that occurred during the international armed condlict between

' For a State padibon on this isue, see, e, IS Depanment of Defense, Cyberspace Policy
Report - A Report 1o Cangress Pursuanin 10 the National Defnge Awborizatbon Act far
Fiscal Year 2011, Secuion 924, af 7, § (Hoveriber 2001p

¥ Genev Converlions [-IV, A, 2,

* Occupations that meel ne srmed resistance sleo qualify 55 armed contlits despite the
sbsence of hodlilities. Geneva Conventions I-IV, Art, 2.

75
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Georgia and Russia in 2008 beeause they were umdertaken in furtherance
of that conflict. The lutter casc illustrates that in & situation of on-going
kinetic hastilities amounting to an armed conflict, the applicable law of
internaticnal or non-i jonal armed conflict will govern cyber oper-
ations underiaken in relation to that conflict. 'The precise aspects of the
law of armcd conﬂlcl that apply dcpcnd on whether the conflict is
international or non h

4. The term ‘cyber operations’ mc]l.ldcs, but is not Limited to, ‘cyber
attacks' (Rule 30}, As used in this Manual, cyber attacks is & term of anl
referring to a specific category of cyber operations. Certaln cyber oper-
athons, such as those affeciing the deltvery of humanitarian assistance
{Rule 56), are governed by the law of armed conflict even when those
operations do not rise to the level of an ‘atiack’.

5. The International Group of Experts adopted the phrase ‘in the context
of an armed confliet’ 25 3 compromdse formula with respect 4o the scope of
the law of ammed conflict. ANl members of the International Group of
Experts agreed that there must be a nexus between the cyber aciivity and
the ammed conllict for the law of armed conflict o apply to the acthvity in
question. However, they differsd as to the nature of that rexus. According te
one view, the law of armed contflict governs any cyber activity conducted by
a party to an anmed conflict against its oppoment (note, in this regard, the
discussion on attributability in the C y to Rule 22}, According to
the second view, the cyber activity must have been undertaken in furtherznce
of the hostilities, that is, in order ko contribute to the originator's military
effort. Comsider 2 cyber operation conducted by State A's Minktry of Trade
ABAMst & private corporation in enemy State B in order to acquire commercial
secrets during an armed conflict. According to the first view, the law of armed
conflict would govern that cperation because it is being conducted by a party
to the armed conflict againgt 2 corporation of the enemy State, Those Experts
adopting the second visw comsidercd that the lew of armed conflict does not
apply because the link between the activity and the hostlities is insufficient,

6. The Intenational Group of Experts noted that the precise param-
eters of the phrase ‘m the context of are kess clear in a non-intemational
armed conilict, This is because a State retains cerlain law enforcement
obligations and rights with respect to its territory in which the hostilities
are taking place, notwithstanding the armed conflict.? To the extent that

1 Of course a Stete may also have law abikiri i
armed conflict However, such respansibilitkes tend 10 be mare prwwwed dunng B nen-
international armed condlict.
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it iz involved in purely law enforcement activitics, domestic and human
rights law, ot the law of armed conflict, apply.

7. The law of armed conilict does not embrace activites of private
individuals or entities that are unrelated to the armed conflict. Take, for
crample, the casc of a private corporation thal is cngaging in theft of intcllec-
tual property lo achieve 2 market advantage over a competitor in the cnerny
State. I principle, the law of armed conflict does not govern such activicy.

8 The applicability of the law of armed conflict does not depend
upon the qualification of the situation under the jus ad bellume (Chapter
2). Pursuant to the principle of equal application of the law of armed
conflict, even a resort to anned force that 1s ualawiul from the perspec-
tive of jus ad bellum is subject to the law of armed conflicr®

¢ 1 should be noted that the application of the law of amned conflict
to cyber operations can prove problematic. It is often difficult to identify
the existence of a cyber operalon, its originator, i1s intended object of
attack, and its precise effects. Still, these questions of fact do not prejudice
the application of the law of armed conflict

10, To the extent an express ruke of the law of armed conflict does
nor vegulate cyber acivities, regard should be had to the Martens Clause,
found in Hague Convention I\-",6 the 1949 Geneva Convenlions,’ and
Additional Protocol [ The 1ext in Hague Convention TV provides that:

Uniil & note complere eode of the laws of war has besns msued, e High
Contracting Partles deem # expedient to dechre thar, dn cases not
mdluded in the Regulations sdapted by them, the mhabitants and ibe
belligerents remain under the protection and the rule of the prindples of
the law of natlons. az Wby resnlt from the usages emtablished among
civilized peoples, from the laws of humanity, and the dictates of the public
COMBCRICE.

To the extent that cyber activities are conducted in the course of an armed
conflict, the Mattens Clause, which reflects customary intemational law,

* Paragraph 5 of the preamble W Addiional Protocol | provides that its provisiens, as wel
as thase of ihe four 1949 Geneva Canventhon, ‘wust be fully applied I all circumarance:
wall pcrsomwlnmpmmd by those instrumenis, withoud any adverse distinetjon
boeied om the nature or origin of the anned conflict or on the causes espoused by or
sntthuted 1o the Panwes to the confliet’ See olto UK MaMual, panae 302, 31L);
Cnmnlm M amuaL, pars N4
H.nguc Convendyon LV, preamble.

T Genevs Comaention T, Art 63 Geneva Convention IT, Art, &, Geoeea Convention ML Art.
142, Greneva Convention 1Y, Art. 155,

* additional Protocol I, An, 121
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functions ¥ cnsure that such activitics arc not condusted in 2 legal
vacuwm,. This point & withowt prejudice 10 the disputed question of the
applicability of human rights law during armed conflict.

Rule 21 - Geographical limitations

Cybuopeﬂtlonsanuhjectto graphical 1 | d by
p of internatlonal Law applicabh dnring an
amed conflict.

1. The law of armed conflict {which includes the law of neutrality), in
conjunctictt with other fields of international Jaw {£.g., the Jaw of the sea,
alr law, and space law, whete applicable in armed conflict™), prescribes
the geographic space in which cyber operations may be conducted.
Relevant Jegal issues include the place from which cyber operations are
launched, the Jocation of any necessary insttumentalities, and the loca-
tion: of target cyber systems. As a rule, cyber operatlons may be con-
ducted from, on, or with effects in the entire territory of the parties to the
conflict, international waters or airspace, and, subject 1o cen‘.aln limia-
tions, cuter space, Cyber operations are g lly prohibited her
Of particular Impotrtance in: this regacd is the ]aw of ncutralitf. because
cyber operations can transit neutral territory and may have unintended
effects therein, Neutrality is discussed in Chapter 7.

2. Restchctions based on: geographical limitations may be particularly
difficult 1o implement in the context of cyber warfare. Foo instance,
consider a cyber attack using clond computing techniques, Data used
to prosecute the attack from one State may be replicated across servers
in a number of other States, including newtral States, but only observably
reflected an the sysiems where the attack is initiated and completed, As
discussed in Rules & and 92, there is no general prohibition or. the mere
transit of data through areas where the condudt of cyber operations is
otherwise prohibited during an armed conflict,

3. According to the traditional view of the law of armed conflict,
military cperations during a i 1 armed conflict must be
limited 10 the territory {including the territorial s¢a) and national ait-
space of the S1atc in which the corflic is taking place. However, cvents
over the past decade such as the conflict in Afghanistan and tans-
national courter-terrorist operations have caused this bright linc to

¥ For instance, Art. B8 of the Law of the Sea Convention is mapplicable during armed
conlicl,
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becomie blurred. Today the exact geographical scope of non-i iomal
armed conflicl rises 3 number of complex issucs. Many S$tates and
commentators now take the view that a non-international armed conflict
may extend 1o areas beyond the borders of the State in guestion, arguing
thal it is the status of the actors, not geography, which is the determina-
tive factor in: dlassification of conflict (Rule 23).'° Others maintaim the

ditional view, although they g Iy accept the notion of ‘spill over’
of that conflict into neighbouring States.

Rule 22 - Ch ization as international armed conflict

An inlernalional armed conflic ¢xists whenever thete ave hostilities,

which may indude or be limited o cyber operations. occurring
between twi o more Stales,

1. The generally accepted criteria for the existence of an intemnational
armed conflict, which reflect customary international law, are derived
from Common Article 2 of the 1949 Geneva Conventions.'' The Article
pm'ides:

The present Convention shall apply to all cases of declared war or of any
other atmed confllet which may arlse between two or moet of the High
Conracung Parties even 1f the stare of war is ot recognized by one of
them. The Conventlon shall also apply 1o all eases of partial or total
occupalion of the tettitory of 4 High Contracting Party, sven i the sald
orcupalion meets with no armed reskstance.'
Reduged to basics, an armed conflict under this Rule requires both
‘international’ and ‘armed’ components.

2. The Intemational Group of Experts agreed hat a conflict Is
international if two or more States are involved as parties on opposing
sides. It also agreed that a conflict is international when non-State actors
under the ‘ovetall comtrol’ of one State engage in hostililies againsi
another State (se¢ discussion below). As 2 praclical mattet, it miy be
difficult to ascertain whether a State s controlling a non-State actor’s
cyber activithes.

" Harcd Honglu Koh, The (hame Adreimetration and faremational Law, Address af the
Antual Mecking of the American Sodcry of Intornabonal Law {25 Maech J080)
" UK Marar, pori 3 2: US Commanoen's Hanpaoor, para. 512 Canamian Manua
. GL% Grrnaan Manvan, par. 202; AMW Manuan. Bul 16,
Geneva Conventions =1V, Art, 2.
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3. The question of whether the actions of 4 non-State organized
armied group against onc State may be atiributed to ancthier State such
that a conflict i international was explicitly addressed in the Inter
nattonal Criminal Tribunal for the Former Yugoslavia's Tadii Appeals
Chamber judgment.” The Appeals Chamber articulared an ‘overall con-
trol test in determining that Bosnian Serb units were sulficiently directed
by the Federal Republic of Yugoslavla to conchide that an international
armed conflict existed. " As the Chamber explained,

cotrol by 2 Sate over subordinate aymied Forces ar militlas or paramdli-
Uty wndts may be of an averall character fand must comprlse more than
e mere provision of Gnsncldl assistuce or militay equipraent ot
wralning). This requirement. however, doss not ga 5o far a0 to indude
the issuing of specific orders by the State, or its direction of each individ-
wal epersion. Under laternatlonal kw i 45 by no means necsssaty that
the copralling authoritles shoukd plan all the operations of the units
dependent on them, choose their tangets, or give specific insinxctions

the conduct of milllary operation: and any allsped violations
vf intermationsl humanitanan law. The contrd required by International
law may be decmed to exist when a $tate {or, in the context of an armed
conflicy, the Party o the conflic() has 2 roke in arganising, coordinating or
planning the subitary actions of the rilitary group, in additlon 1 finan-
cing, tr:inlns and equipping of providing aperstional sappedt 1o that
group!

4. The Intcrnational Court of Justice has observed that the overall
control test ‘may well be .. applicable and suitable™® for ussification
purposes; the International Criminal Court has also adopted it.'7 Applying
the tesk, if State A ¢xercises overall control over an organized group of

puter hackers that p te State B's cyber infrastructure and cause
signibcant physical damage, the armed conflict qualifies as ‘International
in nature State A need not have instriucted the group to attack particular

' Tadic, Appeals Chambet judgment, paras. 131-40, 145,

"% Tadié, Appeals Chamber judgment, paran, 1M, 145, 142

' Tadié, Appeale Chamber judgment, para. 137

¥ Genocide jodgment, para, 404 Note that Ihe Count ko addressed the issue of the
attribation of 1he genocide by Bosnian Serb ammed Forces 21 Srebrenica to the Federal
Republ of Yugoshrels 1t ucefilly distinguished berween, the degree of cantrol necessary
10 clasafy 3 conllier as Internathonal and that required I order to held = Stake miter-
mationmally responsitls fot the acts of non-Stue aciors. With regard to the lutrver sinmsion,
it adopied Art. § of the Articks on Stete Responsibility as en scowrnte reflection of
customary intermstional tev. Gemodde judpment. paras. 398-401, 41314

"7 Lubanga judgmenl, pars. 541
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aspects of the infrasiructure, but, instead, only needs to have cxerted
sufficient control over the group te instrsct it o mount & campaign
against cyber infzastructure cyber targets.

5. Mere support for 2 group of non-State actors involved in a non-
international armed conflict does not ‘internationalizc’ the conﬂm [n
other words, support alome daes not form & mon-i
armed conflict into an international armed conflict between the support-
ing State and the Stakc in whose temitory the conflict is occurring As
mlod abov: the Tadaé Appeals Cllamber found that financing, training,
quipping, and p g aperational suppert by a State 1o a non-State
proup was not, without mere, sufficient 10 characterize the situation
between the twa States concerned as inermnational.'® 1f the State’s support
does not rise to the level of overall control over the group, it may
nevertheless be unlawful as an intervention in the domestic affairs of
the State concerned (Commentary accompanying Rule 10,'%

6. Despite the absence of a definitive bright-line test regarding sup-
port, the International Graup of Experts did agree that the threshald for
internationalization 15 a high one, For example, merely taking measures
to maintain rebel access to the national cyber infrashucture was not
considered by the Experts to suffice. Similarly, the provision of cyber
attack tools for rebel use would not rexch the threshold By cantrast,

ng specific inkellig on cyber vulnerabilities that renders par
ticular rebel cybrer attacks possible would, in their view, suffice.

7. Some cases are more difficult 1o assess. Consider a cyber operation
conducted by State A to assist eebels i State B, The speration is designed
to shut down State B's cyber communications capabilities. 1t might be
argned that the operation internationalizes the conflict if State B relies
upan the system for military communications. If it does nat so rely, it
may be less easy to chatacterize the operation az sufficient b internation-
alize the conflict. OFf course, if State A actually participates in the conflict
an behalf of the non-State group, and its actions reach the “armed’ level
{see below), an international armed <onflict between the two States
would exist itrespective of the degree of cantrol exercised over the group.

§.  The averall contral best |s inapplicable to the conduct of mdmd-
uals, or insufficientiy organized groups. According to the
Criminal Tribumal for the Former Yugoslayia, such individuals ot groups
must reccive specific instructions for subscquent public approvalt from

" Tadié, Appeals Chamber judgmen, para, 137, U Charter Art 241}
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a State before their conduct can be attributed ta that State for Ihcgurposc
of determining the existence of an international armed conflict.™ As an

ple, there is no definite rid, that the hacktivists involved
in the cyber operations against Estonia in 2007 operated pursuant to
instructions from any State, not did any $tate cndorse and adopt the
conduct. For these reasons (besides the isstie of whether the conflict
was ‘armed’), the situation cannot be characterized as an international
armed conflict.

9. Some bers of the Inter | Group of Experts took the

ition that an i iomal armed conflict can also exist between a
State and a non-State organized armed groop operating transnationally
even if the group’s conduct cannot be attribtited to a State. They point
out that sich conflicts are not confined within the barders of a single
State, and therefore have an international el ! The majority of the
Experts rejected this view on the ground that such comflicts are npon-
international in character {Rule 23).

10. For States Party to Additional Protocel 1, armed conflicts in
which peoples are fighting against colonial domination, alien occupation,
or raciet regimes in the exercise of thelr right of seli-determination are to
be considered (nternational armed condlicts.™

il In addition to being international, an international armed con-
flict must be ‘armed’. The law of armed conflict does not directly address
the meaning of the term ‘armed conflict’, but the notion clearly requires
the existence of hostilities. Therefore, the International Group of Experts
included the concept of hostilivies in this Rule. Hostilitles presuppose the
collective application of means and methads of warfare (Rule 41), The
constituent hostlities may involve any combimation of kinetic and cyber

perations, or cyber operations alone. OF course, hostilities exist when-
ever ome State engapges in ‘cyber attacks’ (Rule 300 against another.

12. Although hosuhﬂcs e, for the International Group of Experts,

iably a P to the armed component of inter-
national armed conihict, controversy exists as to the threshold of the
requisite violence, According to the ICRC commentary to the 1949
Geneva Conventions, ‘Any difference arising between two States and

 Tudié. Appeals Chomber pdgment, part. 132, 137, 141, 1S, Adepthon or endorsement
of condura of 4 non-Sieie proup wat first addeessed n the Tehran Hoztger case, para. 74,

4 See dwscnssion in HCJ 769001, The Public Comumittoe againat Torture in lsrasl v, Tha
Govermmand of trad, par. 15 [2006] (lar)

* wdditional Protocel I, Art. Lidk
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leading to the intervention of armed forces is an armed conflict .

It makes no differenice how long the conflict Lasts, or how much slaughtcr
takes place™® For example, a cyber operation that causes a fire to break
out at a small military installatian wonkd suffice ta initiate an inter-
national armed conflict. The competing vicw requires greater extent,
duration, or intensity of hosklitics, allhoughnpmponmts of this view
have not agreed on any particular threshald ™ [ts advacates point out
that Statc practice demonstrates that there have been a number of
isolated incidents such as sporadic border dashes or naval incidents
that were not treated as internatienal armed canflicts. By analogy, a
single cyber incident that causes only imited damage, destruction, injury,
of death would not necessarily initiate an international armed conflict far
these Experts. Notwithstanding this difference of opinion, it would be
prodent to treat the threshold of international armed conflict as relatively
low. In all Bkelihood, such incidents will be evaluated on a case-by-case
basis in light of the attendani circumstances,

13, 'Tobe ‘armed’, a conflict need not involve the employment of the
anned forces, Nor is the involvemnent of the armed forces determinative,
For example, should enbtes such as chviban intelligence agencies engage
in cyber operations otherwise meeting the armed criterion, an armed
conflict may be wiggered. Simikarly, using the armed forzes to conduct
tasks that are normally the rsponsibility of non-military agencies does
not alone initiate an armed oonﬂn:t. For & -lmple the fact that the armed
forces undertake cyber di i at ancther State does not in
Itself result in an armed conillot. even if It 15 typically performed by
civibar intelligence agenciss.

14. The 2010 Stuxnel operation against SCADA systems in Iran, as
a result of which centrifuges at a nuclear fuel processing plant were
physically damaged, Wustrates the difficulty of making the armed
determination. The Inkernational Group of Expetts was divided as to
whether the damage sufficed to meet the armed criterfon. Character-
ization was further complicated by the fact that questions remain as
to whether the Stuxnet operation was conducted by a Stake or by

B ICRC Gengva Corvenmon | CoMMenTan al 33 ICRC Genpva Comvenmon Il
COMMENTARY 3t 28; ICRC GENEVA ConvENTION L Comnentany af 13 KORC Geneva
cmwnman TV CaMMEdTARE a0 20.

her G d, Scape of Applicetion of H waw Lave, i THE Hanpmoon
oF ]NIERM.\"ONAK Humarrrarwns Law 45, 57 (Dicter Fleck od | 2nd ed. 2008); Howard
& Levie, The Status of Befiigerent Persouncl Splashed" and Rescued by & Newtnad 1n the
Permian Gulf Arva 31 Vincinia JouRkaL oF THTeRNATIONAL Law 611 613-14 (1991}
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individuals whose conduct is attributable to 4 Stake for the purposes of
finding an intemational armed conflict,

15.  As illustrated by the Shoxnet incident, significant legal and practical
challenges stand In the way of definitively concluding that a cyber operation
has initiated an international armed conflict. To date, no international
armed conflict has been publicly characterized as having been solely
precipitated in cyberspace. Nevertheless, the International Group of Experts
unanimously concluded that cyber operations alone might have the poten-
tial to cross the threshold of intemational armed conflict,

16. Solong as the armed and internatlonal criterla have been met, an
international armed conflict exists. This is so even if a party does not
recognize the conflict as such.™ The determination is a Factual one.

17. In certain cases, the law of international armed condlict applies
despite the absence of hostilities. Tn particular, a belligerent occupation
meeting with no armed resistance will, as a matter of law, trigger
application of that body of law.® Additionally, sn international armed
conflict can come into existence merely by virtue of a declaration of
war " Finally, it is generally accepted that the establishment of a naval or
acrial blockade initiztes an international armed conflict. However the
international atmed condlict arises, the law of armed conflict will govern
all cyber operations conducted in the context of that conflict.

Rule 23 - Ch ization as non-international armed conlict

A non-inlemmational armed conflict exists whenever there is protracted
armed violence, which may inclode or be limited Lo cyber operations,
arcurting between governmental armed fovces and the forces of one
aor moee armed groups, or between such groups. The confrontation
mus reach a minimum level of intensity and the parties involved in
the conflict mnst show a minimum degree of organization.

1. This Rule is a general restatement of the customary international
law of armed conflict regarding the threshald for the existence of 2 non-
international armed conflict. The brst sentence is based on Common
Article 3 of the 1949 Geneva Conventions, which reflects customary
international law.?® That Article applies to ‘armed conflicts not of an

I Geneva Conventions T-IV, an. 2. ™ Geneva Conventlons 1-1Y_ Art. 2

T Geneva Conventions -1V, Ant. 2.

¥ Nate that Art, $ic) of the Itom Statute ado'p:l the Cmmon Articks 3 threshold with
regard to war srimer } during a | armved condlicl. See akso LTK




CHABACTERIZATION A NON-INTERNATIONAL CONFLICT .23

international character occurring in the termitory of onc of the High
Contracting Partics’, that is, bo sitwations in which haostilitics occur
between governmental armed forces and non-governmental organized
armed groups or between such groups. ™ The second sentence is based
on casc law dewclopment of the issucs of intensity and organization,

2. Application of the law of armed conflict does not depend on the
type of military operatien or on the specific means and methods of
warfare employed. Thercfore, cyber operations alone, in the absence of
kinetic operations, can bring » non-international armed conflict into
existence. Given the requisite threshold of viclence and the degree of
organization of the armed groups required for a non-international armed
conflict (discussed below), cyber operations in and of themselves will
only in exceptional cases amount to a non-international anmed conflict.
Of course, if a conflict qualifies as a i ional armed conflict by
virtue of on-going kinetic operations, the law of non-international apmed
conflict wonkd govern any associaled cyber operations.

3 By Common Arlicle 3, 2 non-international armed conflict occurs
‘in the lerritory of ane of the High Contracting Parties’, This lext has
generated a debate over the geographical scope of non-intemational
armed conflict, One school of thought holds that the word 'one” in the
quoted phrase siguifies that non-international armed conflicts are con-
fmed to those that take place within the tertitorial boundaries of 4 single
State. By this interprelation, an armed conflict that crosses 3 border
would generally qualify as an international armed conflict. A second
school of thought, adopted by the majority of the [ | Group
of Experts, holds that the ‘one’ it 2 reference to the teeritory of any of
the Contracting Parties, Accordingly, the phrase imposes no territorjal
limitations so long as the relevant States are Party to the 1945 Geneva
Conventions.™ Thus, if cybet attacks are undertaken dunng a non-
international armed conllict from outside the tertitory of the State, that
fact alone will not cause the conflict to be international in character ™!
It must also be borne in mind that the transit of data through cyber

Marral, pars, 33 AMW Mapuvar, commentary sccompanying Pude 10f NIAC
M amuan, para. L1 {bmiting the geographical scope of such condfliais).

¥ Tache, Declsion oo the Defence Monan for Interlocurory Appesl, parae. 67, 70, UK.
Maruat, pard, 15 (o amended), See peneraly US CamMakbBin's Hanpkook pars
5122 Cavaniad ManuaL 4t GL-13; GERman Manual, parag 200-11.

M Ser, ¢ g, Farda v, Rumgeld, T8 US 557, 530- 1 {2006) (apphying Common Article 2 to
zonllis! occurring amoss mudtiple $1ates’ political boundaries).

3 See eg, AMW Manuar, commentary sccompanying Rk 2a}
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infrastructure located outside a State in which a non-international armed
canflict is occunming docs not render the <onflict intemational,

4. The law of armed conflict applies to all activities undertaken in
pursuit of the armed conflict, and all jated effects (e.g, collateral
damage), wherever they ocour in the territory of a State involved in a
non-international armed conflict, This means that in that State there is
no ‘zone of conilict” 1o which applicability of baw of armed conflict is
confined. Morcover, the International Group of Experts agreed that the
law of armed conflict applies to activities conducted in the context of the
conflict that occur outside the State in question. This ks of particular
importance becanse cyber activities in furtherance of a non-international
armed conflict may well be launched remotely, far from the location of
the conventional hostilities. Some States have weak regulatory regimes
governing cyber activities or are technically incapable of effectively
policing cyber activities oceurring on theit tendtory. They affer an

ppealing base of operations for those d in cyber attacks against
the government during a nen-international armed conflict, The Inter-
national Group of Experts acknowledged the existence of a narrower
approach that accepts the passibility of 2 non- inmmalional armed oom‘h:l
which crosses l:ordﬂs,bmthar g a of geographical
fmity to the Stale invol d in the conflict.
5. The term ‘armed conflicr’ is not expressly defined in the law of
arrmd mnﬂm for the purposes of finding that a conflict is pon-
L in ch H , It is clear that ‘situations of internal
disturbances and tensions, such as riots, fsolated and spocadic acts of
violencs, and other acts of a similar nature’ are net incoded. This
standard is set forlh in Article 1{2) of Additional Protocol 1T and is
today acknowledged as reflecting the ¥ international law dis-
tinction between non-international armed conflicts and hostilities ot
meeting the threshold for such conflicts ™ Sporadic eyber incidents,
lm:ludmg Ihose that dim.rly cause pll}’slcal damage or injury, do not,
h {onal armed conflice. Similady, cyber
oPcrations that incite incidents such as civil unrest or domestic tertor-
ism do not qualify. For instance, the calls that appearcd on the Intemet
for rots by the Russian minority in Estonia in 2007 cannot be regarded
as mecting that threshold.

B Are, ) of the Rome Statute erchedes such sitaations from the ambit of ‘armed condficts
not of an international chemcer’. See dze UK Mawnesr, para, 1521 Camaciam
MaNUAL, pars. 1703 AMW Manvar, commentary sccompanying fake 2a)
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6. The threshold for non-i ional armed conflict has been for-
ther developed in case law. In Tadic, the International Criminal Tribunal
for the Former Yugoslavia affitmed that a non-international armed
conilict exists when there is protracted armed violence between organ-
ized armed groups within a State. ™ This holding is widely accepied as
setting forth the two key criteria for gualification as a non-international
armed conflict - mtenslty of the hoeﬂhtles and the involvement of an

organized armed group™ Sub d ts of the [
Crimiral “Tribunal for the Former Yugoslavia have de-emphasized the
importance of other factors, such as geographical scope and temporal

doration, subordinating these concepts ; within the concept of Intensity.”®

7. Various indicative criteria have been suggested to facilitate the
determination whether a given situation has met the required intensity
threshold.™ The [nternational Criminal Tribunal for the Former Yugo-
slavia has looked to such factars as \he pravity of attacks and their
recurrence;”” the temporal and territorial expansion of violence and
the collective character of hosillities;™® whether various parties were able
to operate from a rerrilory under their control;™ an increase in the number
of povernment forces:™ the mobilization of volunteers and the distriburion
and type of weapons among both parties 1o the contlict® the fact
that the conflict led tw a targe displacement of people:*? and whethsr the
conflict |5 the subjsct of any relevant scrutiny or action by the Security
Council*® In view of the i ity threshold, cyber of alone can
trigger 2 not- -interrational armed conflict in only rare cases.

&, The development of further Stake practice notwithstanding, net-
work intrusions, the deletion ot destuction of data (cven ot a large scale),

¥ Tundic, Devision on the Defence Motion for Inbedoculory Appeal, para. 70
H See, .2, Miodevic decision, parar 16-17; Prosecutor ¥ Furundfiie, Case No 1T-95- 1?"
T, Triel Chamber judgment, para. 5% (Intl Crim. Trib. for e Forer Y 3
1 Diecernber 14996); Deldic judgmendt, para, 183 UK Manca L, para. 1550

¥ Hardina judigmen, para 49,

¥ See, g, Haradmaj judgment, pavs, 40-5; Lubunga Judgrsent, para 538; ICRC Geneva
CONVENTION | COMMENTARY il 49-50; [CRC GEREYs CONVERTION (1] COMMEHTARY
At y5—; ICRC GeREva ConvenTIon [V COMMERTARY at 35—t

¥ Mrkii jndgment, parn. 41%; HadZibasanové udgmend_ para, 22; Liowyf judgment, parss.
13567
M Hadsihsanavié pdgmend, para, 12 Milsiewic declslon, paras, 28-9;

# Mulview? devision, para. 25, Defalic judgsen, para. 167

‘“ Lirrtaj judgrsent. paras. L46. 159, 164-5; Mifedsvic decision, para. 30.
Ma*ilr wdgment, paras. 3940, 407—3 Milafevii decision, parss, 31
2 Hargding judgrseny, pora. 45, Mekdi pudgmen, paras 420-1
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comp netwark ¢zploitation, and data theft do not amount to a
non-international armed conflict, The blocking of certain Internet func-
tlons and services would not, for example, suffice to trigger a non-
international armed conflict, nor would defacing governmental or other
official websites.

9. As noted in the Tadid Appeals Chamber judgment, the vioknce
that qualifies an armed conflict as non-international must be protracted,
although the tezm ‘protracted’ has not been quaniified in the law. ™ Tt is
clear, however, that the qualifying vioknce need not be continuous in
nature.”* Frequent, albelt not continuons, cyber attacks occurring within
a relatively defined period may be characterized as protracted.

10.  The International Group of Experts struggled with the question
of whether non-desiructive cyber operations conducted during civil
disturbances or in connectlon with other acts of violence not qualifying
as a non-international armed conflick can tip the scale and cause the
hostilities lo rise to the level of an armed conflict. For instance, assume an
organized armed group has orchestrated civil disturbances. Although
destruction of property s invelved, such destruction is insuffciently
severe to meet the inkensity criterion for non-inteenational armed con-
flict. The International Group of Experts achieved no consensus as
to whether non-destructive but severe cyber operations satisfy the inten-
sity criterion.

1. For a non-international armed conflict to exist, there must be at
least one non-State organized armed group involved in the hostiljtes.*
Such a group i¢ “armed if it has the capacity of undertaking cyber attacks
{Rule 30). Ttis ‘organized’ if it is under an #stablished command structure
and has the capacity to sustain militaty operations.'” The extent of
organization dogs not have to reach the level of a conventional militarily
disciplined unit,"® However, cyber operations and computer attacks by

# Tadi¢. Decitlon an the Definee Mothon for Interlacinery Appeal, para. 70 In Abela, he
Tnter-American Commlsspon oo Human Rights charactetized a M0-howr dlash between
dissydent aresed forces and the mllliary a2 non-k el armed conllies.
Abella v, Argentina, Case 1LIST, Inter-Am. CHE, Report No. 55/97, GEA'Ser LW
ALLSB, doc, & Tev. (1998)

** Ton Limay, the bnternational Criondnal Tribunal (or the Former Yugadavia concluded that
the conllier in Kasouo in 1998 could be deseribed a3 ‘perlodic armed ¢lashes ocourring
virmually continwusly s intervabs averagimg three to seven days over a widespread and
expanding geographic sres’, Limaj judgment, pares, 168 171-13,

“ AMW MaruaL, commeniary accompenying Rule 2(e).

7 Limaj judgment. pava. 129 # Limaj judgment, paras. 152-1.
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private individuals do not suffice. Even small groups of hackers arc
unlikely to fulfil the requirement of organization. Whether or not a given
group is organized must be determined on a case-by-case basis.

12, To assess organization, the International Criminal Tribunal for
the Former Yugoslavia has taken into accoumt numerous factors. Far
instance, in Limaj, the Tribunal considered, inter alia: the organization
and structure of the Kasovo Liberation Army {KLA), which had a general
staff and created cleven zones with a commander for each; the adoption
of internal regulations; the ination of a spokespersom; the issuance
of orders, political and « jués; the establish aof
headquarters; the capacity to launch coordinated action berween KLA
units; the establishment of a military police and disciplinary Tules; the
ability of the KLA to recruit new members and its capacity to provide
military training; the creation of weapons distribution channes; the
use of uniferms and various other equipment; and the partic.lgatiun by
the KLA in polittcal negotistions to resolve the Kosovo crisis.

13, ‘This raises the question of 'virtual' organization in which all
aclivities that bear on the eriterion occur online, A1 ene end of the
spectrum are hackers who operate wholly autonomously. The mere fact
that many hackers are attacking a State, for example, would not render
them orgamized. At the ether 5 2 distinct online group with a leadership
structure that coordinates its activities by, for instance, allocating speci-
fied cyber targets amongst themselves, sharing attack tools, conducting
cyber vulnerability assessments, and doing cyber damage assessment
to determine whether ‘reattack’ 1s required. The group s operating
‘cooperatively. The majority of the Intétnational Group of Experts
agreed that the Failure of members of the group physically to meet does
not alone preclude it from having the requisite degree of orgarnization.

14. It has been asserted that the organization must be of a nature te
allow implementation of the law of armed conflict™ if so, the require-
ment would be difficult to comply with in the case of a virtual armed
group since there would be no means to implement the baw with regard
to individuals with whom there 1$ no physical contact. The International

* Lineaj pudgment, paras. 94 129, The lntemationsl Criminal Tribural for Rwands uses the
it bt af the International Crinenal Tribusal kot Foener Yugodlavia 1o evaluate both
the miemsity and orgenizatkon of the partics to the conflict For ewch of thedr cases. Akapene
Judgrens parss 61921

% ICRC ApTimonat PROTOCOLE COMMENTARTY, para. 4470, Thit requirement s express
with regard to Additional Protocol Tl conflicts (Ark 115, but 1t b unckear whether i
applics a5 well 10 Common Article 3 type conllicts.
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Group of Experts was divided as to whether such difficulty would bar
qualification as an organized armed group.

15, The more difficult case is that of an informal grouping of individ-
uals who operate not cooperatively, but rather “collectively’, thal 1=
simultancously but without any coordination. For instance, acting with
a shared purpose, they access a common website which contains tools
and vulnerable targers, but do not organize their cyber attacks in any
fashien, The majority of the lntc.rnatloml Group of Experts took the
pesition that an inf dividuals acting in a collective
but otherwise uncoordinated fashlon cannol comprise an ofganized
armed groups there must be a distinct group with sufficlent organiza-
tional struciure that operates as 2 unit. Others suggested that whether an
informal group meets the organization criterion would depend upon
a variety of context-specific factors, such as the existence of an informal
leadershnp entity divecting the g:aups mtvitlea m u general sense,

1 targets, and an i y of effective
hacker tools. All the Experts agreed that the mere fact that individuals
are acting toward a coblective goal does not satisfy the organization
criterion. For example, if 2 website offers mal and a list of p tal
cyber targets, thase who independently use the site 10 conduct attacks
would not constitute an organized atmed group,

16.  Although Common Artidle 3 specifically provides that its appli-
cation does not affect the legal status of the parties o a conflict, Srates
have often been reluctant to admil the exi of a non-int
armed conflict. Whether o non-international 2rmed conflict exists is a

of fact that depends on the level of viokence 1aking place and the
parties” degree of organization. It is therefore an objective test that is
unafected by the subjective views of those engaged in the hossilities.”

17, Additonal Pratocol Ll governs certain non-intecnational armed
conflicts for Pacties therelo. An Addiional Pratocol 1L conflict is one
which takes place between the armed forces of 2 State and dissident
armed forces or other organized armed groups that control sufficient
territory $o ‘az to ¢nable them to <arry out sustained and concerted
military operations’™ Unlike Common Artick 3, the Protocol docs not
apply to-armed condlicts occurring only between non-State armed groups
and requires physical control of territory, Control ower cyber activities
alonc s insufficient to constitute control of territory for Additional

U Akapesn jdgment, pana, 505, ¥ addinionsl Protocol L, Ar, 101}
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Protocol I purposes (although control over cyber activities may be
indiative of the degree of territorial control a group enjoys).

Rule 24 - Criminal responsibility of ders and sup
(a) Commanders and other superiors are criminally responsible for
ing cyber operations that war crimes.

(b) Commanders are also crimimally responsitde if they kmew or,
Mngmﬂleﬁmumsmsalﬂleﬁme should bave known their

were itting, were about to commit, or had com-
witted war crimes and fallod to take all reasonoble and avaikable
measures to prevent their commission or to punish those responsible.

1. This Rule emphasizes that commanders and other superiors do
not escape criminal responsibility by virtuc of the fact that they did not
personally commit an act that constitutes a war crime. [t is found in
treaty and case |aw.”> Applicable in both international and non-
international armed conflict, Rule 24 reflects costomary international
Taw.™ Na basis exisis for excluding the application of the Rule to cyber
operations thal constitute war crimes.

2 Related Articles in Geneva Conventions 1 to 1V set forth the
principle expressed in Jit, (2).%° They stipulate that Parties 10 the instrument
must enac) dornestic legislation that provides ‘effective penal sanctions for

¥ Geneva Convennion I, Art. 49; Geneva Convention 11, An. 5 Geveva Convennon TN,
Art, 122, Geneve Convention TV, &r, 146 Cultural Froperty Convention, Art, 28 Second
Cultural Property Protece], Art, 1523, Additlenal Protocel I, Arts. $6-7: Bome Stamie,
Arts, 1543Hb), 28,

H Rame Statuie, Art, 25030 TOTY Sioiote, An. 7L ICTR Statae, Art, 601 Sler Leane
Statute, Art, ${13; United Narons Transhtional Adwindstration n East Timor, Art 143k
U Do, UNTAET/REG2000415 {6 hune 20003 US CoMMANTERS HARDBOOK, pars.
413 UK Manvan, paraa, 16.36-16306 Catanriat MaNuaL, para 150, ICRC Cue-
Fomary IHL STupy, Rubes 152, 153 The ;unspmdmoe of International rrimmls s
brates the appileation of the principhe af Ibility. See, eg. P v
BalkiZ, Case New IF-95-14-T, Trial Chiasaber judgescnd, peras 281-3 (It Grira, Teib.
for 1he Former Vugodava 3 March 2000); Prosecutor v. Kratil, Case No. TT-96-33-T,
Trial Chasber judgment, para. 605 (Inrl Crim Fribe for the Former Yugoslavia 2 Augu
2001 Kayishema udgment, para, 323, Akayern wdgment, parae. 4724, 483 Delalic,

L patss. 333-4; Marlil, Case No. [T-95-11-R61, Review of lndicimens, paras.
A1 {lot'] Crim. Teib. for dve Former Yugoslavia 8 March 1996); Procecetor v, fapid,
Case No. TT-95-12-R6 1, Review of the lodicument, parss 1, 59, 71 {Inf1 Cren, Trib, jor
the Former Yugoslavia 13 September 1996}

* teneva Convention [, Ars, 49; Geneve Convention I, An. 50, Geneva Convention (1.
Art, 122 Geneva Convention 1v, Ar. 146,
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persons committing, of ordering to be commitied, any of the grave
breaches’ of the Conventions. The Anticles furthet obligate Partics to scarch
for persons alleged to have committed such offences and either to bring
them before their own courts, or to hand them over to another Party for
prosecution when that Party has mads out a prima fack case as to the
maker in question.

3. In the context of cyber warfare, the Rule imposes criminal respon-
sibility on any military commander or other superior (including civil-
ians) who orders cyber opemations amounting to 2 war crime.* A clear
example is ordering cyber anacks to be conducted against civilians who
are nol directly participating in hostilitles (Rule 32). Similarly, ordering
indiscriminate cyber attacks to be launched waould result in the criminal
responsibility of the person so ordering the attack, regardless of whether
that individual took any personal part in the actoal conduct of the
operation (Rule 49).

4, Such responsibility extends down through the chain of < d
or control. For example, a subordinate commander who orders his oc her
troops to comply with an oeder from a superior to commit a particular
war crime 15 equally responsible for orderng a war crime. Similarly,
consider the case of a senior commander wha orders cyber operations to
be conducted to achieve a particular operational effect without specifying
how Ihase operations are to be conductyd, A subordinate commander at
any level wha in compliance with the order directs those under his control
1o launch cyber attacks against protected persons or places would be
{individually responsible for the attacks,

5. Lit (b)'s requirement to take measures to pravent war crmes of
punish thase who have committed them is based on Articke 87 of
Additional Protocel 1. A commander or other superior who becomes
aware that a cyber operatlon may have resulted In a war orime must
accordingly take steps to ensure the matter is investigated as appropriate
in the clrcumstances and reported to appropriate investigative and
Judicial authoritles.

6. The concept of responsibility for acts that a commander or supet-
ior may not have ordered, but which he or she shoukd have known of,
was enunciated decades before adoption of the Protocod, in the case of
General Yamashita, A US military commission following the Second
World War held that Yamashita had failed 1o exercise 'effective control’

* This cxtenrion is bared on the Rome Statute. Art, 28(5).
¥ See, g, Rome Statuae, Art, ZBAN), (b}
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over cerlain of his forees that had commitied atrocitics, and that the
nature of the offcnces themselves provided prima facie ovidence of
his knowledge thereof.’ In the decades since the decision, this finding
has matured into the standard found in Mr. (k).

7. Article 28{a) of the Rome Statute scts forth a contemporary
articulation of the principle. [t provides that a

railitary cornmander or person effectivaly acting as a milikry commander
shall be criminally responsible for crimes within the jurisdiction of the
Couri committed by forces under his o her cffective command and
coitred, or effectlve authority and conirol as the case may be, as 2 result
ol hs or her fadlure to exerclse contral properly over such fotees, whers:

i) That military commander or person either knew or, vwing 1o the
clreumstances # the rime, should have known thar the forces were
enmmitthsg of about Lo cotnmi such <rimes; and

(i) Than milivary commander of person falled to take all necessary and
seasofeble mveasures within his or her power 1o prevem of repress
their commission or to submit the maiter to the competent author-
ities for mvestigation and proscouton.

As this extract Mustrates, the key to the notion is the exercise of, or the
ability to crercise, clective control over thase wha have commitied the
actual offences.*

8. ‘The extension of criminal responsibility to commanders who knew
or should have known that an operation constituting a war crime has
been, is being, or will be conducted is especially important in the context
of cyber warfare." In order to avoid criminal responsibility for the acts
of thelr subordinates, commanders and other superiors must take appro-
priate steps to become aware of the operations being conducted by

™ Trial of General Tomoyuki Yamashifa, 4 Law ReronTs of TeiaLs oF Wan CRIMINALS 1,
sec. 12 {1942) 1 must be noted what the decision Tvas cometimes been coitiized on the
hasis that Yatnashita was held responsibde for acts ited in ey Emole ancs
However, the Legal prinelple of copiiand retponsiiliy evunckited o the case i
uncontesied

The prnciple abso appears u the statutes of the intemnarhml erivinal irfbunals, ICTY
Statute, Art. 7(Xk LCTR Swvate, Art, &3], See ako cg Blafkié judgment, paras. 62, 91,
HE, 417, 484, 632, Prosecutor v, Haliovis, Case Mo, IT-01-48-T, Trial Chatnber Jude-
ey, paras. 33-100, 747, 751-2 (16 November 2005); Kordi' and Cerkez, Cane No IT-
95-|4r2-A, Appeals Chamber pdgment, pars. 327 ('l Crim, Trib. (or the Fertoer
Vugoakavia 17 December 2004); Kapisherna jodgment, paray 29-10, 216-1%, 322-5,
228-9, 231, Ser wibo UK. MANUAL, para. 16,365 CARARTAR MANTAL, pars, 1621,

1 Notz that Art. 38 of the Rotoe Stanute applics to all crimes within the Jurkdiction of the

Ipteenational Criminal Coutt, ot Jost war arimes,
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Iheir units, und d those operations and their ¢ quences, and
cxercise control aver ihem. Admiticdly, the technical complexity of cyber
operations complicates matters. Commanders or other superlors in the
chain of command cannot be expected to have a deep knowledge of cyber
operations, to some extent, they arc cntified ta ey on Ihe knowledge
and und. g of Mheir i Nevertheless, the fact that
cyber operations may be technically complicated does not alone relieve
commanders or other superiors of the responsibility for exerdsing control
over subordinates. Of course, wilful or negligent filure o acquire
an und ding of such operations is never a justification for lack of
knowledge. As a matter of law, commanders and other superiors aze
assumed to have the same degree of und ding a5 a ¢ 3
c der at a comparable level of ¢ inasimilaropzralional
context. In all cases, the knowledge must be sufficient to allow them to
fulfil their legal duty to act reasonably to identify, prevent, or stop the
commission of cyber wer crimes.

9. Mote that the individuals addressed by this Rule need not be a
‘commander’ or be acting as such, For example, Article 28{b} of the
Intzrnatichal Criminal Court Statute extends responsibility bo ‘superiors’
who have "effective responsibility and control' over their subordinates,
although it appears to have set a slightly higher standard by using
he pheaseology knew or ‘consciowsly disregarded information which
clearly indicated” the commisston of a war crime.®’ There is no require-
ment for military status. The Rule would encompass, for instance, civilian
superiors of civilian intelligence or secunty agencies that conduct cyber
operations duting 2n armed conflict,

“ Rome Statute, An. 2bL Se abie Prosasior v. Detulié, Case No. IT-96-21-A, Appeats
Chomber judgment, parss, 230, 254 120 Febrwary 2001); UE Maniat, pam 16.36.5;
CaHADIAN Marusl, pas, 1611



Conduct of hostilities

SECTION I: PARTICIPATION IN ARMED CONFLICT

Rule 25 - Participation generally
The law of armed conflict doss not bat any category of person tom
pating In cyber op However, the legal consequences of
parﬁdpaﬁond.iﬁu based on the nature of the armed conflict and the
categoty to which an individual belongs.

1, The customary infernational law of armed conflict does not
prohlhlt any individual from participating in an armed condlict,
international or non-i tonal. it should be noted that
Article 43(2} of Additional Protocol | provides thal ‘members of the
armed forces of a Party 10 a condlict {other than medical personnel and
chaplains covered by Article 33 of Gepeva Convention ill} are com-
batants, that is to say they have the right to participate directly in
hostilities'. This pravision, applicable in international armed conflict,
confirms that combatanis enjoy immunity in respect of Ihe acts under-
taken as part of the hesidities, 1 daes ol prohibit others from
engaging in those hosiiities.

2. Although the law of armed conflict contains no prohibition on
pariicipation, it does set forth consequences Ihal resuh fmm such par-
ticipation. Three are of particular imf
prisoner of war status, and targetability. The issue oflargelnbﬂlty is deall
with n Rules 30 to 59 on attacks, Entitl I
and prisanér of war status depend on whether the individual concetied
is a comt i an international armed conflict. These dssues are
discussed in the following twe Rules,

3. In accordance with Rule 35, a civillan who directly particlpates in
hostilities bases certain protections attendant to civilian status for such
time as he or she so parlicipates,

95
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Rute 36 -~ Members of the armed forces

In an intermational armed conflict, members of the armed forces of a
party to the comflict who, tn the course of cyber operations, il to
comply with th: rtqu.llvemt-ls of combatlrnt statue Josc their cotith-
menl lo yand p of war status,

1. The g aooeplod d ding of comnb ¥ derlves from
the Hague R:gulauom Geneva Convenuon 10 adopts the standard m
Aticle 4A with regard to the entilerent to prisoner of war status?
Although Article 4A(1), (2), {3), and (6} is textually applicable ouly to such
statug, It is universally understood as reflecting the customary international
law ¢riteria for combatancy. The notion of combatancy i limited to inter-
national armed conflict; there is no non-international armed conflict
equivalent of either prisoner of war status or combatant immunity.

2. According to the majority of the International Group of Experts,
customary internatlonal law provides that individuals who are nation-
als of the capturing party are not entltled to combatant statns.’
A minerity of the Experts azgued that there is ne basis in international
law for this position.

3. Combatants are entitled to treatment as prisoners of war in
accordance with Geneva Convention [[1 upon capture? They are also
entitled 10 combatant immunity, that is, they may not be prosecuted for
having engaged in belligerent acts that arc lawful under the law of armed
conflict.” For instance, 3 combatant who conducts cyber operaions that
violate domestic criminal law may not be prosecuted for such actions
36 long as they ate carried ont in mmpllancg with the law of armed
conflict, Cemb 1 ity is a cust ional law principle
recognized in Artlcle 43{2) of Additional Pmlocol L

4. There are two ciegories of combatant.® The first comsists of
‘members of the aomed forces of a Party 10 the conflici as well as

! Hague Regubations, Art. 1.
tys Gouumnus HanpRook, pata. 5411 AMW Manval, Rule 1N} and acoom-
Buf sar ICRC TvE GUIDANCE at 22,

4 &v t.g,“ Proscartor v. Koi [1968] A.C. 529 (PC 1967), Ser alse Yoram Dinstein, Tre
CONDUCT OF HOSTIUTIES UNDER THE Latr 08 INTERNATIONAL ARMED CONPLICT 46
Cind od, 2000,

* Geneva Convention I, Art 44 Techadcally, they are entithed to thla stans a soon 2 they
hll into the power of the enemy” Mhid, Ants, 44, 5
¥ U Commanoen's Hanosook, para, 501

& Ser afso fuke 27 regarding fevées en masse,
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members of militias or volunteer corps forming part of such amned
farces'” This cabegary primarily includes members of a $tate’s armed
forces.

5. 'The second calegory comprises ‘members of other militias and
members of other volunicer corps, including those of organized resist-
ance movernents, belonging to a Party 1o the conflicl’® Such organized
armed groups are assimiated to the armed forces and as a group must,
pursuamt 1o Arlick 4A{2) of Geneva C ion II[ and « ¥
international law, fulfil four conditions:

{a} be commanded by a person responsible for his subordinal

(b} wear & distinctive emblem or attire that is recognizable at a distance;
(e} <carry atmns opendy; and
d} duci operations in d with the law of armed conflict.

Teregular forces that meel these conditions and belong 1o a party to the
conflict qualify as combatants, and are entitled to combatant immunity
and prisener of war siais.”

6 In Geneva Copvertion I, the four conditions are set forth
with regard enly 10 organized armed groups assimilated to the armed
forces. The majority of the Iniernational Group of Experts 1ook the
position that the four requirernents are implicit in the Conventions
for merabers of the armed forces and (hat, thersfore, only members of
the armed forces who meet the four requirements qualify for combat-
ani status, and ils attendant benefils. A minority of the Experis took
the positon that the requirerents ate limited to thase groups assimi-
lated 1o the armed forces. By this position, the solc qualification
for combatant status for members of the armed forces is status as
members.

7. Every State otgan mects the requiremnent of belonging to a party 10
the conflict. The issue of belonging only arises with respect to organizad
armed proups thal are assimilated 1o the armed forces, that is, those
groups addressed in Aniicle 4A{2) of Geneva Convenlion [H. The con-
<ept of ‘belonging to' was examined during the rmectings that resnlked

" Genev Convention lIf, A, 4A(1). See also Geneva Convention 1, Art. 13(1); Geneve
Conventhon Il Art. 131},

* Geneve Convention ITT, Ant. JAI2), See tlso Geneva Convention 1, Art, 1H2); Gmevn
Conventhon Il, Art. 1362},

* S CommanTer’s Havoeoox, para, 41 1. Bl e IORC INTERPRETIVE GUIDANCE at 21
inoing thet 'stristly speaking’ the criteria apply only te status #s 2 combatant with mgard
1o prisoner of war cnditkements),
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in the ICRC Interpretive Guidanece." The Intemational Group of Experts
agreed with the approach taken in the Guidance. By this approach,
‘the concept of “belonging to™ requires at least a de facto relationship
between an organtzed group and a Party to the conflict’. Such a relation-
ship need not be officially declared: it may be “expressed through tacit
agreement or conclusive behaviour that makes clear for which party
the group is fighting’.!! As an example, a State may tuen 1o a group of
private individuals to conduct cyber operations during an armed conflict
because the group possesses capability or knowledge that State organs do
nut. 'The group belongs to a party to the conflict and, so long as it meets
the other requi of comb ¥, its bers will enjoy combatant
status. Of course, during a non-international armed canflict, an organ-
ized non-$tate group is the party to the conflict.

. Ifa person engaged in cyber operations during an armed conflict
{= 2 member of an organized armed group not belonging to 2 party to the
conflict, it does not matter if the group and its members comply with the
four criteria of combatancy. Thal person will not have combatani status
and thersfore not be entitled to combatant immunity of to be treated as
a prisoner of war. Such 2 person would be an “unprivileged belligerent,
as discussed below,

9. The condition of being ded by a person responsible for

bord is best und 1 a5 an aspect of the requirement that he
group in question be ‘organized’, The criterion of organization was
previously discussed in the contex1 of non-inteynational armed condict
{Rule 23). Thers, the unique nature of virtual organizations was high-
lighted. The same considerations apply in the present context. Whils not
normally an issue in respect of regularly constituted State armed forces,
or even well-established organized armed groups, a claim of combatant
status could be significantly weakened if the persons asserting that status
are part of a loasely organized group or association. This could result,
for example, from organizing solely over the [nternet. In a similar vein,
members of such a group may have difficulty establishing that they are
acting under a responsible commander. Evén more probkmatic is
the requirement that the group be subject to an intemal disciplinary
system capable of enforcing compliance with the law of armed conflict
Cumnulatively, these requi make it highly unlikely that a purely

10 See also IORC INTERPRETIVE GUIDANCE 81 23-4 (citing [CRC Ceweva Convermian LI
Coumerers vk
1 ICRC INTBRPRETIVE Guimaiece at 13,
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virtual organization would qualify a5 an crgenized armed group for
the purposes of determining combatant status.

10. Comb slalus req Ihal the indtvidual wear & “fixed
distinctive sign''% The requi Iy el t h the wearing
of wniforms. There is no basis for dmalms from this gcn.:.ral requirement
for \hasc engaged in cyber operations. Some members of the Inler-
naucmal Group of Experts suggested that individuals engaged in cyber

% of i e5 such as distance from the arca of
upcralnn.s ar dlear separalion from Ihe civilian population, must abways
comply with this ’ ta enjoy comb status. They empha-
sized that the customary international law of arined conflict in relation to
combatant immunity and prisoner of war status offers no cxceptions to
this rule. Article 44(3} of Additional Protocol 1 does provide for an
exception.'* However, it does not reflect customary inteenatioral faw. "

11, Other Experis took the position that an exception: to the require-
ment lo wear 4 distinctive sign exisls as a matter of customary inler-
rational law. They arpued that the requirement only applies in
cireumstances in which the falluce to have a fixed distinctive sign might
reasamably cause an attacker ta be tmable to distinguish between civilians
and combatants, thus placing civilians at greater risk of mistaker: attack.
Comsider a sitiation in which a Special Forces team bs tasked ta identify
and aitack a millary cyber control facility located m 2 clusier af similar
civilian facilllies. A Rilure of the military personnel in the Ffacility to wear
uniforms would make it mere difficull for the Special Forces team to
distinguish the military from emlian facilities, thereby heightening the
risk that the aivillan facilitizs will mistakenly be made 1he object of altack,

12, Some of these Experts limited the gxcep(mn in Ihe prwlmls
paragraph te siluatjons in which comb
are located within a military objective for which there Ls a scparalc

" The ICRC Custouary THL Stues, Rule 106, provides thay “Combatants wan diui-
puish themsfves from the dvilian population whike they ape ongaged bn an attack or bn 2
mlllnary aperaron preparaiory 10 an stk Wibey fall w do so, they do nothave the right
0 priconcr-of-war slaus.”

'? Some States Party to the Protocel Eimit its applicuion to cecupied wermitory ond the
slnanen referred In Avt 104} of the same weary. Se 29, UK Addidonal Procedl
Rsnificarian Statement, para, (8, S aleo T Mabival, paras, §5-453,

1 Michae| ). Matheson, Remarks In Session De: The United Stater Position on e Relation
of Custornary Trtermalional Law to the Prorocols Additional To the 1949 Geneva Convene
Bong, 1 AMBAICAM UrIvERSITT Jovanac oF INTERMATIONAL Law ane Pouct 419, 415
(1987,
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requirernent of macking, i.¢., a warship or military aircraft. For instance,
since military air¢rafl are required to bear an cxternal mark signifying
nalionality and military status, they argued that there is no specific
requirement for mi]ilar! personne] on board 1o wear a distinctive sign
indicating their starus."

13, The isstic of whether comp and soft constitute Weap
Is discussed in Rule 41 and its accompanying Commentary. However,
even if they qualify as weapons, Ihe requircment to carry anns openly has
litik application in the cyber context.

14, The obligation to comply with the law of armed conflict attaches
o the group as a whole. Individual members of a group that adapts the
tactic of conducting cyber abiacks against civilian cyber infrastructure
do not qualify for combatant status even if they individually comply with
the law, By contrast, although a group may generally comply with the
law, various individual members of the group may commit war crimes,
Those individual members who commit the war crimes retain their
combatant status, but may be tried for them.

15, A party to a conflict may sncorporate a paramilitary or armed
law enforcement agency into its armed forces.'® The majority of the
International Group of Experts took the position that this provision of
the kw does not extend to intelligence or other government agencies not
entrusted with Taw enforcement functions. However, 3 minarity of the
Experts argued that the issue fell within the classic domain of State

ignty and rhat therefore a State is free to incorporate any entity
1t wishes mto the armed forces.

16.  Akhough Artick 43{3) of Additional Protocol 1 provides that the
other parties bo a conflict shall be notified of such incorporation, failare to so
notify the enemy does not imply that the individuals concerned remain
civilians."” Onice such groups have been properly incorporated into the
armed forees, their members may conduct cyber operations to the same
extent as members of the regular armed forces. The fact that they ako
contine to perform a law enforcement funciion has no bearing on this
status. Absent incorporation, the cyber activitics of such groups are governed
by the rukes pertaining to participation in hostilties {Rules 25 and 33),

1 They will gemerally do 30, bowever, w1 order to exhiblt tielr tabus as members of the
anned forces 10 the cvent than they become scparared from the abrab AMW Lol
covmumentary accompanying Rule 117,

" addtional Protoced |, Ant. 433

1T AMYW ManuaL commentary sccompanying Rule 10.
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17, Members of the atmed forces or groups assimilated to the armed
forezs who do not qualify for combatant status (and civilians taking a
direct part in hosiilities, Rule 35) are unprivileged belligerents. All
members of the International Group of Experts agreed thal unprivileged
belligerents, as defincd in this ruk, enjoy no combatant immunity and
are not entilled 1o prisoner of war status.'? Such persons are subject

ton under the d tic laws of the capluring State for con-
ductmgcylwr ions that arc unlawful under d i< law even if
stich acts are Tawfal under the lw of ared conflict when committed by
a comb The dlassic ples are conducting cyber attacks against
military personnel or miitary objectives. An unprivileged belligerent,
like any other individual, including a combatant, may be prosecuted Jor
commission of a war crime.

128, As noted above, a division of opinion exists with regard 10 the
four conditions for combatant status that apply bo groups assimilated 10
the armed forces. For those Experts who took 1he position that the
conditions apply equally to the armed forces, a member of the armed
forees capured while wearing no distinctive attire {or emblems) is pot
cnullod to prisoner of war status. Those E.xperts waking the conteary
F would conclude that the individ bership in the armed
forces suffices for entillement to priscner cf war status, although, in
certain specific circumstances, weartng civihan dothing might be perfidi-
ous {Rule 60} or subject the individual concerned 10 being treated as a
spy (Rule 66).

19, The International Group of E'Tms agreed that unprivileged
belligerency 15 such is pot a war crime.” Howevet, they recognized the
existence of a contrary posflion.

20. Ina non-international armed conlict, the notion of belligerent
(combatan) immunity does not ¢xst, Domestic law exclusively deter-
mines the guestion of any immunity from prosecution.”® In this regard,
it must be remembered that many cyber activities, like certain forms of
hacking, have been criminalized as mattars of d ic law. For i

% U5 Commanper’s Hakpeook, paras. 5412, 113, Some members of dw International
troup of Experts ook the positon et civilians enfitled wo prisoner of war status
purswernt b Ar. dafd) and {5) of Geneva Comvention 111 enpay no inmanity o they
partleipate in hostiliizs, bun would net ke prisoner of wat shius.

AW MANUAL, commentary acoompatying Rule 111(h).

B UK Manuan, parss. 15.6.0, 15.6.2, The stakement s ot absoluke, For mslance, consider
the case of u forelgn diplomed whao hos taken a ditect part im hosdilities i a manner thet
wiolutes the law of the Saate to which she 1 sooredited,
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if 3 member of cither the armed forces or the opposition forces hacks
into the ad ¥'s comp 4 ! i¢ law will d ine the
legality of such actions. Note that domestic law ofien permits members of
the armed forces and law enforcement agencies to conduct activities
such as the use of force that would otherwise be unlawful. OF course,
any State or international tribunal with |l.lnsd|ct|on over the individual
and the offence may prosecute ding a ber of
the State’s security forces, who commits war imes during » non-
international armed conflict.

Rule 27 - Levée en masse

In an internatbonal armed conflict, inhabitants of unoccupied terri-
tory who engage In cyber operations as part of a levée en masse enjoy
combatant immunity and priconer of war status.

1. This rule is based on Article 2 of the Hague Regulations and
Artick 4A(6) of Geneva Convention [l It veflects custormary inter-
national law,™ but does not apply 1o non-international armed conflict,

2. A levée en masse consists of the inhabitants {ie, not an individ-
ual oc a small group} of non-occupied terrltory “who on the approach
of the enemy spontancously take up arms to resist invading forces,
without having time to form themselves into regular armed units’ > In
light of the requi for an invasion and for the territory to be
unoccupied at the time the acts of resistance occur, the circumstances
under which a levée en masse can exist ace factually limited ™ Lewdes en
iasse need not be organized, and although their members must carry
arms openly and respect the laws and customs of war, they need not
wear a distinctive emblem or other identifying attire.?* The LCRC
Commentary to Getieva Convention 1L states that the notion of a levée
en masse is ‘applicable to populations which act In response to an

415 CoMMANDERS HANDBOOK, pars. 5.4 1.1; UK Manvar, parss. 48, 11.12; Canabean
ManuaL, para. HM;, GERMAN ManuaL, paras. M4, S 1CRC Cistomary IHL Steor,
comamentary acownpanying Rule 106,

2 Genevn Convention 11, A, 3A46). See aleo ICRC Cusromary THL STupy, commentary
accotmpanying Rube 5, which expluns that members of 2 fvée n nnasee ate an exeepison
1 the defimitlon of civliane m than slthough they are not members of the armed forees,
they qualify a4 combatumts,

2 UK Manuad, para 4.8 GeRmat Manuar, pars 31, See alse ICRC INTERPRETIVE

4 Gz W 5,

LIRC Geneva Convarmion 1 CoMMENTART al 47
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order by their government given over the wircless'?® Extension to
orders given by cyber means is sppropriste.

3. As applied in the cyber context, applicatlon of the concept is
somewhat problematic. Consider a case ln which members of the
population spontancously begin to mount cybezr operations in zesponsc
toan invasion of their country. If the operations involve a large segment
of the populaticn and If they target the invading force, those lnvolved
will arguably qualify as members of a fevée en masse. However, the
means and expertise necessary to engage effectively in cyber operations
may be relatively limited In the population. It is unclear whether a
levée et masse can be comprised solely of a significant portion of the
cyber-capable members of the population.

4. Moreover, a levée er masse was historically understood as involv-

ing a general uprising of the population to repel an invaslon by an
approaching foree, Since it did not < plate military operations deep
into enemy territory, it ks questionable whether individuals launching

cyber operations agalnst enemy military objectives other than the invad-
ing forces cant be considered members of a levde en masse,

5. The International Group of Experts was divided a5 to whether the
privileges associated with the levée en masse concept apply to a chvilian
papulation countering 2 massive cyber attack, the effects of which are
comparable to thase of a physical invasion by enemy forces. According
to a majority of the Experts, the concept of fevée en masse is to be
understond in 4 narrow sense, requiring the physical invasion of
hatianal terribary.

Rube 28 - Mercenaries

Mercenaries involved In cyber operations do not ¢njoy combatant
immunity or prisoncr of war status.

1. Article 47(1} of Additiomal Protocol T reflects a customary inber-
national law rule that mercenaries, including those engaged in cyber
operations, are unprivileged belligerents.”® As the notions of combatant
status and belligerent immunity do not apply in non-internaticnal
armed conllict, this Rule has no relevance to non-nternational armed
<onfhict,

B ICRC Geweva Convention (Il COMMENTARY 81 67,
UK Manuar. pores. 4-10-4,104 (as smendedl Camanian Manuar, pam. 319; Gepuan
MamuaL, paea. 30 BCRC Costomany THL StuoT, Ruke 108,
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2. The most widdly accepted definiton of mereenary is found in
Article 47(2) of Additional Protocol 1. It scis forth six conditions that
must be cumulatively fulfilled: special recruitment; direct participation in
hostilities; desire for private gain as primary motlvatlon; nelther a
national of a party to the conflict nor a resident of termitory < llcd
by & party; not a member of the armed forces of a party to the conflict:
and not sent by another State on official duty as a member of its armed
forces. For example, consider a private company located in State A that is
engaged by State B to conduct cyber operations on its behalf in its armed
conflict with State C. 5o long as Ihe six criteria are fully met, Its employ-
ees who conduct the cyber of are jes, and thus unpriv-
ileged belligerents. The same would be irue with regard to a “hacker for
hire’ who meets the criteria, even if operating alone and far from the
battlefiekd

3. Itis clear that no person qualifying as a mercenary enjoys com-
batant status. This is especially important in light of the criminalization
of mercenarism by many States.

Fule 29 - Civillans

Clvilians are not prohibited from directly participating in cyber oper-
ations amounting to hostilitics. but forfeit their protection from
attacks for such time as they so participate.

1. Asnoted in Rule 25, no rule of 1reaty or customary intemational
law prohibits <ivillans from directly parlicipating in hostdities during
either international or non-international armed condlick. However, they
lose their protectlon from attack [Rule 32) when doing so (Rule 35).7

2. Inaccordance with custornary international law, Article S0(1) of
Additional Protocol | defines clvilians Ln negative terms as being all
persons who are neither members of the armed forces nor of & fevée
e piasse, This approach is implicit in Geneva Conventions 11l and [V, As
a general matter, then, during an international armed conflict, civilians
are persons who are not members of the armed forces or of groups
assimilated 1o the armed forces (eg, organized resistance groups
belonging to a party to the conflict) and who are not participants in a
levde en masse (Rules 26 and 27).

#UI5 Commanprn's Hanosook, pare 824, UK Manuar, par. 532, (a5 amended);
Canapiat Matuar pam MB: NIAC WManvan. pars, E1-3 LI LLLE AMW
Manvar, chapeau to scc F,
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3. The majority of the Imtemational Group of Experts agreed that
civilians retain civilian status cven if they dircctly paniicipate in cyber
hostilitles. For i ider an Lnternational armed conflict in
which civilian patriotic hackers independently undertake offensive cyber
operations against the cnemy's forces. Such individuals may be lawfully
tazgeted, and, unless they qualify as pacticipants in 2 Jevée en masse,
lack combatant immunity for their actions. A minority of the Group took

the position that these individuals qualify as neither combatants nor
clvilians, and thercfore do not benefit from the protections of Geneva
C i 10 or TV, respectively

4. The Fact that there is no mmbnmnt status in respect of non-
international armied conflict sometimes results in differing terminclogy.
Neither Common Article 3 to the Geneve Conventions nor Additional
Protocol 1T defines the term ‘civilian’. For the purposes of this Manual,
civiltans in a non-international armed conflict are those individyals
who are not members of the State's ammved forces, dissident armed forces,
or other organized armed groups.

5. Although the law of armed conflict does not prohibit participation
i 3 non-international armed conflict, all participants remain subject
ta its specific prohibitions, such as that on attacking individuals taking
no active pazt in hostilities (Rule 32). Moreover, civillans are subject to
prosecution under the domestic law of the State that captures them,
which may include a prohjbition on participation.

SECTICN 2: ATTACKS GENERALLY

1. The law of atmed conflict appbes to the targeting of any person or
object during armed conilict irrespective of the means or methods of
warfare employed. Consequently, basic principles such as distinction and
the prohibition of unnecessary suffering will apply to cyber operations
just 23 they do to other means and methods of watfare. The applicability
of particular treaty rules is determined by such marters as whether a State
is & Party to the treaty in question, its smus 45 & party to the conﬂn:t and
the type of atmed conflict (international or non-internati

2. The principles and Rules set forth in the sections regarding artacks
(Rules 30 to 58) apply equally to situations in which cyber means are
used to take control of enemy weapons and weapon systemss, @5 in the
cuse of taking control of an unmanned combat acrial system (LCAS) and
uslng it to conduct artacks,
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3. Anticle 4%(3) of Additional Protocol 1 limits the Protocol's provi-
sioms on the conduct of hostilitics ‘to any land, air or sea warfare which
may alfect the civillan population, Individual civilians or civilian objects
on fand. They further apply to all attadks from the sea or from the air against
objectives on land but do not otherwise affect the rules of international
law applicable in armed conflict at sea or in the air’ The Intematicnal
Group of Experts agreed that despite this apparent Limitation, State practice
was such that the principles cxpressed in the section, to the cxtent they
eflect customary international law, apply equally 10 attacks to or from
the land, at sea, or in the aie.®® The only exception to thiz condusion
apphies with regard to precautions in attadk {see Section 7 of this chapter).

Rule 30 - Definition of cyber attack
A cyber aneack is a cyber operath vhether offy or defensi
ﬂlalisreasmablyexymcdlucaminjuryordealhlopermmor
damage or destruction fo objects.

1. For the purposes of the Mamlal, this definition applies equally in
intermational and non-i ional armed conflict™

2. The notion of “attack’ is 4 concept that scrves as the basis for o
number of specific limitations ard prohibitions n the law of armed conflicr.
For instance, civilians and civilian objects rmay oot be “attacked’ (Rule 32}
This Rule scts forth 2 definition that draws on that found in Anicle 49(1) of
Additlonal Protocol I: ‘attacks means acts of violence against the adversary,
whether Ln offence or defence’. By this widely accepted definition, it is the
use of violenee against » bargel that distinguishes attacks from other
military operations. Non-violent operations, swch as psydwlog.lcal cyber
operations or cyber esplonage, do not qualify as attacks™

3. *Acts of violence’ should not be understood as Limited to activides
that celease kinetic force. This is well setiled in the law of armed conflict.
In this regerd, note that chemical, biclogicel, or radiological attacks do
not usually have a kinetlc effect on their designated target, but it Is
universally agreed that they constitute attacks as a matter of law.” The

* Experts invalved in the AMW Menual process arived at the ssme conclusion. AMW
MaHUAL comBretilary sccompanying Rule 30,

® N[:C Manvan pars. 116 ICRC Aborvionsy Pretocols CoubiTaky, para 4783
and B 15,
X German Makuat, para 474,

* Tadié, Decision on the Defonce Motion for Inierocwtory Appeal, paras 1200 134
iregarding chemical weapons)
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erux of the notion Lies in the eficets that are caused. To be characterized
as an act of violence, an action must result in the consequences sct forth
in this Rule, which are explained below. Restated, the of an
operation, not its natum, are what generally determine the scope of the
term “attack’; ‘vioknce' must be considered in the sensc of violent
consequences and is not limited to violent acts. For instance, a cyber
operation that alters the running of a SCADA system controlling an
electrical grid and results in a firc qualifics, Since the consequences arc
destructive, the operation is an sttack.

4. All members of the International Group of Experts agreed that the
type of consequential barm set forth in this Rule qualifies an action as an
attack, although, as discussed below, there are nuances to its application.
The text of Articles of Additional Protocol [, and the ICRC
¢ ¥ thereto, supp this lusion. For instance, Article 51{1)
sets forth the general principle that the “civilian population and individ-
ual civilians shall enjoy general protection against dangers arising from
military operations’. Other Articles provide further support. The rules of
proportionality speak of Joss of civilian We, fnjury to civilians, damage to
civilian obects, or 3 combination freceof.> Thase relating to protection
of the envi refer to ‘widespread, long-term, and severe damage,"
and the protection of dams, dykes, and nuclear electrical generating sta-
tians is framed i terms of severs osses ameng the civilian populstion”,™
The Experts agreed that de minimis damage or destruction does not meet
the threshold of hanm requ'r.red by this Rule.

5. The word “cause’ in this Rule is nat Jimited to effects on f.he
tacgeted cyber systom. Rather, it encomp any by i
consequential damage, destruction, injury, or death. Cyber attacks
seldom Lnvolve the release of direct physical force against the targeted
cyber system; yeb, they can result in great harm to individuals or objects.
For example, the relcase of dam wa:ers by manipulating a SCADA
systern could cause massive d withan d
the systern. Were this operation 1o be conducted using kinetic means, like
bombing the dam, there is no question that it would be regarded as an
attack. Mo rationak exists for armiving at a different conclugion in the
cyber context.

6 Alhough the Rule is limited to operatioms againet individuals or
physical objects, the limitation shoukd not be understood as excluding

2 additions] Protocol 1. Arts. $1(SHb), srmtaaﬂn}. mz){ba

M additionsd Protosol {, Arts. 35031, 58(1) ional Prowocol L An. S601).



108 CONDVUCT OF HOSTILITIES

cyber aperations against data {which are non-physical entitics) from the
ambit of the term attack. Whenever an attack on datz results in the injury
or death of Individuals or damape or destruction of physical objects,
those individuals or objects constitne the ‘object of attack’ and the
operation thercfore qualifies as an attack. Further, as discussed below,
an operation against data upon which the functionality of physical
objects reltes can sometimes constitute an attack.

7. The phrase "against the adversary’ in Article 49(1) could causc
confusion by suggesiing that destructive operations must be directed a1
the enemy to qualify as attacks. The International Group of Experts
agreed thal such an Interpretation would make [ite sense Ln lght of,
for instance, the prohibitions on attacking civilians and civilian objects.®®
The Experts agreed that it is ool the status of an action's target that
qualifies an act as an attack, bt rather Its consequences. Therefore,
acts of violence, or those having violent eflects, direcied againsi civilzans
or chvilian objects, or other protected persans or objects, are attacks.

&  While the notion of attack extends to Injuries and death caused
to individuals, it &, in light of the law of armed conflict’s underlying
humanitarian pucposss, reasonable 10 extend the defniticn to serious
illness and severe mental suffering ﬂlal are fantamount to injury. In
particular, note thal Article 51(2) of Addi | Protocol I prohibits ‘acts
or threate of vioknee the primary purpose of which is to spﬂad tecror
among the civilizn population’. Since terror is a psychological condition
resulting in mentsl suffering, inclusion of such subering in this Rule
{s supportable through analogy.

9. Wih regard to digital culral property, see the C ¥
accompanying Rule 82,

10. Within the lmernational Group of Experts, there was extensive
discussion about whether interference by eyber means with the functon-
ality of an obiect constitutes damage or destruction for the purposes of
this Rule. Although some Experts were of the opinion that it does not, the
majority of them were of the view that Interference with functicnalliy
qualifies as d ift of functionality requires replacement of
physical componcnu Consider a cyber opcratlon that is directed against
the computer-based control system of an electrical disiibutton grid.
The operation causcs the grid to coase operating. 1o order b0 restore
distribution, cither the control system or vital components thercof must

3 See also AW Marvar, commentary to Rule I¢el.
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be replaced. The cyber operstion is an atlack. Those ¢2perts taking this
position were split over the issue of whether the ‘damage’ requirement is

met in sitmtions where functionality can be d by reinstalling the
operating system.

11, A fow Experts went so far as to suggest that interference with
functionality that necessi data ion, while not requiring phys-
ical repl of comp or reinstallation of the operating systems,
qualifics a5 an attack. For these Experts, it is immaterial how an object
is disabled; the object's loss of usability « i the isite damag

12, The International Group of Experts discussed 1he characteriza-
tich of a cyber operation that does not cause the type of damage st forth
above, but which results in large-scale adverse consequences, such as
blocking emsil communications throughout the country {as distinct from
damaging the system on which transmission relies). The majority of
the Experts took the position that, although there might be logic n
characterizing such activities as an attack, the law of armed conflict does
not presently extend this far. A minority took the position that should
an aroned conflict fnvelving such cyber operations break out, the Inter-
national cammunity would gcntrally regard them as atkack. All Experts

, that P of the kaw of armed conflict
thal address sntualions other than attack, such as the prohibition on
collective punishment (Rule 85), apply to these operations.

13, It shoukd be noted that a cyber operation might not result in the
requisite harm to the object of the operation, but cause foreseeable
collateral damage at the level set forth 1o 1his Rule, Soch an operation
amounts 1o an attack to which the relevant law of armed conflict applics,
particularly that regarding proportionality {Rule 513,

14, A cyber operation need pot actuslly result {n the intended
destructive efizct to quallfy as an attack® During the egotiation of
Additlonal Protocol 1 the issue of whethet Laying land mines constituted
an attack arose. The ‘general feeling” of the negetiators was that "there is
an attack whenever a person is directly endangered by a mine laid’.” By
analogy, the introduction of malware or production-level defects that are
cither tire-delayed or amvalc oa the octurrence of 3 particular e\'tnl |s
an attack when the intend quences meet the requisite th
of harm. This i so irrespective of whether they are activated. Some
tembers took the position that although there is o requirement that

X ee alse AMW Manuar, commentary 1o Rule He).
# ICRC ADDITIORAL FROTOGOLE COMMENTART. para, 1881,
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the cyber operation be successful, an attack only transpires once the
malware i activated or the specificd act cocurs.

15.  An attack that i successfully intercepted and doss not result ln
actual harm is still an attack under the law of armed conflict. Thus, a
cyber operation that has been defeated by passive cyber defences such as

lls, anti-virgs soff and i ion detection or prevention
systems nevertheless still qualifies as an attack If, absent such defences,
it would have been likely to cuuse the requisite conscquences.

16. Cyher operations may be an integral part of a wider operation
that constitutes an attack. As an example, a cyber operation may be used
to disable defences at a rarget that is subsequenily kinecically artacked Tn
such a case, the ¢yber operation is one comp of an aperation that
qualifies as an z2ttack, much 25 laser designation makes possible attacks
using laser-guided bombs, The Yaw of armed conflict on attacks applies
fully to such cyber operations.

17. )an attack is conducted against civilians or civilian objects in the
mistaken but reasonzble belief that they constitute lawful targets, an attack
has nonetheless ocourred. However, ifthe attacker has fully complizd with
the requirement to verity the arget {Rule 53), the atrack will be lawful.

i3, Mt may be the case that the target of a cyber attack does not realize
it has been artacked. For instance, a cyber attack directed against civilian
{infrasteuctore may be designed to appeat as if the ensning demage
resukted from simple mechanizal malfunction. The fact that a cyber
attack |5 not recognized as such has no bearing on whether it qualifies
as am attack and is subject to the law of armed conflict thereon.

19, Carz is required when identifylng the originator of an attack. To
illustrate, an ndividua! may receive an email with an attachment con-
taimmg malware. Exscution of the malware, which occurs automatically
upon opening will cause the requisite level of harm, If that individual
unwittingly forwards the email and it does cause such harm, he or she
will not have conducted an attack; the email's originator will have done
so. By contrast, If the Intermedrary forwards the email knowing it
conkains the malware, both individuals will have conducted an attack

Rake 31 - Distinction
The principle of distinction applies 10 cyber attacks.

1. The 1868 St Petershurg Declaration provides that “the only kgit-
imatz object which States should endeavour to accomplish during war is
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to weaken the military forees of the enemy’. This general principle is the
foundation wpon which the principle of distinction is based. The
principle of distinction is one of two ‘cardinal’ principles of the law of
armed conflict recognized by the International Court of Justice in its
Advisory Opi.niom on \he Legality of the Threat or Use of Nudlear
Weapons™® The ather is the prohibition of unnecessary suffering
(Rule 42). Aomrdmg to the Court, these principles of customary inter-
ional law are*

2. Aticle 48 of Additionsl Proloool 1 codifies the customary inter-
national law principle: ‘In order to ensure respect for and protection of
the civilian population and civilian objects, the Parties to the conflict shall
at all times distinguish t the civilian population and comt
and between civilian cbjects and military objeclives and accordingly shall
direct thelr operations cnly against military objectives” The principle

applies in both international and non-intemational armed condlicr. 1t s
included in virtually all military law of armed conflict manuals, is cited
in uneficial compilations of the « ional law of armed

cenflict, and appears in the statutes of mnernauonal irtbunals.*

3. In non-international armed conilict, the principle of disiinction
chliges the parties to distinguish between civilians, on the one hand, and
members of State armed forces and organized armed groups, including
members of the regular or dissident armed farces, on the ather™ The
International Group of Experts agreed that this obligation akso requires
the parties to distinguish between military objectives and civilian objects
despite the fact that Artick 12 of Additional Prowecol 11 was originally
not meant ta extend o eivilian chiects, '

B Wuulvar Weapons Advisory Opinkn, para TB. According (o the Cour, "Sates must never
make civilians the object of attack and must comsequently never wse weapons that are
ncapable of distingulshing beiwecn civilion and military largets."

¥ Muclear Weapous Advisory Opimion, para, 79

¥ See, £g. US Cosnanper's Haupsook, pars. 533 UK Manuar, para. $5-253 (as
wmended); Catantart Marivas, paa 425 AMW Manvar, Rule 10; HLAC Manuar,
pare 123 ICRC Customany IHL STURY, Rules |, 7 548 REsbc ManUaL, Rule 3, Rome
Statute, Arts, BCZIbfi) and (i), 823Kl and ().

*1 NIAC Manvat. pedi- I 11 In Tad-u‘ ﬂw Inw lnmal CmmmlTnbund for the Former

Yugoekivia I armed condion.
Tadit, Pecition on the Defence Mu:lon for InlerIocmoq Appeal. pars 122, 127,
@ JcRC A P Y para 4759 {noaing that Art. 13 of Protocol

1 provides no general protection for civilian obicots) But see NLAC Manuay, pam, 123
ICRC Cosromant IHL Stuny, Rule 14 Hdentlfring gencral protection for civillan objects
in non- intemationat armed condlict),
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4 Articks 51 and 52 of Additional Protocol | reflect the principle of
distinction by sctting forth protections for the civilian popuktion and
civilian objects respectively (Rules 32 o 40} It also undetgi.rds varions
Articles that extend special prot: rti d persons and
objects," and is the basis from which th: principk of proparticnality and
the requirement o take precautions in attack arise (Ruks 51 to 58).

5. Certain operations directed against the civibian populstion are
lawful* For instance, psychological operations such as dropping keailcts or
making propaganda broadcasls are not prohibited even if civilians arc the
intended audience.™ In the mnte_n of cyber wartare, transmitting email

ges to the enemy p 5 l.‘lr‘gin L would likewise com-
port with the law ofarmcd wnﬂlci Only when a cyber operation against
civilians o7 civilian abjects {or ather protected persons and objecis) rises to
the level of an attack is it prohublied by the principle of distinction and those
rules of the Law of armed cordlict that derive from the principle. Whether a
particular cyber aperalion qualifies a5 an ‘altack’ ks the subject of Rule 20.

6. Since the principle of distinction is intransgressible, any rationale
of juetification for an artack not permitted by the law of armed conflict is
irrelevant in determining whether the principle has been vielated¥
As an example, an attack against a civilian object would be unlawful
even if it shortened the course of the conflict and thereby saved civilian
lives. Sumilarly, cyber attacks against a civilian leader’s private property
designed to pressure him Into capitukbon would be unlawful if
the property qualified as a civilian object irrespective of whethes the
conflict would likely be shortened,

7. The principle of distinction, as wsed in tlus Rule. mus1 nat be

fused with the obligation of coml ts to d
from the civilian population {Rule 26).

4 g dditional Protoced I, Arts, 53-6.

e F . paza., H878,

2 AMW MaNUAL, cotnmentary An:nmpmylng Rulde 13E]. OF course, thie 14 only s long as
the actions de not vicdate the prohibition on Ihe civilian popul set forth
in Rule 35.

* Dring the 2009 invasion of [raq. '"Thousands of Tragi rilitary officers reccived ¢-mails on
whe Iraqn Defense Ministry e-mudl system just belore the war started.’ They were told o
place tanks and armoured vebucles i fration and standon thers, walk away, and ga
Irtees, Fchard A, Clarke and Robert K. Knake, Crbeawakespt; THE HEST THREAT Ta
NATIONAL SECUNITY ARD WHAT T0 Do ABouT Iy 5-10 (2010,

7 Of conrse, if o civilian is anacking s member of the armed forces for reisons unrelared 4o
thwe canilics, the member of the armed Forces mey dafend him or hersel, This princlple
applies m the cyber comtext,
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SECTION 3: ATTACKS AGAINST PERSONS

Rule 32 - Prohibition on attacking civilians
The civilian population as such, as well as individwal civilizns, shell
b0t be the object of cyber attack.

1. This ruke is based on the principle of distinction, set forth in Rule
3L It has been codified In Article 51{2) of Additional Protocol | and
Article [3(2) of Additional Protocol 1! and is undoubtedly reﬂecuve ol'

y international law in both international and non-i
armed conflici*®
2. Astothe dea‘mmon of cm]ml see the Commentary to Rule 29,
The “civilian p jon' o all p who are civillans, The

plesence within the civiliar: popula'hon of individuals who do fiat come
withir: the definition of <ivilians does not deprive the population of its
civilian character.™

3. Foracyber operation to be prohibited by this Ruls, it must qualify
as an attack. The term attack is defined in Ruk 30.

4. Under this Ruk, the “object’ of a cyber atlack is the person against
whom the cyber operation is directed. Although protected from being
made the object of attack, civilians lose their protection for such thme as
they directly participate in hostilitics (Rulc 35},

5. Toqualify as the abject of an attack, the harm to the relevant person
{or object) must meet the level set forth in Rule 30, For instance, consider
th: case ofa cyber operaticn intended to hann a particular individual by

g her medical inf jon stored in a hospital's database, She
would be the object of attack, but the database would not be if the damage
thereto does not cise to the Jevel required for an attack, By contrast,
consider the case of 2 cyber attack against the SCADA system of a chemical
plant that is designed to cause an explosion. The explosion is planned 1o
resuk in the release of toxic substances that will kill the swrounding
populstion. The chemical plant and the population arz both objects of
attack because the requisite level of harm is reached as to each of theo.

¥ US ConmanDERS HaNDRoO, K, 8.3 UK MaNUaL, pars. 25.2 (s amended), 5.3,
CanaBlan Manyal, paras. 312, 423 German Makval, paras 404, 502 AMW Manvan
Ruke 11 and scomnpanylng comeentary, MAC ManUaL para 2 1 ICRC Cusiom-
ART THL STy, Rule 1. See also Rome Statwte, Arts. B{Z0(b)(i} and {iiy, BIZp(epib and (i)
o Mt udgment, paras. 67-9; Galié Appeals Chamber Judgment, pams. 190-1
# additionad Protocal §, Arts. 50(2), $0(3)
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6. The fact that a cyber attack direcied against 2 military objeciive
{Rule 38) forcsecably causcs incidental damage, destruction, injury, or
death to civilians or civilian objects does not make those individuals and
objects the ‘objects of attack’ ™ Consider a cyber operation designed
to down military aircraft by attacking a military air traffic control system.
The aircraft are lawdul objects of attack. However, civilians on the ground
who are injured or killed when the aircraft crash would not gqualify
as objects of attack. [nstead, any protection such persons enjoy would
derive from ihe principle of proportionality and the requirement to
take precautions in attack (Rules 51 to 58).

Rule 33 - Doubt as to status of persons

In case of doubt as to whether a person is a civilian, that person shall
be considered to be a civilian,

L. The International Group of Experts concluded that Rule 33 is
reflective of customary international law and is applicble in inter-

tional and noo-international armed conflicts> The presumption of
civilian status in cases of doubt is codified in Article 5001} of Additonal
Protocol | Some law of armed conflich manuals recognize this Rule?

2. A number of Experis wers unable to accept an interpretation of
the Rule whereby the attacker alope bears the burdern of disproving
civilian status in cases of doubt They noted that since a defender has
an abligation to take passive precautions (Rule 59}, such an ocutcome
would be inappropriate. Subject to this interpretation, they accepted
inclusion of Rule 33 in this Mangual

3. The precise threshold at which the doubt is sufficient to bring this
Rule into operation is unsettled, On ratification of Additional Protocol 1,
a number of States Party made relevant statements concering Article
S0{1). The United Kingdom, for instmce, obsstved that the Articlke
applies only in cases of 'substantial doubt sull ining’ after ‘assess-
ment of the information from all sources which is reasonably available to
them atthe rekevant rime'.™ In contrast 1o substantial doubt, the concept

2 15 Counianpens Hanpacor, pata B3I

H St e g, AMW Masital, commmentary dccomparying Rule 1 2(); [CRC Customagy THL
STUDY Coftumeriary sccompanying Ruls 6.

5 ATK MaRUAT, pars 5.3k CAMADIAN MANUAL, para. 429,

* K Additiomal Protocel B I pare. thi; UK Makus, pam, 534 (o
amended).
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of ‘reasonable doult' has been used for the purposes of determining
liability under international criminal law, ™ Whatever the precise thresh-
old of doubt necessary to bring the Rule into play, it is clear that the
mere existence of some doubt is insufficient to establizh a breach.

4. The issuc of doubt is cspecially important in the cyber context, [n
many countries, the tse of comp and o ks by civil-
ians is pervasive and the networks that civilians and the armed forces use
may be conjoined. In such cascs, computer wse, or the tse of a particular
network, may not per se indicate mililary status. This predicament is
compounded by the fact that the individuals are usually not physically
visible while engaped in cyber activites.

5. The presumption s to civilian status is distinct from the issue of
unicerfainty 25 to direct pariicipation in hositlities. In other words, the
presumption set forth in this Rule applies when there iz doubr as w
whether the individual is a combatant or civilian, In the case of direct
participation, the individual is by definition a civilian; thus, the marters
about which doubt can exist relate to that individual's activities, not his
ot her status, Om the presumption in the context of diredt patlicipalion,
see the Commentary accompanying Rule 35,

6. Although there is no directly equivalent rule in the law relating to
non-international armed conflicts because the notion of combalancy
does not exisl tn those oan[llcls (Rule 26}, the cusmmanr principle of

inction applies. Conseq durmg non ional armed con-
flicts, 2 § ption that an i ividual b5 a civilian protected against
attack attaches whenever suffickent doubt on the matter exists.

Rule 34 — Persons as lawiul objects of attack
The following persons may be made the olject of cyber attacks:
(4) members of the armed forces;
(b) members of oxganlzed anmed groups;
{c} civilians taking a direct part In hostilities; and
(d) in an International armed conflict, participants in a levée en masse.
1. This Rule applies in both international and non-i ional
armed conflict, excepr as noted in fit. {d)>* N3 precise formulation
is derived by negative implication from other Rules set forth in this

M Gali¢ ‘Trisl Chamber judgment, pera. 55, ® MLAC Manuaw pana, 211
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Manual. Rule 32 prohibits abacks against civilians, thercby suggesting
that, subject to other restrictions in the law of armed conflict, thosc
who are not clvillans may be attacked Rule 35 provides that despite
being civilians, individuals who directly panticipate in hostilities lose
their protection from atlack, With rcgard to a Jevée en masse, the
conclusion that its pariicipants may be aHacked is dawn by inference
from the fact that they enjoy combatant status {Rule 27,

2. Status or conduct may render an individual Lable to attack. The
targetability of the first two categorics of persons is based on their slatus,
whereas the tarpetabllity of the lamter two depends on the conduct in
which they engage.

3 The term ‘members of the armed forces' is defined and discussed
in the Commentary accompanying Rule 26, In general, it refers
to members of the regalar armed forces and groups, such as certain

| groups of resistance , that are assimibated to the
regular amed forces, However, members of the armed forces who are
medical o religious personnel, or who are frors de camrbat, are not subject
to attack.™ Individuals are hars de combat if they have been wounded
of are sick and they are neither engaging in hostike acts nor attempting
to escape, have been captured, or have surrendered. A ber of the
armed forces who, despits being sick or wounded, continues to engage in
cyber operations directed against the enemy, or that enhance or preserve
his or her own side’s military capabilicies, is not frors de combar””

4. The Intemational Group of Experts was divided over qualification as
a member of an organized armed group {Commentary to Rule 23}, Some of
the Expetts took, the position that mere membership in such 2 group suffices,
In other words, once it is reliably established that an individual belongs t an
organized armed group, that individual may be attacked on the same basis as
amember of the armed forees. Other Expetts adopied the position set forth
in the 1CRC Interpretive Guidance, which limits membership in organized
armed groups to these individuals with a *continuous combat function’ >

* Getova 1, Aris. 24, 25; Addidonal Protocod |, Art 41; US CoMMabDER's
Hanprook, paras. §.2.3, 8240, B24.2; UK Manual, pars 54t CaRADIANE MAdist,
para M3 Genman Mawuan, para, 501 AMW Manuac, Bube 15063 MLAC Manoaw,
paras 232 3% WORC Cusrouany IHL Stuey, Rule 7.

¥ Sar, e.g, ICRC ADBITIaNAL PROToCH.S Cou MENTARY, parss, 1621-2 (characterlaing an
attewipt to communboate with one's own side a5 3 hostile act).

% JCRC IkTenpaETIVE GUIDAnce at 27, The nofion fnvolves an individual underiaking &
:lm:hw;s Fanction for the group invobving his or ber direct partholpation in hostilnics',

id, wi ¥
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For \hese Experts, individuals who do oot have such a furction are 1o be
treated as civilians who may only be abtacked for stch time a3 they directly
particlpate in hostilitws. The o y over cont combal function is
relevant in both imernational and non-international ammed confbict Ail
members of the International Group of Experts agreed that, with regard to
= groutp that consists of both mililary and political or social wings, only the
military wing qualifies as an organized armed group.

5. The [nternational Group of Experts was also divided over whether
an arganized armed group involved in an international armed conflict
must ‘belong 10 a party to the confbict’ to be subject to this Rule, For
instance, a particular group may be involved in cyber attacks for reasons
other than providing support to one of the pariies, such as religious ar
ethnic animosity ds their opp ar a desire to take advantage of
the lnstability generated by the armed confllet to accumnlate power.
The notion of "belonging to a party’ was ined in the G ¥
to Rule 26, Some Experts adopted the approach taken in the ICRC
Interpretive Guidance by which members of a group that does not beloog
to a party 10 the conflict are to be treated as civilians for the purposes of
that conflict.™ Accordingly, they <2n only be targeted for such time as
they directly participate in hostilitles. Other Experts took the positlon
that for the purposes of this Rule, oo such requirement exists; all
members of the group may be 1argeted based on their status as such,

6 With regard to civilians directly participating in hostilities, see
Rule 35 and the accompanying Commentary.

7. Aninteresting question in this regard is the qualification of private
contractors, The International Group of Experts agreed that individual
contractors are civilians who may only be targeted based on their direct
participation |n the hostilities (Rule 35). The more difficult case involves
a company that has been contracied by 2 party to the conflict to perform
specific military operations such s <yber attacks against the nemy.
The majority of Experts took the position that the company qualifies as
an organized armed group belonging 1o a party®® By contrast, the

¥ The Guidance does note that the group may be & party to 8 separate non-mtemationsl
armved conflict with iz apponent if the viclenee reaches the required threshold 1CRE
INTERPRETIVE GULBAnCE 21 Fid

¥ See ICRC IuTERFRETIVE GUIDANCE 21 38-9 (noting that contractars efizctivy [noarpor-
aed inbo the armed forcen of a parry to the confllet by being piven a continuos commbal
FuncBon wauld become membars of an organized armed geoup and woudd no longer, for
the purposes of the distinchion principle, quallfy a5 cvilians)- On qualifiction a5 an
organized armed aroap. sex Commenlary accompanying Rule 23
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minority was of the view the contractual eelationship would not be seen
as 3 sufficient basis for regarding the company as belonging to a party
{Rule 35). However, even ding ta the minority view, those b
of the company directly participating in the hostilities may be attacked

8 Civilian government employecs, such as members of intciligence
agencies, sometimes conduet cyber operations during an armed conflict,
In the event a particular group of such individuals qualifies as an
organized armed group, its members are subject to attack in accordance
with this Rule. Other civilian government ermployecs are civilians who are
targetable only for such time as they directly participate in hostilities

9. Peesons who arc taking pact in 2 levée en masse are targetable
throughout the period of their parlicipation therein. For tacgeting pur-
poses, they are not treated as civilians directly participating in hostilities,
that is, the *for such time' celterion does not apply (Rule 35). The ceiteria
for qualification as a Jewée en masse are discussed in the Commentary
accompanying Rule 27,

Rule 35 - Civillan direct participants in bostilities

Clvilians enjoy protection agalnst attack unless and for smch time
av they dircetly participate in hostilitics,

1. ‘This Rule is drawn from Article 51{3) of Additicnal Protocol L and
Article 13(3) of Additional Protocol LL. 1t is customary international law
in both i ional and non-i ional armed conflict®'

2. Rule 35 does not apply to members of the armed forces, organized
armed groups, of participants n a Jevée en masse. For the purposes of
this Rule, such individuals are not civilians.™ The Rule's application is
limited to individuals who engage in hostilities without affiliation to
any such group and to members of ad hoc groups that do not qualify
as an ‘organized amed prowp’ (for nstance, because they lack the

quisite degtee of organization). On the requi for qualification

¥ U3 Commarnen’s Hawppeok. paras. 822, 8.3, UK Manuar, parsa. 5.2 a2 amended),
158 Caznminn bManwas, pams 315, 17M: Goeman Mawvar, pars 517 AMW
ManuaL, chapean o ree By NIAC Manval, paras 113, 2132 ICRC CusTonany
THL Syubv, Rule 6.

# The ICRC Innerpretive Guldance tivin Ity aralysis of clvilixn syt ko situations invlv-
ing the conduct of hostilinies. ICRC INTERFPRETIVE Guinance # 11, That analysis, bke
hat set forth i this Commentary, i without prejudics to the question of civilian stavus
for ather purposes. such a5 detention,
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as #n organized acmed group, especially with regard to ‘continuous
combat fundiien’, sce the Commentary accompanying Ruk 34

3. An act of direct participation in hostilities by civilians renders
them liable to be attacked, by cyber or other lawful means, Additlonally,
harm to dired participants I Dot considered when assessing the
proportionality of an attack {Rule 51) or determining the precautions
that must be taken 10 avoid harming civilians dusing military opecations
(Rubes 52 to 58},

4, The International Group of Experts gencrally agreed with the
three cumulative criteria for qualification of an act as direct participation
that are st forth in the JCRC Interpretive Guidance. First, the act {or a
closecly celated series of acts) must have the intended or actual effect of
negatively affecting the ad ¥'s military operations or capabilities,
or Inflicting death, physical harm, or malerial destruction on persons or
objects protected against direct attack (ihreshold of harm).® There ts
no requirement for physical damage to abjects or harm to individuals.
In other words, actions that do not qualify as a cyber attack will satisfy
this criierion so long as they negathvely affect the enemy militarly. An

ple of an op tefymg the criterion 15 o cyber operatton
that distupts the enemy’s command and control network Some
members of the Internattonal Group of Experts took the position thal
acts that enhamce ome's own miliary capadty are included, as they
y weaken an ad ¥'s relative position, An ple is main-

raining passlve cyber defences of military cyher assets, Secorxl, a direct
causal link between the act m question and the harm intended or inflicted
must exist (causal link)™ In the previ le, the disrupiion 1o
the enemy’s command and conirol is directly caused by the cyber attack:
the criterion is met. Finally, the acts must be direcily related 1o the
hostilities (belligerent nexus) ** In the example, the &ct that the system

' In arder o reach the required threshold of ham_a spacilic sct must be Hiely v sdvepsdy
affert the military operations ot military capacity of & party 1o an amed conllicr or,
altennatively, to Inflicr desth, oy, or dewrction oa persons w objens proteceed
against direct attack’ ICRC INTERPRETIVE GuIpancE at 47, Sor o AMW ManoaL,
sommentary accompanying Ruls X,

* In arder for the requinnnent of direet caussion po be suusbed, there mud be s direct
causal tink between a speciic act and the harm Uy to readt ather fram thal a2, ar
from 3 coordinared millyary operation of which #ut a0 constitupes an wlegral pan.
ICRC INTeRPRETIVE N DaRCE at 8, Ser afzo AMW ManuaL. commentry to Ruls 29,

“ ‘In order 1o medt the requirament of belligerend pexus, an wer T be specifically
designed o directly cawss the required threshobd of harm in suppont of a party to the
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i$ Used to direet cocrny military opetations fulfils the condition, 1t must be
cautioncd that alhough the majority agreed on these critetia, differences
of apinion existed as to their precise application to particular actions.%

5, Clearly, conducting cyber attacks related to an armed conflict
qualifics as an act of dircel participation, as do any actions that make
possible specific attacks, such as identifying vulnerabilitics in a targeted
system or designing malwase In order to take nd\ranlnge of particular

Incrabilities. Other big les include gathering informa-
tion on enemiy operations by cyber means and paums it to one's own
armed forces and conducting DDoS operations against enenvy military
systems. On the other hand, designing malware and making it openly
available online, even if it may be used by someone invalved in the condlict
to conduct an aktack, does not <onstitute da.rect parlu:lpahon. Neither
woukd malntaini lly, even Hf such equip-
ment is subsequently used in the hoslﬂmea A more difficult sitgation
arises when malware is developed and provided to individuals in circum-
stances where it is clear that it will be used to conduct attacks, but where
the precise intended target is unknown to the supplier, The International
Group of Experts was divided as to whether the causal connection between
the agt of providing the malware and the subsequent attack is, in such a
situation, sufficiently dirzet to qualify a¢ dicect participation.

6. The ctiterion of belligerent nexus rules out acls of a purely crim-
inal or private pature that occar during an armed conflict. For example,
criminals who use cyber means to steal State funds belonging to a pany
to the conflict, but with & view o private gain, would not be direct
participants in hostilities. Some bers of the 1 ional Group
of Experts, however, were of the view that if individuals use cyber means
to steal Funds, private or publc, such theft would constitute direct
participation if, for example, the opecation was conducted to finance
particulac military operations.

7. Any act of direct participation ln hostilities by a civilian renders
that person largetable for such tme as he or she is engaged in the
qualifying act of direet participation.™ Al of the Experts agreed that this

conliet and 10 the dearlment of another” [CRC [NTESPAETIVE S DaRCE at SE See abw
AW RWaMUAL, omEnenlay sccampanying Rule 20

% Por imatance, there la a welFknown, on- gong debate over whether assembly of inpro-
vised exphosive devices or ling a5 8 volunlary humsn shidd quakifics 85 direct
panicipation

5" For fartdwr daboration, see KCRC INTERPRETIVE Ganpance 2t T0-1,
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wolld #1 kast include actions immedistely preceding or subsequent 1o
the qualifying act®® For instance, iravelling to and from the Jocation
where a computer used to mount an operation is based would be encom-
passed in the notion. Smneo(tllef.xpensmoktlwposium that the period

of participation ded a3 far ‘up " amd 'd " as & cautsal link
existed.” In a cyber operation, this period might begin once an individual
began probing the target system for vulnerabilies, extend throughout the

duration of activities againsl that syslem, and include the pcnod during
which damage is assessed 1o determine whether ‘re-attack’ is required.

8 A particularly impottant issue in the cyber context is that of
‘delsyed effects. An example is emplacement of a Joghc bomb designed
to activate 31 some future point. Activation may occur upon lapse of a
predetermined period, on corunand, or upon the performance of 2
particular action by the 1arget system (e, activation of the fire control
radar of a surface-to-air missile site}, The majority of the [ntemational
Group of Experts took the p that the duration of an individual's
direct participation extends from the beginning of his imvolvement in
mission planning to the point when he or she terminates an active rale in
the opetation. In the example the duration of the direct parlicipation
would run from the commencement of planning how to emplace the
logic bomb theough activation upon command by that individual. Note
that the end of the period of ditect partlcipation may not necessarily
correspond with the point at which the damage occurs. This would be
50 i the case of emplacement of the logic bomb by one individual and
later aclivation by another, The key with regard 10 targetabillty is ascer-
taining when a panlcular indlvidual's panticipation begins and ends,

% A minority of the International Group of Experis would characterize
emplacemient and activation by the same individual as separate acts of
dirsct padticipation. By their view, the completion of emplacement
woutd end the first period of direct padiicipation and taking steps Jater 10
activate the Jogic bomb would mark the commencement of a second period.

10, A further issue regarding the perjod of direct participation, and
thus susceptibility to artack, invelves 3 sitwation in which an individual
lsunches repeated <yber operations that qualify as direct participation.
Such circumstances are highly Lkely to arise in the context of cyber
operations, for an individual may mount repeated separate operations

“ICRE InTeRrRETIVE GUIDANCE F §7-8,
@ See Yorum Dinstein, Tne Cowpuct oF HosmiLTi os vNeEs THE Law oF INTERNATIONAL
ARMEDR ConFucT ot 147-9 (Ind ed. 2010}
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ovet time, cithet against the same cyber target or different ones. The
International Group of Experts was split on the consequence of Tepeated
actions with regard to the duration issue. Some of the Experts took the
positlon, adopted in the ICRC Interpretive Guidance, that each act must
be kmated sepamately in terms of direc) participation analysis.”® Other
Experts argued that this position makes litde operational sense. Tt woudd
create a ‘revolving doot’ of direct participation, and thus of Largetability.
For these Experts, direct participation begins with the first such cyber
opetation and continves throughout the period of intermittent activity.

1. Consider the example of an individual hacktivist who has, over
the course of one month, conducted seven cyber attacks against the
encmy’s command and control system. By the first view, the hacktivist
was only targetable while conducting each attack. By the second, he was
targetable for the entire month. Moreover, in the absence of a clear
indication that the hacktivist was o longer engeging in such aftacks,
he or she wonkd have remained targetable beyond that period.

12, The International Group of Experts was divided over the issue of
whether a presumption against direct paniicipation applies. Some Experts
took the position that in case of doubt as to whether a civilian is engaging
in an act of direct participation (or as to whether a certain type of activity
rises to the level of direct parbicipation), a presumption against direct
participation attaches.” Other Expents objected to the analogy o Rude 33
{regarding the preswmption in cases of doubl as to status). They wene
of the view that when doubt over these issues exists, the aitacker musi, as
a matter of law, review all of the relovant inf fon and act bl
in the circumstances when deciding whether to conduct the attack,

Y

Rule 36 - Tervor attacks

Cyber attacke, or the threat thereof, the primary purpose of which is
to spread terror amang the civilian population, are prohibited.

1. Ruk 2§ is based upon Anide 51(2) of Additional Protocol T and
Artick 132) of Additional Protocol 1. Boreflects customary intemational law
and applies equally in international and international armed conflict

o TCRC TNTERPRETIVE GUIbANEE 3t 44-5, T-1.

™ For the argument in favour of snch # presumptinn, s LCRE INTERPRETIVE GUIDARCE 41
b,

™ Galic Appeab Charober fudgment, paras. 86-98, 101-4, US Commareon'’s Hanpoook,
para, B9 LZ; UK Manwac, poras. 520, 5211 CAnapiAn MaNuaL, paras S17, 1720;
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2. To breach this Rule, & cyber operation must amount to 2 ‘cyber
attack’, or threat thereof, as that term is applicd and interpreted in Rule
30. The Wmitation to cyber attacks is supported by the FICRC Additional
Protocols C.mrumnl:;rg-r whjch notes with respect to Artlcle 51{2) that

“This provi is d to prohibit acts of violence the primary
purpase of which is 1o spread temror among the civilian population
without offering sub tal military advantage.™ As an ple of the

Rule's application, a cyber aitack against a mass transit system that
causes death or injury violstes the Rule if the primary purpose of
the attack is 10 1errorize the civiian population. 1t should be noted that
sich an operation would also constitute an unlawful anack agalnsi
civilians and civilian objects (Rnles 32 and 37}

3. The prohibition in this Rule extends to threats of cyber attacks,
whether conveyed by cyber or non-cyber means. For instance, a threat to
use a cyber attack to disable a cily's water distribution system 1o contam-
inate drinking water and cause death or illness woudd viclate the Rule if
made with the primary purpese of spreading terror among the civilian
popuiation, On the other hand, consider the example of a false tweet
(Twitter message) send out in otder 1o cause panic, falsely indicating thar
a highly contagious and deadly disease is spreading rapidly throughout
the population. Because the tweed is neither an akack nor a threat thereof,
it does not viclate this Rude,

4. N must be emphasized that the essence of the prohibition is its
focus on the purpose of a cyber attack, specifically the spreading of terror
among a cvilian population. While a lawful cyber attack agalnst a
military objective, including combatants, might cause terror, 1his is not
the type of attack covered In this Rule. As noted in the ICRC Additional
Protocels Commentary to Asticle 51{2), this provision is ‘intended 10
prohibit acls of viclmce, the primary purpose of which is to spread
terror, without offering sut tal militaty ach " The ¢
correctly points out that ‘there is no doubt that acts of violence rel.aled
ta a stale of war almost always give rise to some degree of terror among
the population’™

GERMAN ManaL, Park, ST HTAC Mattan, pare 119 10RC CustaMagy THL Stupy.
Ruk 2 AMW Manuar, Ruke 18 and accompanying commentary,

" ICRC ADDrionaL FRoTocots CoMBENTARY, Dara, 1340 (emphasis added),

™ ICRC Apmimansl ProTocoLs CommENTARY. pare IO, See alo UE Manual, pars
5211 ICRC ADpimional PROTOCOLS COMMENTART, Pars. 4786,



124 CONDVUCT OF HOSTILITIES

5. A violation of Rule 36 requires an intent to spread torrar amongst
the poputation. The Intemational Group of Experts agreed that terrifying
one or only a few individuals, even if that is the primary purpose of the act
or theeat, does not suffice, although engaping in an act of violence against
onc person in arder to terrorize a significant scgnent of the popudation
would violate this Rule.” Consensus alsa existed that this Rule does not
prohibit conducting atacks against enemy combatants in order to terroe-
ize them.

6. The text of Rule 3¢ only extends ta conduciing or threatening
cyber terror attacks. However, employing cyber means to communicate a
threat of kinetic attack with the primary purpose of terrorizing the
civilian population is likewise prohibited by the lew of armed conflict.

7. It shauld be noted that Article 33 of Geneva Convention IV pro-
hibits ‘measures of intimidation or of terrorism’. Unlike the norm set foeth
in Article 51{2) of Additional Protocol I, which is ceflected in this Rule, the
Article 33 prehibition is net limited to attacks that have a primary puzpose
of terrarizing those individuals. However, it extends only to protected
persons s defined in Article 4 of that trealy. A minority of the Inter-
natonal Group of Experis took the position that the conflusnee of Ariicke
33, Article 51(2), and State practice has resulted in a customary norm
prohibiting any operations, including cyber operations, intended {whether
the ptimary purpose of not) to kertorize the civilian popudation,

SECTION 4: ATTACKS AGAINST OBJECTS

Rule 37 - Prohibition on attacking civilian objects
Civilian objects shall not be made the object of cyber attacks. Com-
puters, compitter networks, and cyber infrastrcture may be made the
object of attack if they are military objectives.

1. The prohibition on attacking civilian objects derives historically from
the 1868 St Petersburg Decharation, which provided that ‘the only leglti
object which Stales should end 1o accomplish during war is bo weaken
the military forces of the enemy'™® This norm has since been codified in

™ Gafld Trial Chamber judgment, pars. 133,

™ St Petersburg Dicharation, preamble. Sre also Hague Regulations, An, 25 {noling “attack
or bombardment ... of lowns, villages, dwellings, or bulldings which are undziended i
prohibited”),
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Article 52(1) of Additional Protacal | and applics in international and non-
international armed conflict as customary international law.™

2. Fot a cyber operation to be prohibited by this Rule, it must qualify
as an “attack’. The tetm attack is defined in Rule 30.

3. Civilian objects are thosc objects that do not gualify as military
ahjeclives. Civilian objects and military abjectives are defined in Rule 38,

4. The International Group of Experts agreed that the determination
of whether an object is a civilian object protected from attack, and not
a military objeciive, must be made on a case-by-case basis.

5. The mere fact that a cyber anack is directed agalnst a civilian
abject is sufficient to violate this Rule; it does not matter whether the
aktack s unsuccesshul,

6. Ttis important to distinguish this Rule, which prohibits directing
attacks at civilian objects, from that which prohibits indiscriminate
attacks (Rule 49), The present Rule probibits attacks that make a pro-
tected object the ‘object of attack'. [n other words, the attacker is ‘aiming’
at the civilian object in question. Indiscriminate attacks, by contrast, are
unlawiul because they are not directed al any particalar object {ar
person), icrespeclive of whelher some of the targets struck gualify as
military objectives. 'This Rule must ako be distinguished from Rule 43,
which prohibits the use of indisctiminate methads or means of warfare,

Rule 38 - Civilian objects and military objectives

Civilian objects are all objects that are not military objectives. Military
objectives are those objects which by their nature, location, purpose,
of wie, make an effective contribution to military action and whose
total or partial destrwction, captute or neuwtralization, in the dreum-
stances rullivg at the time, offers a definite lli]ihryadvanhge. Mili-
tary abjectives may include comput P and cyber
infrastructure.

1. Anticle 52{1) of Additional Protocol | defines civilian objects in the
negative as ‘all ohjects which are not military objectives’. The term
‘military abjective’ was first defined in the 1923 Hague Draft Rules of
Air Warfare as ‘an objective whereof the total or partial destruciion

T U5 CoMMaNDERS HaNDRook, park £.3 UK MatUal, para 524 CaNaDiaN ManuaL,
para. 4% GeRMan ManvaL, pars, 451 AMW Marvar, Rule 11 and accompanying
commentay: NIAC banvar, pars. 5111 TCRE Custontant THL Stopy., Rules 7.4 1. See
alse Rome Staturte. Arte B{ZHb)(IH. B2HHiE, (xiid.
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woudd itube an obvious military ad ge for the belligerent'™
Lt has since been codified in Article 52(2) of Additional Protocal 1,
which defines military objectives as ‘those objects which by their nature,
location, purpose or use make an effective contribution to military action
and whose total or partial destruction, capture or neutralization, in
the circumstances ruling at the time, offers a definite military advantage’,
This definition has been adopted by many States in thelr military
manuals and is considered Tefleciive of customary international law in
both pon-international and international armed conflict,™ It also appears
in numerous other trealy instruments.®

2. As used in this Manual, the term ‘military objectives’ refars only
to thase objects mesting the definition sct forth in this Rule. The Inter-
national Graup of Experts took this approach on the basis that the lawful
targetability of individuals is dependent on either stats (Rule 34) or
conduel {Rude 35}, and thecefore requires a different analysis from
that set forth in Article 52¢2) of Addivional Protocol L.

3. The term "military objective’ is being used in this Rule, and
throughout the Manual, in its legal sence. It is a term of art in the law
of armed conflict. This legal term is not 1o be confused with the meaning
of the term in operational usage, that is, to refer to a goal of a military

petation. For iple, an operation may be designed to neutralize
particilar ehectronic ¢ ications, The ges are military object-
ives in the operational sense, but they do not constitute a military
objective in the kegal sense for the reasons set forth below. However,
the hardware necessary to transmit and receive the messages would
amount b a military objective in the legal sense.

4. The meaning of the term “object’ is essential to understanding
this and other Rules found In the Manual. An “object’ is characterized
In the ICRC Additional Protocols Commentary as something
‘visible and tangible’® This usage is not to be confused with the
meaning ascribed to the term In the field of compater science, which
connates entities that can be pulated by the G ds of

a progr 1g language. For the putpose of this Manual, computers,

™ Hagwe Air Warfare Rules, Art. 2461).

™ LS COMMANDELS HANDROOK, prra 8.2, UK ManUal, pata. 54.1 Cananisb Madital,
pars 306, GERAK biabivaL, par 345 AR Martian, Bk 109); MIAC Babieal, para,
L14; ICRC Customary [HL Srvoy, Bule 8; San Rewo Madvas, Rule 40

® Mines Protocol, Anl. 243 Protocol on Prohibitions and Restrictions on the Use of
[ncendiory Wespons. Art, 103, 10 Dctober 1980, 1M2 UNTS 137

4 yere ProtocoLs G parnn, H007-8,
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computer networks, and other tangible components of ¢yber infra-
strcture constitute objects.

5. 'The majority of the International Group of Experts agreed that the
law of armed conflict notion of object should not be interpreted as
including data. I¥ata is intangibk and therefore neither falls within the
‘ordinary meaning’ of the term abject®™ nor comparts with the explan-
atton of it offered in the [CRC Additional Protocel Commentary.
Neverthekss, as noted in the Commentary to Rule 30, a cyber operation
targeting data may, in the view of the majority of the Experts, sometimes
qualify as an attack when the operation affects the functionality of
computers or other cyber systems. A minority of the Experts was of the
opinion: that, for the purposes of targeting, data per se should be regarded
%3 an object. [n their view, failure to do so would mean that even the
deletion of ly valuable and important chilian datasets would
potentially escape the regulatory reach of the law of armed conflict,
thereby contradicting the custorary premise of that law that the civilian
population shall enjoy general protection from the effects of hostilities, as
reflected in Article 48 of Additional Protocel L. Por these Experts, the key
fastor, based on the undetlying objest and pumpose of Article 52 of
Additional Prolocol [, is one of severity, not nature of harm. The majority
characterized this pasition as de fege ferenda,

6. Dbpects may qualify as military objectives based on any of the feur
criteria set forth in the Rule {nature, location, purpose, o use)** ‘Nature'
involves the inherent character of an object, and typically refers to thase
objects that are fondamentally walitary and desighed to contribute to
military action® Military computers and military cyber infrastructure
are paradigmatic examples of objects that satisfy the nature criterion.
Of particular fmportance in the cyber context are military command,
control, communications, computer, intelligence, surveillance, and
recanmaissance {'CTISR) sy For instance, military cyber systems,
wherever located, and the facilities in which they are permanenty
housed, qualify as military objectives. The fact that civilians (whether
government employees o contractors) may be operating these systems is
irrekevant to the question of whether they qualify as military objeciives,

# Vlenma Conventlon on the Law of Treatiss, An I, May 196%, 1155 WH.T.S, 331,

B Soe AMW ManusL, Rule 22 and i U £ s Hanp.
»ooK, para, B.2; UK Mamuan, paras, 54.4{:} -ig)

HICRC ADpimionas PROTOCOLS CoMMENTARY. Fara, M2} tslaling ‘this ctegon com-
prises all obiccts directly wied by the wrmed forces™s,
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7. Dbijccts may also qualify as military objcctives by their “location’”,
Location rlorrnall}' refers to a geographical arcs of panticular military
importance™ therefore, for instance, an TP address {or block of [P
addresses) is not a location {although it is associated with cyber
infrastructure thal may qualify as a military objective). It is not the
actual usc of an area but the facl that by its location it makes an
effective contribution to enemy military action that renders it a mili-
tary objective. For instance, a cyber operalion against & rescrvoir's
SCADA system might be employed to release waters into an area in
which enemy military operations are expected, thereby denying its use
to the enemy (subject te Rule 83). Tn this case, the area of land is a
military objective because of its military wtility to the enemy. This
characterization justifies using cyber means 10 release the reservoir's
waters.

8. When a civilian object or facility is used for rmlt.lr)' ends, it
becomes & military objective through the 'use' critecion.® For instance,
if a party to the conflict uses a certain civilian computer network for
military purposes, that network loses its eivilian character and becomes a
military objective. This is sa even if the network also cominues to be used
for civilian purposes {with regard 1o attacking such ‘dual-use’ entities, see
Rude 39). Furthet examples of civilian objects that may become military
objectives by use, and which wauld therefore be liabke vo cyber attack,
include civilian rail networks being used by the military, civilian televi-
sion or radic stations that regularly broadcast military information, and
civilian zirfields used to lavmch and recover military aireraft, Care must
be taken in applying this criteriom. Fot ple, an entire comf
network does not qualify as a militaty objective based on the mere fact
that an individual router so qualifies.

9. The issue of civilian faciories occupied the particular attention of
the lnhcrnall.onal Group ai‘Brpcrls ﬁll Experts agreed that a faciory that

under contract to the enemy's
armed ﬁur\:es rs a military ub}eclm by use, even if it also produces items
for other than military purposes. All Experts forther agreed that a factory
that praduces iterns that the military only occasionally acquires 15 not a
militaty objective, The diffcult case involves a factory thal produces

oo F o v, para 2021

* Hugue Regulations, Are 27 (noting that civilisn objects enjoy protected stavas unkess
"sed at the time for miliary purposes’). S alse TORT Arpimonas PRaTacows Com-
WMENTARY, parw, 2021,




ATTACKS AGAINST OBJECTS 128

iterns that ate not specifically intended for the military, but which are
freguently put 1o military usc. Although all of the Experts agreed that
the issue of whether such a factory qualifies as a military objective by use
depends on the scale, scope, and importance of the military acquisitions,
they wete vmable 1o arrive al any definitive conduslons as to precise
thresholds,

10. Civilian objects that have become military objectives by use can
revert 1o civilian status if military use is discontinued, Once thal occurs,
they regain their protection from attack. H - if the disconti ce
is only temporary, and the civilian object will be used for military
purposes in the future, the object remains a military objective through
the 'purpase’ criterion. It must be cautioned that the mere facl that
a civilian object was once wsed for military purposes does not alone
suifice te establish that i1 will be so used in the futare,

11, The “‘purpose’ ceiterion refers 1o the intended fotuee use of an
object, that is, the object 13 not gresently beirg used for milkary purposes,
burt is expecied to be so used in the future.”” It acquires the status of a
military objective as soon as such a purpase becomes clear; an attacker
need not await its conversion to a military objective through use if the
purpose has already crystallized 10 a sufficient degres. For instance, if
reliable inf ion becomes available that a party ta the conflict 15 about
to purchase particular comp hardware or softy far military pur-
poses, those items immediately become military objectives. Similarly, 2
party that makes known its intention ta appropriate civilian transpon-
ders om a commumications sateltite for military use renders those trans-
ponders military objectives,

12, Difficulty aften arises in determining the enemy's intentions. The
law of armed conilict provides no particular standard of likelihood
for concluding that a civilian object will be converted to military use,
nar does It set forth the required degree of reliability for the information
on which such a determination is made. Instead, the law generally
requires the attacker to acl 2 a reasonable party would in the same ar
similat circumstances. In other words, the kgal question to be asked is
whether a reasonable amacker woudd d inc that the bly
available information is reliable encugh to canclude that the civilian
abject is going ta be converted to military use,

¥ ICRC ADDiTioRAL PROTOCOLS COMMENTRT, Dara, 2022,
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13, Ta qualify s a military objcclive, the object in question must,
through anc of the four crileria, make “an cficctive contribulion to
military action’. This Limiting clause reguires that a prospective Larget
contribute to the execution of the enemy's operations or otherwise
dizectly support the military activitics of the enemy ** For instancs, if a
factory makes compuler hardware thal is used by the military, the
contrit qualifies. Similarly, a website passing coded messages to
resistance forces behind enemy lines is making an ffective conlribution
to military action, thereby rendering the cyber infrastructure supporting
the website a military objective. One merely inspicing patriotic sentiment
among the population is not making such a contribution, and therefore,
a5 a civilian objecl, is not be subject to cyber atack.

14. The majority of the International Group of Experts was of the
opinjon that abjects that satisfy the nature criterion are always targetable,
subject lo ather applicable vules of the law of armed conflicl. For these
Experts, the requirements that a military objective be an object that makes
an effective contribution bo military action and that attacking it will yielda
definite military advantage are inherently mel for objects that are military in
nature, Under this view, a milHary computer network necessarily makss an
eftective contribution and its destruction, damage, ar neutrabization always
provide an attacker with a definite military advantage.

15, A minority of Ihe Expetts held the view that the definition of
military advantage limits attacks on objects that might qualify by their
ngture 10 situations i which a resulting definite military advantage can
be identified. In the network atack example, they would conclide that
even Ihough the network is mililary in nalure, a determination mast still
be made as to whether a militery advantage accrues to the atracker
through the network's destruction, damage, or nemralization before it
qualifies a¢ 2 mikitary objective™

16. A major issue in the law of armed conflict is whether war-
suslaining’ economic objects can qualify as military objectives. The US
Commander’s Hardbook gives an affirrmative answer to this question. The

* Hague Ar, IHE) ibiting & ion not ‘imperatively demanded by
the pecessities of war’),

* This apknken is based an the wording of Art 52120 af Additsanal Protoeot I which sers
fivth 2 twi-pronged test: {17 the obpect ‘makels] an elfective conedbution 10 mlkary
action’ and 12) be ‘wtad or panioular destuction, capture of neutralizarpn, b the
circumitances rking ai the time, offers a definite military advantape’. The majority
agreed with the two-prong test, bul took the position thal the sccond prong is dways
mal with regard to military objectives by nature
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Handbouk replaccs Ihc ph:asc mllmry action’ with “war-fighting r war-
i ‘econotmic objects of the cnemy that
mdlmcliy but eﬁ'ecﬂvel)r supporr. + and sustain the enemy’s war-fighting
capability may also be ked'?! Ad of this approach would, as
an illustration, argue that il ks lawful to launch cyber altacks against the
enemy State’s oil oxport industry if the war effort depended on the
revene from ol sales. The majority of the International Group of
Experts rejected this position on the ground that the connection between
war-ststaining activities and military action was 100 remnote, They would
limit the notion of military objective to those objects that are war-fighting
(uzed in combat) or war-supporting {otherwise making an effective
contribution w military action, as with faclozies producing hardware or
software for use by the military) and that otherwise fulfil the criteria of 2
military objective as defined above.

17, ‘Military advanlage’ refers to that advantage aceruing from an
attack. Such advantage must be assessed by reference to the attack
considered as a whole and not only from isolated or particular parts of
an attack ™ For instance, cyber attacks may be conducted against
milhary objective Rr from 2 location wher a related major operation
is about 10 be mounted in order to deceive the ensmy as 1o the aciual
location of 1he pending operation. Ln itself, the military value of 1he cyber
attack is i ficant since the operanons are pl ] to oocur else-
where, However, the success of |he ruse may determine the success of the
overall operation, In this case, the military advantage js that anticipated
from the operation as a whaole, of which the ruse 15 a part, This point 15
also crucial with regard to 1he application of the principle of proportion-
ality and the zequirement to take precautions in attack {Rules 51 1o 58).
It must be cautioned that the notion of ‘attack considered as a whole'
refers 1o a specific operation or series of related opetations, nod the
entire war,

18, The tenm 'military advantage’ is meant to exclude advantage that
is not military in nature. In particular, it would exclude advantage that
is exclusively economic, political, or psychological, Thus, for instance, 2

* 1S CoMMANDER'S HaNDaDSK, para. B2
* U5 Cammpsinis’s Hasiphook. pirs, 52,5, Ser dlse AMW AMANUAL, SOMIETIETY SETm-

panying Rule 24
¥ UK Mawosy, pars 544Gk UK Addidonal Protocol Ratificati para (%
Grnman hameaL, pare- 444, ICRC C THL S1vey, PANYitg

Rk 14,
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cyber attack on a <civilian busincss sector, while yiclding an advantage
to the attacker i the setsc that it would geoerally weaken the chemy
State, would not necessarlly result in miitary advantage in the sense
of affecting on-going or prospective military operations in a relatively
direct fashion. OF course, the sector would also fail 1o qualify as a
military abjective becausc it does not make an effective contributicn to
military action.

19, To qualify a5 3 military objective, the military advantage likely to
result must be ‘definite’. The 1ICRC Additional Protocols Commentary
provides:

L is not legitimate to faunch an stack which only effers putential or
indeterminate advantages Thase ordering or exeauting the artack most
have sufficient information available 10 lake this requirement into
account; n case of doubt, the safety of the dvilian population, which is
the aim of the Protocol, must be taken inte cons|deration*

20, The term ‘definite’ does not imply any particular quantum of
advantage. OF course, the degree of advantage aceruing from an attack
bears on the proportionality of an attack {Rule 51). Accordingly, a cyber
attack is lawful only when the attacker reasonably concludes that the
“total ot partial desiruction, capture, o lisation’ of the |
target will yield an actual military advantage. Cyber attacks anticipated to
produce only a speculative advantage are prohibited ™

21, The asscssment of advanisge is made with regard 10 the “circunm-
stances ruling #1 the time’, For example, a civilian air iraffic control system
used for miltary purposes while & damaged miltary system is being
repaired qualifies as a miltary objective and may be subjected to cyber
attack, Hawever, once the military system is restored and the civilian system
is returned 1o exclusively civilian use, it no longer qualifics a5 & military
objective (absent app Iy reliable inic ion that allows the attacker o
reasonably conclude that the enemy will use it again in the future for
military purposes). 1t would neither qualify on the basis of any of the ur
criteria, nor would an sttack thereon yield any definite military advantage.

22, The milktary advantage need rol result from the destruction or
damage of the military objeclive itself. The reference to capture and
neuiralization is especially important in this regard. For instance, attacking
a server through which the transmissions of an enemy command and

2 1CRC A F o pare 224
UK Manuac, pors SAAIT).
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control facility pass can result in military advantage. No damage is done to
the command and control facility, but its neutralization results in definite
military advantage for the attacker.

23. Cyber operathons create opporiunities to infuence civilian
morale. Possibilitics range from denial of scrvice operations to cyber-
facilitated psychological warfare. An cffect on civitian morake may not be
considered in determining whether an object of attack qualifies as a
military objective since a decline i civilisn morele s not a ‘military
advantage’ as that term is used in this Rule, Of course, an attack camied
out against an object that otherwise qualifies as a military objective can
have an incidental negative impact on civilian morale, This fact has no
bearing on the target’s qualification a5 a military objective, It 15 especially
impoartant te note that a decline in <ivilian morzle is not to be considered
collateral damage in the context of either the rule of proportionality or
the tequirement ta kke precautions in attack {Rules 51 to 58},

24, When ing whether a inated target ks a military objective
in the cyber context, it must be borme in mind that the use of the Internet
and ather cyber mfrastrueture by military personnel may be for reasons
unrelzted {or puly indirectly related) ta the hostilities. For instance, military
personnel in the field often use civilian phone or email services 1o consmu-
nicate with families and friends, pay bils, etc. The International Group
of Experts was divided aver whether such use rmders that civilian
cyber Infrastructure subject to attack as a military objective through use.
The majority took the position that the cyber infrastructure upon which
the setvices depend does nat so qualify because the services do nat make
an effective comtribution to the enemy’s milivary astion and, by extension,
their denial would not yield a definite military advantage to an attacker. The
minority suggested that since the use of the cyber infrastructure coniributes
to the morak of the enemy forees, conducting an attack against it would
confer 2 military advantage. They cautioned that this sort of conclusion
should not be crafted so beoadly as to sugpest that any obyect qualifies as
a military obyective if damage to it hurts enemy morak. For the Experts
taking this position, the dexiding factor in this particular case was the
actual use by military forces deployed to the area of operations. Morcaver,
they emphasized that the lssues of proportionalty and precautions in
attack would have to be considercd by an attacker. All Experts concurred
that if the civilfan email services are being used to transmit militarily usefl
infarmation, the infrastracture used to transmit them is a military ohjective.

25.  Another interesting case di d by the T ional Group of
Experts involved media rtports. If such wports cffectively contribute
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to the encmy'’s operational picture, depriving the enerny of them might
offer a definite military advantage (G y accompanying Rule 79).
Sonmwe members of the Intermational Group of Experts took the position
that cyber infvastructure supporting their transmission qualibes as a
military objeclive, although they cautioned that the infrastructure coutd
only be attacked subju:t 1o the Rnles regarding attack, especially
those on properti an fons [ attack (Rules 51 to 58). In
patticular, they noted that the latter requirement would usually result
in an obligation to only mount cyber operations designed o black the
broadeasts in question. Other Experts argued that the nexus between
the cyber infrastructure and military action is oo remote to qualify the
infrastructure 3s a military cbjective. All members of the lnwmalloual
Group of Experts agreed that such ts are il

26.  An amntacker's assessment that an object Is a milm;rg-I ab]ecuve is
made ex awte, that is, m lght of the facts as reasomably assessed by the
attacker at the time of the dechsion to attack. For example, if a cyber
attack is unsuccessful because effective enemy cyber defences prevent
11 and the attack vields no military advantage, this does not deprive the
object of ls character as a military objective.

Rule 38 - Objects used for civilian and military purposes

Mob}etlustdiwbﬂhdﬂlinndmmmqpu:pom including
, a1l <yber Infrestructure - is a mili-

tayy olijecti.ve.

1. The object and purpose of this Rule is bo clarify the isse of ‘dual-
use’ objects, since it is often the case that civilian and military users share
compaters, computer networks, amd cyber infrastruciore. Any use or
fature use contributing to military action renders an object a military
objective (Rule 38).° As 2 matter of law, status a5 2 civilian object and
millitary objective cannot coexist; an objfect is either one or the other. This
principle confirms that all dual -use objects and faclities are military
objeclives, without qualification,®®

2, An altack on a military objective that is also used i part for
civilian purposes ks subject to the principle of proportionality and the

" Hagne Regulaons, Art, 27 (protecting civilian buiMings ‘provided they ant et being
used at the Hroe for milllary purprowes’y.

* I3 Commannen's HANDBOOK, para, 8.2, ARSW MAnvAT, COMMENIEFY SCOMTPATFIRG
Rude 22td) KRC C THL STucw, g Fule & (ncting.
that At depends on application of te delinition od'mlhury Ub,m:uw}
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requircment bo take precautions in atkack (Rules 51 to 58). Accordingly,
an atlacker s required to consider any expected harm to protected
civilians or civilian chjects or to clearly distinguishable civillan ¢

ents of the miltary objective when determining whether an attack would
be lawful. ™’ For instance, consider a pending attack against a server farm
that contains servers bsed by the military, Civilian companies are Using
a number of servers in the farm exclusively for civilian purposes. The
planncd cyber atlack will be conducted against the facility's cooling
sysbemn in order to causc the facility to overheat, and thereby damage
the servers il contains. Expected damage 10 the civillan servers must be
factoved inlo the proportionality caleulation and be considered when
assessing feasible precautions in attack.

3. Cyber operations pose unique challenges in this regard. Consider2
network that stelng uead for both military and civilian purposes. Tt may
be impossible to know pyver which part of the network military tranemis-
sions, as distinct from civilian ones, will pass. In such cases, the entire
network {or at least those aspects in which iransmission is reasonably
likely) qualifiee as a military objective, The analogy is a road network
used by both military and civilian vehicles, Although an attackee may not
know with certainty which roads will be travelled by enemy military
forces {or which road will be taken il anather i blocked), so long as it is
reasonably hkely that a road in the network may be used, the network 52
military objective subject to attack. There is no reason to ireat computer
networks differently.

4. Recent conflicts have highlighted the use of social netwocks for
military purposes. Fot cxample, Facebook has been used fot the organiza-
tien of armed resistance operations and Twitter for the transmission of
information of miltary value. Three cautionary notes are necessary. First,
it must be temembered that this Rule is without prejudics bo the rule of

ionzlity and the requi to 1ake precautions in attack
[Rultn 51 to 58). Second, the issue of the legality of cyber operations
against social networks & pends on whether the operations rise to the
level of an attack (Rule 30). If the operations do not, the issue of qualifi-
cation a5 & military objective is maot. Third, theit miltary use docs not
mean that Facebook or Twitter as such may be targeted; only those
components thereof used for military purposes may be attacked.

¥ Bt see U5 CommanTER's Hanomook, para, B3.2,
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5. In theory, the application of the definition of military objcctives
could lead to the conclusion that the entire Intemet can become a
military objective if vsed for military purposes. However, the Inter-
national Group of Experts unanimously agreed that the circumstances
undsr which the Internet in its entirety would become subject to attack
are 50 highly unlikely as to render the possibility purcly theoretical at the
present time. Instead, the International Group of Experts agreed that, as a
legal and practical matter, virtually any attack against the Internet wonld
have to be limited to discrete segments thereof. In this regard, particular
altention must be paid to the requirement to conduct operations in a
manner designed to minimize harm to the civilian population and
civilian objects {Rule 52), a3 well as the limitations on treating multiple
military objectives as a single target {Rule 50

6. An attack on the Internet itself, or large porons thereof, might
equally rup: afoul of the principle of proportionality (Rule 51). The Tatee-
net is used heavily Jor civilian smergency response, civil defence, disaster
relief, and law enf ilies. 1t is also employed for medical
diagnosis, access 10 medical records, ordering medicine, and so forth,
Any damage, destruction, injury, or death resulting from distuplion of
such services would have to be considered in determining whether an
attack on the Internet comported with the principle of proportionality.

7. A complicated <ase involves a systemn that generates imagery or
location data for civilian use but that is also useful 10 the military during
an armed condlict. For instance, the system may provide precise real-time
information regarding ship, including waeship, location. Similady, a
systcm ma'_v generate high-tecolution imagery of land-based objects and

luding military objectives. If the enemy uses the imagery,
the s'_vstem becornes a military cbjective by the use or purpose criteria.
Since such systems serve civilian purposes, the rule of proportionality
{Ruke 51} and the requirement to take precautions n attack {Ruks 52
to 58) would, depending on the effects caused, apply to any attack on
thern. In particular, if & is feasible to degrade, deny, disrapt, or alter the
signals in quéstion using cyber means instead of conducting an operation
that rises to the level of an attack {and that causes collatera! damage)
doing 50 would be required by operation of Rule 54. 1If the operation
contemplated does not rise to the level of an attack, very few law of
armed conflict issies remain. For mstance, it would clearly be Tawful to
alter the position data of vessels, although the requirement of “due regard’
would apply vis-d-vis merchant vessels and neutral warships. In the event
nfrastructure associated with the system is located in neutral territory,
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or is of neutral character and is located cutside belligerent territory,
account must also be talien of the kmitations set forth in Rules 91 to 94,

8 The notion of dual ting must be distinguished from the
question of whether civilian ob]ms may be requisitioned, or otherwise
used, for military purposes, Consider the case of military forces requiring
more network bandwidth to conduct military operations. To acquire the
required bandwidth, a party to the conflict may, subject ta the Rules in
this Manval, cngage in network throttling of civilian {or governmental)
systems or block network access by civilians in its own or enemy
teeritory. This siluation is analagous o taking contrel of public roadways
for exchaslve use by the military. However, the party may not acquire
network bandwidth, whether governmental or private, through actions
on neviral territory or involving neutrsl platforms outside belligerent
territory (Rules 91 and 92).

Rule 40 — Daubt as to status of abjects

It case of doubt a5 1o whether an abgect that is normally dedicated to
civilion purposes s being wsed to make an offective comlribution
Wmlhhrymhl,adﬂemlmuonthlitlsmbelngnsdmyomly
be made folk g 2 careful

I. This Rule applics in i ional and non-i ional armed
conflict,*®

2. Ruke 40 addresses the topic of doubt as to the conversion of a
civilian object to a military objective through use. in the lex seripta, the
issue of doubt is regulated in Anticle 52{3) of Additional Protocol 1 for
Farties 10 that instrument. The Article provides: In case of doubt
whether an object which is normally dedicated to civilian purposes ...
is being used to make an effective contribution to military action, it shall
be presumed not to be so used’, It establishes, in the event of doubd, a
rebuttable presumpiion that cbjects ordinanly devoted exclusively to
civilian use are not vsed for military purpeses. In other words, doubt is
legally resolved in favour of civilian status. Additionally, Article 2{8){a) of
the Amended Mines Protocal contains identica] Llanguage,

3. Note that the scope of the Bule is limited to the ctiterion of vse in
relation to quabification as a mikitary objective, Further, the Ruk only

® UK Mawoar, parae. 5.24.3, 542 {both as amendedy; CavaDian ManvaL, para, 427%
GERman bianuas, pare, 446, AMW Manvar, Rule 12(b), ICRC Costomart IHL STvpy.
<oRUmenary sccompenying Fuls 10,
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applics as to the dssuc of whether or oot the object In question is ‘making
an effective contribution te military action”. ™ [t docs not bear on the issue
of whether or ot destruction, damage, capture, or lization of the
object wil yield a definite military advantage. The sole issue addressed by
this Rule is the standard for assessing whether of not a civilian object has
been converted bo military use. All other questions with rtglrd to qualifi-
cation as a military objective are addressed through ap of the
requirement to take precautions m attack (Rules 52 to 531,

4. The International Group of Experts could not achicve agreement
om whether Antcde 52(3) of Additional Protocol [ reflected customary
international law. The majority of the Experts argued that it did. The ICRC
Lol ¥ THL Study acknowledges a lack of darity regarding the issue:
nevertheless, the Study seems bo support the position that Article 52(3},
especially in light of its reaffirmation in Anicle 8(3)(a) of the Amended
Mines Protocol, is customary international law. '™ Other Experts denied the
existence of a presumption of civilian use and argued that the Article
improperly shifted the burden of proof with regard to the precise use of
an object from the defender to the attacker."™ The Experts who abjected to
the presumption’s customary status took the position that such presump-
tions apply ouly to doubt as to the status of individuals {(Rule 33), Smoe the

texk of the Rules required this di resutted in adopti
of the phrase may onlybe made followmga careful assessment’, insbead of
the more itive ‘shall be considered’ language of Rule 33.

5. This Rule binds all who plan, approve, or execute an attack
They must do everything feasible to wverify that the objectives to be
attacked ate neither civibian objects nor subpcc: te spenal pwtecﬂon
(Rule 53). When in doubt, the individ invelved in the op
should request additional joformation.'”

6. Rule 40 applies in the case of objects ‘normally dedicated to chilian
purposes’.'™ Non- ar.haustwecmmplcs mcludc civilian [nternet services,
civilian social networks, civiljan i chal busk
factories, Dbraries, and educational facililies.m The term ‘pormally

* adlditional Protacel [, Art. 5202,

U JCRC O [HL Srvor, panying Rule 10.

0 Unsed States Drepartment of Defense, CoNDUCT OF THE ?!lsnu GULF Wan: FLNAL
REpont To Congkes 616 (Apnill 1902).

M eRe ADDLTIONAL FROTOCOLE COMMENTARY, pars. 2195,

1 additional Protocal I, Art. S2(3), See also AMW BSaRUAL, commentary ccompanying
Rube 12tb}

UK ManuaL, para, 54,2
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dedicated” denotes that the objcst has not been wsed for military purposcs
in any Tegular or substantial way. Infrequent or insignificant usc by the
military does not permanently deprive an object of civillan stans,

7. In cases where a particular inated target is I loyed
for civilian purposes but an attacker suspects that it may ha\': bocn
mnwrtl:d at least m part, to military use, the tarstt may only be attacked

g a careful of the situaty must be
sufficient to establish that there are reasonable gmunds to concude that
the conversion has occurred. In acriving at this conclusion, an attacker
must take inte account all the information available at the time. One
important criterton in establishing the bl of the cond
is the apparent rehiability of the information, mcluding the credibility of
the sovrce or sensor, the timeliness of the information, the likelihood
of deveption, and the possibility of misinterpretation of data.

8, Absolute certainty that an object has been sa converted i not
necessary. Daubt s often present in armed conflict and any such reuire-
mem would elearly run contrary 1o State practice. What is required is
sufficiently reliable information that would kead a reasonable commander
to candude the snemy is using the patential target for military purposes,
that is, to maks an effective contribution to military action. Inother words, 2
reasonable sitacker would not hesitate before conducting the strike despite
the doubs,'™

9. Tssues of doubt must be assessed in light of the information
reasonably avaikible 10 the attacker at the 1ime of artack and not that
revealed afier the facl: the analysis is ex anfe.'™ An attacker who has
talen all feasible steps to discern the use of an object and reasonably
concludes the ememy i using the target for military putposes has

W MW MANUAL, (ommmurya((ompanymg Rule 12(b})

"% The UK Additional Protocols R pars. {<h Aotes, ‘Militery <omo-
manders and others rxponsible for planning, declding upon_ o svecuting attacks
neecssarily have 1o reach decisions on the basis of theit assessmend of the infarmatlon
Erom all sources which 15 reasonably svailable 1o dhenn ar Ilm.dwam e Sumhrly,
Canads made the following 5 of Undh ding on jon af Addit
Protecol |: *h is the undersionding of the Government of Caneda they, in rdaton to
Artiches 42, 51 o 60 bnclusrve, 62 and 67, military commanders and alhers re:

o phnnn\g. decidmg upon o ekeculing “atacks have 1o rench deckions on the basls of
o the by mlhbkmlhmanbenﬁwmdmund

llmmchdecmmnnmhcjudg:dm he basi which has suk

come bo light” Canade Additional Protocol Ravil reprinted in Docv

MeRTS ON THE Laws oF Yam w01 [Adem Roberts and Richard Guell eds., 3rd ed. 2000).
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complicd with the requi under this Rule. The reasonablencss of
the conclusion must be assessed based on the information gathering
capabilities available to the atacker and not on information and intelll-
pence capabilities that may be possessed by other armed forces or
nations. OF course, in some circumstances, an attacker may lack the
means 1o gather information reasonably to condude the object is being
so used; the absence of such means cannot be used to justify an attack.

10. It must be recalled that formerly civilian objects thal have
become military objectives through use will revert 16 being civilian as
socn as the military use ceases. For instance, where the military tempor-
arily {perhaps even momentarily) uses an information system norrally
dedicated to civilian use, such as the temnporary use of soclal netwarking
media for military purposes, particular ion must be paid to the
possibility of any recomversion to civillan use As another example,
consider a case in which a human infelligence soupce reports that a
university computer systern m enemy territory is being uscd for miltary

. A cyber ing team is charged with assessing
Ihe accuracy of this reporI but is unable to canfirm that the system {5
prezently being put to military use. Tn this aicumstance, i may nol be
artacked; only measures short of attack would be permissible, One must
be cautious in this regard. If the cyber infrastructure might have been
canverted back lo purely civilizn use bul will be used for military
purposes in the future, it qualifies a5 a military objective by virtue of
the purpose criterion {Rule 38).

11, Defenders must facililate an attacket’s efforts to resolve the statos
of ‘obiects dedicated o eeligion, an, science or charitable purposes,
historic monuments, hospitals, and places where the sick and wounded
are collected’ by means of distinctive markings or by notifying the
atlacker beforehand '

SECTION 5. MEANS AND METHODS OF WARFARE

1. Cyber operations ate nol explicitly referred 1o in cxisting law of
armed conflict treatics. However, in the Nuclear Weapons Advisory
Opinicn, the International Court of Justice afiirmed that "the established
principles and rules of humanitarian law.., applly] te all forms of
warfare, and to all kinds of weapons, Ihose of the past, those of the

"? Hague Regalations, Art. 37,
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present and those of the future’.'™ The International Group of Experts
adopted the same approach by conduding that the general rules that
determine the legality of weapons will also d ine the lawfulness of
cyber methods and means of varfare,

2. The Rules set out in this section apply in relation te methods and
means of warfare that a State develops or procures for use by its awn armed
forces. Moreover, they apply to any means of warfare over which a State
acquires control. A State that acquires control by cyber means over encmy
weapons is subject to the law of acmed conflict applicabile to those weapons.
Consider the case of an Unmanned Combat Aerial System (1I]CAS) armed
with cluster munitions. [fthe State that acquires control over this system isa
Party to the Cluster Munitions Convention,"” it would be prohibited from
using, the UCAS to deliver such weapons, The notion of acquiring controt
implies that the Party using cyber means exercises sufficient control over
the system to employ it as i it were its own, This situation must be
distinguished from one in which cyber means are used toatrack, neutralize,
or atherwise interfere with enemy systems, as in the case of taking control
of an enemy UCAS In order to cause it to crash,

Rule 41 - Definitions of means and methods of warfare
For the purposes of thie Manual:

(a) 'means of cyber warfare” are cyber
cyber systemss; and

(b) ‘methods of cyber warfure’ are the cyber tactics, techniques, and
procedures by which hostilities are conducted.

1. The terms ‘means’ and ‘mcthods’ of warfare are begal terms of al
used in the law of armed conflict. They should not be confused with the
broader, non-legal teym “cyber operation” used throughout this Manual.
Cyber operatiom simply demotes a particular cyber activity. The
definitions sct fotth in this Ruke are applicable in both +
and non-international armed conflict.

2. For the purpases of this Manual, cyber weapons are cyber means
of warfare that are by design, use, or inkended use capable of causing
either (i) mjury bo, o death of, persons: or (i) damage to, or destruction

and their faled

' Nudear Weapons Advisory Opinion, parw 86,
"™ Convention on Claster Munitions, 3 December 200, 48 Invonnaiomat Lecay Maree-
1aLs 357 (20000,
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of, objects, that is, causing the consequences required for qualification of
a cyber operation as an attack (Rule 30).''" The term means of cyber
watfare encompasses both cyber weapons and cyber weapon systems.
& weapon e generally understood as that aspect of the system used to
cause damage or destruction to objects or injury or death to persons.
Cybcr means of warfart lh:rtfou include any cyber device, materiel,

or softy used, designed, or
intended ta be Used to conduct a cyber attack (Rule 30},

3, Adistinction must be drawn between the computer system, which
qualifies as 3 means of warfare, and the cyber infrastructure {e.g., the
Tnternet} that connects the computer system to the target that the system
is used to attack. The cyber infrastructure is not a means of warfaze
because an object must be in the control of an attacking party to
comprise a means of warfare,

4. The term “mcthods of warfare’ refers to how cyber operations
are mounted, as distinct from the instruments used to conduct
them.""" For instance, consider an operation using a botnet 1o conduct
a disteibuted dendal of service attack. In this example, the botnet is the
means of cyber warfare while the distributed denlal of service artack is
the methed of cyber wariare. Active cyber defences are sncompassed
in the notion of methods of cyber warfare, whereas passive cyber
defences are not,

5. The phrase ‘cyber tactics, lechniques, and procedures whereby
hostilities are conducted’'? does not include cyber activities that, for
instance, nvolve commumcitions between fdendly ferees. On the other
hand, it is intended ro denote more than those operations that rise to the
level o( an altac.k {Rule 30). For example, a particular type of cyber

designed to i with the enemy’s capability to communi-
cane may not quahfy as an anack (as that term 15 used in this Manual),
but would constitute a method of warfare.

1% gre AMW ManUaL commentary axcompanylng Rule 16, See ateo Internatlonal Com-
mabwee of the Red Croas, A Guide fo the Legol Review of MNew Weapons, Mewns, and
Metiods of Warfare: Meazures te ieplement Article 36 of Additioral Protocal [ of 1977,
B IMTERNATIONAL Rzview oF Toe REo Cross, 931, 957 oo 17 (2006} {rekerming 10 2
pmpased detinpron of weapons pur fomrd by the US Dolr Worang Group as, 'All

ek, | o dmoes M bave an itemeded
eﬁ'oct of njuring, ing, d i or dlsablng ¢ S o property’L
"V Sre AMW Manuar, Rule 1{v) and aoonmpanﬂn;wmmnmy
"2 s to te meaning of tectics, bechnbques, and p , see U5 D oF THE

AnmT, Pioce Makusy 3.0 ichangs 1), OPERATIONS, parss. D5 10 D 27 Bcbruary 2006),
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Rule 42 - Superfiuous injury or unnecessary suffering

ltlspmlllbitedlnemploymnsormeﬂmdsofcﬁbermr&mﬂnlm
of a natare to canse superfl injury or ¥ i

L. This Rule is based on Article 23(¢} of the Hague Regulations and
Article 35(2) of Additiooal Protocol L' It reflects customary inter-
national law and 15 applicable in both | ional and non-|
armed conflict' ™

2. This Rule applies only to injury or suffering caused to combatants,
members of organized armed groups, and civilians directly participating
in hostilities, Other individuals are immune from attack m the first place.
Any incidental harm to them caused during an attack would be g;uvemed.
by the rule of proportionality and the requi t 1o take p in
attack (Rules 51 to 58). In other words, superflunus injury - and wneces-
sary suffering are not 10 be equated with the notion of incidental njury
w0 civilians,

3. The term "superfluous injury or unnecessary suffering’ refers to
a situslion I which a weapon or a particular use of a weapon
aggravales suffering without providing any further mililary advantage
to an attacker.!'® As poted by the Imternational Court of Justice,
weapons fmay not ‘cause a harm greater than that unaveidable to
achieve legitimate military obpcctwcs' e

4. The use of the word ‘nature’ confirms that a cyber mesns or
method of warfare violates this Rule if & will necessarily cause unneces-
sary suffering or superfl injury, regardless of whether it was intended

"% These patbons fiisd thele angin in the Presmble 1o the 1868 5, Peaersburg Declaranon.
5w oleo Rome Statute, Ar. S{N{ba) Conventional Weapons Conventgon, Pre-
amble: Comremion on the Probibition on the Use, Stockpiling. Production and
Teansfer of Anti-Pevsonnel biines and on their Desiruction, Presmble, 3 December
1997, 2056 UMN.TS. 211

" S US CommanoEns Hakbbaok, para 5.1.1; UK Mantal, pars 6.0; CaNaDian
MaNUaL, pacas, 502, S06, 508, Gensian Manuad, para. 400, 402; AMW Manuar, Rule
Stbd: MLAC Manual, paras, 123, 2305 ICRC Custouary THL Syuny, Rule A

n# Mﬂmlgllﬂwreuhmwds[puﬁcmwﬂwwdmmumn nnecessary
suffering' and “speriivous injury’, for the purpeacs of this Manesl the International
Group of Pxpans teated them at a unitary concepr. Downg 3o 1t conslsteny with the
onlgimal ambrerstie French te, man aoperfing” i the 1899 and 1907 Hague Regulathons
Sew AMW Manuar, conamendary accompanying Rube Sibh; ICRC ADDLTiIoNAL FRoTo-
COLS COMMENTART, para, 1426, Ukse of both serms emphasizes that the concepl extends.
' bath physicel and severe maental harm
4 Norctrar Weapons Advisory Opinion, pare 75,
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to do 5o, Means or methods of cyber warfarc also \"lolat: th: prohibition
if designed te necdlessly aggravate injurics or suffering.'"”

5 Ullh!‘ the normal use of a means or method of cyber warfare is

idered when i i with the Rule. The purpose is
to judge its lawfulness per se. The asscssment is made by rekerence ko
the envisioncd use of the means or method of cyber warfarc under
normal circumstances and when directed at its intended category of
target. The prohibition extends to the use of otherwise Tawful means
of warfarc that have been altered in order to exaccrbate suifering
or injury.

6, Means and methods of cyber warfare will only in rare cases violate
this Rule. [t is, however, conceivable that means or methads of warfaze
that are lawful in the abstract could bring abiowt suffering that is unneces-
sary bn relathon to the military advantage sou.g\l For example, conshder
an enemy comt who has an Inter ble pacemaker deviee
with a bullt-in defibrillator. Ti would be lawful 10 take conirol of the
pacemaker to kill that individual or render him hors de combat, for
example by using the defibillation function to stop the heart However,
It would be unlawful to conduct the operation in 2 manner that Is
intended to cause additional pain and suffering for their own sake, that
s, unrdawd or palently excessive to the lawful military purpose of

e ples of such unlawful actions would include
slop'pln@ the target's heart and then reviving him muliple times before
finally killing him. Doing so would occasien suffering that served no
nilitary purpose.

Bule 43 - Indiscriminate means or methads

Itis prohibited to employ means or metbods of cyber warfare that are
indiscrimimate by nature. Meams or wethods of cyber warfare are
imdiscrimimate by natore when they cannot be:

17" The International Groop of Experts took the same position in this mpard as their

cwl\lu'pw whe drafted the AMW Mongal, AMW Manual, commenisry accompany-
g, Rule 5{b1.

1" Such condisc webd amokint o cruel, inhiman ar degrading treatimenl ar, anda certam
crcumstances, even torture. For the definition of torture, see Convention agadnat
Torure and Other Forms of Lk, Inhuman or Degreding Treatmem or Purishmant,
Art. 1. 10 December 1984, 1465 UN.T.5. $5. Regarding. crued, inhuman, or degrading.
treatrent, see Defalic judgnent, para 543,
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(#) directed at a specific military objective, or
(b) Hmited in their effects a5 reqbired by the law of armed conflict

and consequently arc of & natvre o strike military objectives and
civilians o civilian objects without distimction.

1. Bule 43 is based on Artide 51{d}(b} and (c} of Additional Frotocol
I and rep « y international law in both international and
non-international armed conflict.!"® It derives from the customary
principle of distinction, which is codificd in Articde 48 of Additional
Protocol [ and set forth in Rule 31.

2. This Rule deals only with the lawfulness of means or methods of
cyber warfare per s¢, a5 distinct from the lawfulness of their use in particu-
lar circumstances (with regard to the indiscriminate use of werpons, see
Rule 4%). In other words, the issue with which this Rule is concerned is
whether the contemplated cyber weapon is inherently indiscriminate,

3. Lit. (a} prohibits the use of any means or method of warfare that
cannot be directed against a specific lawful target, This Rule doss not
prohibit imprecise means or methods of warfare, Instead, the prohibition
extends °r§,ldy o thote mewns ot methods that are essenitially 'shots In
the dark’.’* In other words, an indiscriminate cyber means or method
under fit. (3) is one where it s tmpossible to predict whether it will
strike a specific military objective rather than a computer or computer
system protected by the law of armed conilict,

4. Lit. {b) addresses cyber means or methods that are capable of
being divected against a specific target in compliance with fir. (a}, but are
of a nature to have effects that canmot be limited in any circumstances,'**
The cnux of #it. (b} is a prohibition on weapons that by their nature
generale effects that are incapable of being lled and therefore can
spread omcontrollably into clvilian and other protected computers and
computer netwarks and cause the requisite degree of harm. [n particular,
fit. (b} encompasses cyber weapons that create an uncontrollable chain
of evenis.'*? To illustrate, assume that malware employed by a State is

'® US Commanoer’s Hanpeook, para 5,12 UK ManUAL pars. 6.4; Camapian ManuaL,
pata. 509 Grewaw Mamvsr, pams. 401, 454-6, AMW Manuan, Ruke 5al NIAC
Manvar, pars 22 1; ICRC Customary THL Stuoy, Rubes (2, 71 Ser abes Rome
Stanwe, Art, SEZHbIR): Amended Mines Profocel, An. M0 (prohibitmg booby 1ps
mt “cannol be dieecied al a specliic military objective’).

B b MANTAL, oommenlsq' mmmnng Tale S(a)

2 roRe A pare. 1963

AMW Marual, wmmenlaq' accompanying Hule Sta),
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capable of targeting specific military computer networks, Howewer, once
introduced into such a network, il will incvitably, and harmfully, spread
into civilian petworks in a way that cannot be controlled by the attacker.
Such malware would violate . (b) of this Ruk. To the extent the effects
of the means or method of warfare can be limited in particular circum-
stanices, it does nol violate hil, (b),

5 The harmful effects that are likely 1o be uncontrollably spread by
virtuc of the cyber means or method in question mus! rise lo the level of
harm that would amounl lo collateral damage (Ruke 51}, In particular,
the unc Mabde spread of harmless effects or those that are merely
inconvenient or annoying is irrelevant when assessing the legality of a
means or methad of cyber warfare under it (b} Consider the employ-
meet of Stuxnet-like mabware that spreads widely into civilian systems,
but only damages specific enemy technical equipment. The malware does
not violate it (b

6. Use of means of warfare that have indiscriminate effects in a
particular attack due to unforeseeable system malfunction or reconfigur-
ation does not violate this Rule OF course, the weapen must only be
fielded afier it has been assessed as lawful, pursuant to 2 proper and
thorough legal review {Rule 48).

7. The International Group of Experts strugeled to Idemtify means and
mwethads of cyber warfare thal might violate this Ruke. For {nstancz, even
though a cyber means of warfare may be unable 1o distinguish one target
from another, it could lawfully be introduced into a closed milita ry network.
1o such a <ase, thete would be ke risk of it siriking protected systems
or having uncontrollabk: effects on such systems. Nevertheless, in bight of
the rapidly advancing state of technology in this ek, the International
Group of Experts agreed that the inchision of the Rube was useful

Rule 41 - Cyber booby traps

It is forbidden to employ cyber booby traps assoclated with certain
objects specificd im the law of anmed conflicl.

1. This Rule is derived from the Mines Protocal and Amended Mines
Protocol. Tt reflects cuslomary international law e both inkroational and
poo-interatiosal armed conllict.'* Both Prolocols define a booby trap as

1B 1S Compranper's HanpBOOT, pars. 9.6, UK MaRuat, para. & 7, Cadapiak Maroal,
para- 2L Geaman Marwal, para 415 NIAC Mawuar pam, 32315 ICRC Costomaat
L Svvor, Rube 80 Mote that the scope of Amended Protocal [l exiends 10
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‘any device or material which is designed, constricted or adapted to kill or
injure, and which functions umexpectedly when a person disturbs or
approaches an apparently harmless object or performs an apparently safe
act’ "M Definitional factors significantly limit the scope of the prohibition.

2. The International Group of Experts struggled with the guestion of
whether a cyber booby trap qualificd as a device. The Experts agrecd that
the appropriate way to interpret the term in the cyber context is to focus
an the function of the <ntity in guestion. In other words, there is no
reason as a matter of law to differentiate between a physical object that
serves as a booby trap and cyber means of achieving an equivalent
objective. The alternative view is that only tanglble equipment may
constitibe a device for the purposes of this Rule.

3. A numnber of other definitional factors affect the application of this
Rule. First, a eyber booby trap must be deliberately configured 10 operate
upexpecedly. Codes that inadvertently or incidentally function in an
unforeseen manner are not booby traps in the legal sense, because
they are not designed to operate as such. Second, to qualify as cyber
booby traps, codes of malware must be ‘designed, constructed, or
adapted to kill or injure"'™ [n the cyber context the operation of the
cyber means of warfare must eventually and intentionally result in
such conseq Cyber weapons that only harm objects are outside
the scope of the definition. Third, to qualify as a cybet booby trap, a cyber
weapon must appear innocuous or harmbess to a reasonable observer, or
the ohserver must be performing an apparently safe act. In other words,
the person setting the eyber booby trap must intend the act that will
trigger it o appear harmbess,'™ Einally, the cyber weapon must in
some way be essociated with certain specified objects.'?” Several are of
particular relevance in the cyber context. These include objects associated

non-international arned conflict for Partica thereto, Ameoded Mines Protocol, Art, 1(2),
HNote also that the Convention on Conventional Weapons exiends to non-international
atmned capilicn fur Parties therein than have ratlfied the enesiog In scope. Cotventhonal
Woapons Couvention, Art, 1(2), as amcnded 21 Decomtber 2001, 2260 UNTS, 82
4 vaended Mines Prawocol, Art 2{d], Miner Protocol, An, 3(3).
" asenaded Mines Protocol, Art. 264); Mines Frotoed, An, 2(2)
1 Consider the exomple of a device Ailed to o door. teferred to in the UK Manwar,
ra_ £7.1.
1 rmmded Mines Protocol. Art. 7. Munes Pratacol, Art. S(1). The probiblion euends
[ my m&rmpmme form ofanappamuﬂyhamlm portabie object which
and o contain explosive muarerial and ro detonae
when It b dmu:bed or appeoached’ and to those sMached toc i) imternatlonally
recognized protective emblems, signa ot signals; @) sick, wounded or dead persons:
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with medical functions; the care or cducation of childrem celigious
functions; and cultural, historic, or spiritual functions.

i As an {llustration of this Rule, consider an emall with an anachment

I such as an embedded kill-switch, sent to an employee

of = water treatment plant, purportedly from his physician. When epened,
the malware is designod to cause the purification process at the plant,
which serves both military and civilian users, to be suspended, thus
allowing Ilntrcatcd water inbo the water supply on which the soldiers rely.
Iliness is the intended The malware is an unlawful cyber booby
1rap bacause the recipnem reasonahly believes that the act of opening an
email from his physician is safe to himself and others, and because it
appears to be rlated to medical activities. This is so regardless of whether
the operation complies with the principle of proportionality (Rule 513

4. Treaty provislons confirm that this Rule operates without preju-
dice to other aspects of the Jaw of armed conflict, Thus, a cyber booby
trap that does not violate the Jetter of this Rule may nonetheless violate
the rule against perfidy (Rule 50) or other rules of the law of armed
conflict, Moreover, nowe ihat the Mines Protocel and Amended Mines
Pratocol unpose specific requirements :tgardmg u.w of booby traps,
including provisions s to p and

Rule 45 - Starvation
Starvation of <ivilians as a method of cyber warfare is prohibited.

1. This Rule is based on Article 54{1) of Additional Protocol 1 and
Articde 14 of Additional Protocol IL. [t reflects customary international
law in both international and non-i ional armed conflicts.'**

2. For the purposes of this Manual, the term ‘starvation’ means deliber-
ately depriving a civilian population of nourishment {including water)

(i} burial or cremetion sites or greves; (v miedicl lacilides, medical equipment,
medieal supplies ar medical ransportanon (v] childem’s says o cther ponable abjecs
or product: specialty designed for the Feeding, health, hyglene, clothing o education of
chuldeen;, {wi) food ot drink; {vi) kiichen ukenslls oc appllances excepl m nulitary
setablishmenie, military bocations o military sopply depots; {viii) objects clearly of &
religious nature; (ix) histersc monuments, works of art or pleces of wowhip which
consthuge the eulneral or splrpal hevhage of peophey (i} animal o their carcastss,
Mines Protocol. An. 6010,

1" o mended Muses Protocol, Ar. 9, 10 Mines Frotocol, An. 7.

P UK Manvar, rarae 527, 1519, Canapial Mavuan, parss. 618, 708, 1721, AMW
Biarswat, Rule 9700k NIAC Manuas, par $3 1% ICRC Customary THL Stuor,
R 53, Sec abse fome Starote, Art. § (2ib)om),
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with 2 view to weakening or killing it."* The civilian population need
nat comprise the cnemy's entire population.

3. Reference 1o ‘as a method of cyber warfare” excludes from the Rule
the incidental starvation of the civilian population as a result of the
armed conllict, For the Rule to be breached, starvation must be a tactic
deliberately employed by one of the partics to the conflict against the
civilian population.

4. Only in exceptional cases will cyber operations violate this Rule.
Such a viclation could, however, arise during an armed conflict in
which a party seels to annihilate the enemy civilian population through
starvation. As part of its campaign of starvation, it launches cyber
operations for the exclusive purpose of disupting transportation of
facd o civilian population centres and targets food processing and
storage facilities in order to cause food stocks used by civitians to spoil.
Tt is the hunger of civillans that these operations are designed to cause
that qualifies the actions as prohibited starvation of the population
(see also Rule B1 regarding protection of objects indispensable to the
clvilian population). Denying foodstufls to enemy armed forces or
organized armed enemy groups does not violate this Rule, even if the
incidental effect affects civilians."®' Such jncidental starvation effect
would imstead be assessed pursaant to the rules of proporionality and
precautions {Rules 51 to 58),

Rule 46 - Belligerent reprisals
Belligerent reprisals by way of cyber operations against:

(%) prisoteers of wars

(b) interned civilians, civilians in occupied territory or otherwise in
the hands of an adverse party to the conflict, and their property;

() those hors de combat; and

(d) medical personnel, Gacllities, wehlcles, and equipment are
prohibited.

1% ICRC ADDITIOHAL PROTOCOLE COMMENTARY, pare. N4, The AMW Matiial, In the
commentary accompanying Rube 97{a), refers 1 ‘annihilaing or weakenbng the avilian
population by deliberarcly depriving it of s sources of food, deinking water ar of other
cseenlal snpphics, tbereby cawsimg it to suffer bunger or otberwise affecting its
subsistence’.

MK MasuaL, par, S.27.1; AMW Manusl, commentary accompatiying Rube #7(0).
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Where not prohibited by Intcrmational law, belligeremt reprisals are
subject to strimgent condltions.

1. This Rule {5 based on the various prohibitions on belligerent
reprisal set forth in the Genewa Conventions, the relevant proviskans of
which are discussed below. The concept of belligerent reprisal is Limiled
to international armed condfict.'*

2. Belligerent repreisals ave acts that woukd be in violatian of the law
of armed conflict were they not being undertaken in respense 1o viola-
tions by the enemy.'** Reprisals may only be undertalen in order to
induce or compel compliance with the law by the enemy."™ Their sole
mathating purpose of securing future compliance by the adwetse party is
what distinguishes them from revenge, punishment, and retaliation.

3. As dealt with in this Manual, belligereni reprisals are distinct from
cauntermeasures {Rule 9). Unlike countermeasures, belligerem reprisals
occur only ducing ap armed conflier, are undedaken only in response
to violations of the law of armed conflict, and may permil the use of
armed force.

4, International consensus as 1o the legality of some forms of belliger-
ctit reprisal is lacking. Neverthekss, the International Group of Experts
agreed that it 1s incontrovertble that reprisals using cyber means are
prohibited if undertaken againsi the wounded, sick, shipwrecked, medical
personnel, medical units, medical establisk or ! P
chaplains;'** prisoners of war;'*® and interned civilians and civilians in
the hands of an adverse party to the conflict whe are protected by Geneva
Convention [V, or their propecty.'™ The near-universal ratification of the
Geneva ions and consistent subseq State practice confirm

' Lot ICRC Customart HL STUDY, Ruke 148,

2 azalilas abitration, at 1028; US € s H, pan. 6.24,

M S ComdanHDERs Hanpboar, para 6.24; Frits Kalthouen, BELLIGERENT REFRISALE 33
(2nd ed, 2005),

2 Geneve Convention |, Art. #6; Geneve Convention I, An. 47, See alio US CoMMannes's
Hanoroor, paed $2.4E UK ManuaL, para, L6184 GErMan Manuvat, paras, $76-9,

% Geneva Comventian Tl Ant. 13 Sor alio US CoMMANDER'S HaNDaoK, Fara. 624.%
UK Mantal, patd 16,18k Casabian Manval, pars. [HY; GERMAN MatUar, pars.
479

' Bfines Protocol, Aw. 3 {prohibiing the use of booby traps as a means of reprisal against
the civilian poputationk; Genevn Canvention TV, AT 33, Ser ako US Commampen's
Haropook, pars $24.2 UK Marcia, pam. 16 1.0 Cananian Manvar. para. 2L
GERMAN Matual, par, 479 ICRC Costomary THL Stwor, Rube 146,
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that these prohibilions arc now accepied 25 customary intcrnational
law that binds all States,

5. With regard to belligerent reprisals other than against the per-
sons and cbjects enumerated in this Rule, the [CRC Customary IHL
Study concludes that to be lawful, reprisals: (1) may only be taken in
reaction ko a prior serious violation of the law of armed conflict and
ouly for the purpose of inducing the adversary to comply with the haw:
(2} may ouly be carricd ot as a measure of last resort when no ather
lawful measures o induce the adversary to respect the law exist; {3)
must be proportionate 1o the original viclation; {4) must be approved
by the highest level of government; and (5) must cease as soon as
the adversary complies with the Jaw.'®® States generally acoept these
conditions."*?

6. There is no requirement that reprisals be in kind. Cyber oper-
atiens may be used ta conduct belligerent reprisals in response ta kinetic
vialalions of the Jaw of armed conflict, and vice versa,

7. Consider a situation in which the armed forces of State A are
bombing miliary medical facilities in Staie B, which is not a Panty 1o
addivional Protocal L' In response and afler repeated demands to
desist, State P's Prime Minisier approves a cyber attack against a power
generation faclity wsed exclusheely 1o provide power to the civilian
population. The cyber atrack & intended solely to compel State A to
refrain from continuing to attack medical faciliues, and the Prime Min-
ister has issued strict orders 1o cease reprisal operations as scon as State
A does g0, State B's belligerent reprisals weuld comply with this Rule
{although the same result will not hold far a Party to Additional Pratoce]
1 for which Article 52{1) prohibits reprisals against cvilian cbjecis).

M ICRC CusTomart [HL $1upT, Fade 145 and sccompanying commentary, It musi be
noted that Be Siady uggests that i i dificult to ‘assert that a right ko resort 1o such
reprisals continaes (o exist on the strength of the practice of only @ limited number of
Seares, soumse of which b ambrguous. Hence, there sppeart, 11 a minlmum, bo et o wend
in Gvow of prohibiting auch reprisaks.”’ Mad, oommentary sccompanying Rube 146,
icip reprisabs are not d, not can they be m respoase w0 a viclatlon of
anatter type of law, The duty (o make a prior demand for cessation of onlewful sonduct
before imdertaking a belliperent reprizal and the obligation to make the purposs of &
repriial publle ave genevally imeduded a: sub-condibon: of the requirement that the
vaking of reprisals 1t 2 mveasre of kgt reson, or a3 scparmite condiions.
Sz genwvally US Commannen’s Hanomook, pars 62.4.1; UK Manuar, pavas. 16191,
16.19.2: Camiptam ManvaL, par, 1507, GErman Manuvat, pars. 478
" Thai ks, which i not subject vo Additlonal Protocol 1. An. 5201 {prohibiting reprisals
againsi <nilian propentyh

»
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By conlzast, a decision lo conduct cyber attacks against Slate A's military
medical facilitics wauld be unlawful as a prohibited reprisal since, s
noted, they are protected from atack in reprisal

8. A number of the members of the International Group of Experts
were af the opinion thal reprisals agains! cultuzal property arc prohibiled
a5 a matler of customary international law."" Other members of the
Group were nol convinced that such a prohibition had matured to a rule
of c ¥y international law, but acknowledged that Siates Party 1o the
1954 Hague Culiural Property C ion would be probibited by Art-
icle 4(4) from conduciing such operations.

Rule 47 -~ Reprisals under Additional Protoco] T

Additional Protocol | prohibits States Parties from making the chvil-
ian population, imdividwal civilians, civillan objects, cultural objects
and places of hip, objects indi bl to the survival of the
chvillan population, the oatural t, and dams, dykes, and
nmclear electrical generating stations the object of a cyber sttack by
way of reprisal.

L. Articles 20, 51{6), 52(1), 53(c), 54{4), 55(2), and 56(4) of Add-
itjonal Protocol | provide the basis for this Rule, which applies in
imernational armed conflicts.'* Upon ratification of Additional
Protocol I, certain States adopted understandings with regard to
reprisals againsi civilians that have the effect of making the prohibition
conditional. Noleworthy in this regard are the United Kingdom'* and
France,'"** Therefore, in application of this Rule, States mus! determine

"4 JCRC Customary Law STuby, Rule 147,

" Sor ateo Amended Mines Protocol, Art, M7); Mines Prowocal, An. 3(2).

' The United Kingdoun moted thar “The obligations of Articles 51 and 55 are accepted on
the basic that any sdverse party against which the UK might be cogaged will ireedf
scrupously observe fhase obligations, If an adverse party nakes serious ard deliberate
anacks, in violation of Atk 51 ot Arthele 52 againar the evalian papulathon ar cvlisnd
ot againal chilian oblects, or, n viodarjon of Artdcles 53, 54 and 55, on objects o dems.
protected by those Artcles, the UK will regard isell as enthled 1o tike meisures
otherwise prohibsted by (he Articles in qosstion 1o the ootent tha i consskers akch
measurcs necessay for the sole purpose of compeling the wdverse pany to cease
cotumbung vickthons under those Artldes, b only after formal warning o the adverse
porty requlring cectation of the viclations hat bern disrmgarded and then only afeer &
decision tken at the Bighess Jevel of government” UK Addiional Frofocel Rasificauion
Starement, para, {m}

"™ In mdfying Additlonal Frotocol |, France did not reserve In redation to Ant. S166),
I did, howerer, make a staterment io relation to An, S1R) thet appeacs o be intended
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their position vis-3-vis Attick 51(8) of Additional Protocal 1 and whether
that instrument is applicable in the conflict in question."*

2. The International Criminal Tribunal for the Former Yupostavia
has held that reprisals against civilians violate customary international
law, ™ However, commentators and $tates contest the Tribumal's asser-
tion with respect to customary status. '’ Additionally, in its Customary
ITHL Study, the International Committee of the Red Cross concludes that,
because of contrary practice, a customary ruke prohibiting reprisal attacks
on dvilians has yet to crystallize.** Application of this Rule is accord-
ingly limited to those States that are Party to Additional Protocol [ and
have not reserved on the ksoe.

3. The concept of belligerent reprisal docz not exist in nom-
international armed conflict. Therefore, a rule setting forth & prohibition
an conducting attacks against already protected persons and objects
would be superfloous.

Rulk 48 - Weapons review

(a) All States are requived to ensure that the cyber means of warfare
that they acquire or use comply with the rules of the law of armed
conflict that bind the State.

L] SmusthntmhrtytoAddlﬂmzlProtmollmrequlmdlnthe

stady, devel isttion, ot adoption of a pew means o
mlhodorcybcrwurﬁwto i bether its cmploy
would, In I ci hibited by that Protoco|

or by any other rulz of international Iawapplicahlem Ak State.

1. The terms ‘means’ and ‘method’ of cyber warfare are defined in Rule 41,
2. Lt () of this Rule derives from the general duty of compliance
with the law of armed conflict as reflected in Article 1 of the 507 Hague
Convention 1V and Common Article 1 of the Geneva Conventions. The
International Group of Experts agreed that in the case of means of

e retaln the possibility of reprials agunst cpvillans, French additional Froto-
col Batification Swatement, para. 11, awsilable ar wweicrcorg/hlnsfNORM/!
Dy ERCAC 12564 24 Open Document.

M The UK pothlon 15 set aut I UK Masual, parad. 16,091, 16192,

% Prosecutor v, Koupreskid, Case Ha, TT-95-16-T, Trlal Chamber pdgment, paras. 527-33
um Crim Trib, for the Foruney Yugoslavia 14 Jannary 2000
¥ See US CoMMANDER'S HaNDBOOK, pare 6.2.4; Yormm Dinctein, Twe CoNpucT oF
HosTILImEs vepea THS Law oF Taerkanionas Apueo Conruicr 260 (nd od 20101

Lt S IHL StoroT, Hade 146,
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warfarc, this limited obligaton has ] through State practice
into customary mtermnational law."*® Lit. (b} is based on Article 36 of
Additional Protocol 1. The lnhemallom] Gmup of Experts was divided
as to whether it rep ional law and theref
it is represented in this Mmual a5 an ob].lgahon applicable only to States
Party to that treaty, which applics only to international ammed conflict.

3. As regards i, (a), the International Group of Experts was divided
over whether thereis an affirmative duty to conduct a formal kegal review of
means of warfare prior to their use. The majority tock the position that this
obligation is satisfied so long as a State has taken steps to ensure that their
means of warfare are in accordance with the law of armed conflict. For
instance, the advice of a kegal advisor at the relevant level of command
was deemed by these Experts to suffice in liew of 2 formal legal review.

4. Li {a) only requires States bo 1ake those steps necessary to ensure
meams of cyber warare they acquire or use comply with the law of armed
conflict. The Lnternational Group of Experts was divided over whether the

bligation extends 10 methods of warare. Some argued that i doss, whereas
athers suggested that, akthough methods of warfare must comply with the
law of armed conflict generally, there is no affirmative duty 1o take the
specific step of conducting a formal legal review to ensure such compliance.

5. 'Iheabhgalionssﬂfoﬂhmﬁt (b} are broader, encompassing the
study, devel and adoption of new means and methods
ol'q-berwarfam Ful'lhcl' ﬂ‘upmgnphrequmsr}wmwmadduss
whether employment of the means or method will comply with International
law generally, not only the law of armed confhict. For instance, the review
would necsssarily mehude assessrnent of any applicable arms control r2gime,

6. Anicle 36 prescribes no particular methodology for conducting
the reviews required by Jlii. (b), nor Is there any obligation for a State to
disclose the review."

7. With regard to both #2. (a) amd b2, (b), the fact that & supplying State
has already reviewed a method or means of cyber warfare does not relieve an
acquiring State of its oblig: [ ider the means by refe Ic its own
international Jaw obligations. [n complying with this obligation, the acquir-
ing Statc may be assisted by 3 kegal assessment conducted by the supplying

1% U8 ComMManDER's Hanbbaok, pars, 5.3.4; UK Manuas, pams 5. 00-6.20.1; Canabian
Hauar, para 530 GERMaM MANUAL, para. 405, AMW Manual, Ruk 9. Ses alo US
AR Force, Lesat REVIEw OF WEAPONS aHD CvReR Caramiumes, A Ponce
InsTRUcTION S1—g0z {27 huly 2011)

3 sor ICRC ADpmionaL PRoTocots CoMMENTART, pars 1470 (discusing disclosure),
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Skate, but retains the obligation to satisfy itself as Lo compliance with the legal
rules by which it is bound. A determination by any State thal Lhccmylosy
ment of a weapon is prohibited or permitted does not bind other States.'

8. The determination of the legality of a means or method of cyber
warfare must be mads by rlerence 1o its normal expected use al the time
the evatuation is conducted.'™ If 2 means or method of cyber warfare is
being develaped for & diat tional use, the lawyer who advises
the commander planning 1o vse 1t will be responsible for advising
whether the cyber weapon and the inlended methed of using it accord
with the S1ate’s international law obligat Any significant changes to
means or methods necessitate a new legal review. A State is not required
lo foreses or analyse possible misuses of & weapon, for almost any
weapon can be misused in ways that would be prohibited.

% For example, consider a cyber capability 1o degrade an adversary’s
lapwd -baserd radar system. The software thal causes the degradation of the
radar signal is the weapon and requires 3 legal review, as does the rootkit
required to enable the weapon to operate. Likewise, any significant changes
1o them require a new legal review, Minor changes that do net affect their
operational effects, such as lesting or debugging 1o eliminate unwanted
functionality, would not trigger the requirement for a subsequent review.

10.  Legal reviews of a means or method of cyber warfare should consider
such matters as whether: (1) it 5, in its pormal or intended croumstances
of use, of a nature to cause superfluous injury or unpecessary suffering
(Rule 42}; {ii} it is by nature indiscriminate (Rule 43); {iii} its se is intended
ot may be expected to breach law of armed conflict rules pertaining 1o
the envirenmeni ta which the State is Party'™ and {iv) theee (2 any ad hoc
provision of treaty or qustomary international law that divectly addresses it.

1L  Information that might support a legal review includes a technical
description of the cyber means of method, the nalure of the generic targets it

= 1cRe P c By, pait. 1469

2 epe F c paca, 1466.

193 If the Stare s Party 0o te Envil d Muod G ilow, 1976, and ihe cybar
means or weethod of warfare is intended to make use of envviranumcnial ditication
echmiques, that would breach its chligations under that = won on the
Prohibitioe of MIiary o¢ Any Hostle Use of Envil d M oddiScanlon Techal

18 blay 1977, 1006 UH.TS. 151, For a Stare Parry vo Additional Pratoed | ot a Siate thaa
olberwise accepts those rubes, 3 cyber mcans of nacthod of warfue that Is jkended, or
may be expected, to canse widespread, long-torm, and severe damage b e natoral
errvirenmenl would breach Arts, 35030 and 55 of Addidenal Protocol | and customary
intermational law rezpecively,
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is tor engage, its intended effect on the target, how it will achicve this effect, its
precision and ability 1o distinguish the tacget system from any civilian
systems with which It s netwotked, and the scope of intended effects. Such
information <an come from sources like test resudts, reports as to past
operational use, compiter modtllm& openllona] mall_vsns. wnccpl.s of
use documents, and general inf garding its employ

SECTION 6: CONDUCT OF ATTACKS

Rule 49 - Indiscriminate attacks

Cyber artacks that are not directed at a lawifol earget, and consequently
are of a mature 1o strike lawful targets and dyiliams or civilian objects
without distimction, are prohibited.

1. This Rule is based on Article 51{4){a) ofAddmonal Protocol 1 and
{5 considered ¢ ¥ ional law.'™* It applies in both inter-
| and non-i jonal armed conflict.'™
2. Note that Article 51{4)(b} and (<) of Additional Protocal 1 akso
provides that attacks employing means or methods of warfare that
cannol bc drrmui and those having uncentrollable ¢ffects, arc indiz-
hiblted. These issues are dealt with in Rule 43
and its acmmpanymg Commenla
3. Rule 42 prohibits cyber attacks (Rule 30) that ate ot direcled al a
member of the armed forces, « member of an organized armed group, a
civillan directly partiipating in hostilities, or a military objective, that is,
a ‘lawful target’. The cyber weapon in question is capable of being
directed at 2 lawful targel {and is therefore not prohibited by Rule 43),
but the attacker fails so ta direct it. For example, consider a cyber attack
in which a malicious script is embedded in a file ing a digital
Ilmage posted on a public website. When a vulnerable computer’s browser
downloads that file, the script runs and the computer is damaged. The
attacker knows that both military and civilian users arcess the web server.
The placement of the mal is indiserimd because opening the
image will infect the compuler of anyone accessing the website who

1™ US Companpee's Hanppoos para, 532, UK Manwal, peess, 5335232, Canaeian
labuar, paras. 416, 613 GERban Makvar, pars. 404 AMW Manuar, Rude 13 ICRC
Customary [HL Stupw, Bades 11-12; Sar Rewro Marvss, Rude 42(b),

1 Amended Mines Frotocol, An, M8k 1CRE O THL S,
accompanying Rk 11; NLAC Makwac, pate L1013
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has a computing device that s vulnerble to that attack vector.
A discriminate means of warfarc has been employed indiscriminately.

4. Although not expressly stated in this Rule, the International
Group of Experts unanimously agreed that cyber artacks employing
means or methods of warfare that in the circumstances camnot be
directed at a specific military obiective, or which in the circumstances
produce effects that cannct be limited as required by the law of armed
conflict, are prohibited. This conclusion is based on Articke 51{4)(b) and
{c}, which the Experts agreed accurately reflects customary international
law. They noted that weapons that are otherwise discriminzate might be

pable af being employed discriminately in certain ck For
cxample, consider malware designed to disable a certain type of SCADA
system (and thereby damage systemns which rely upon it) upon instal-
lation by using a flash drive. Use or a military basz where itz effects will
be limited to the targeted system is discrimi H , 4 the mal
is delivered via flash drives left at various cyber conferences in the hope
the drives will eventually be used at 2 military base (but i will alsc mare
than likely disable civilian systems), its use would violate this Rule.

5 Indiscriminate attacks under this Rule must be digtinguished from
attacks intentionally directed against clvilians and civilian objects (Rules
32 and 37). Whether an abiack is indiscriminate should be assessed on a
case-by-case basts, Factors to consider include: the sature of the system
into which the malware 1 introduced or which is placed at risks the
nature of the method or means of cyber warfare employed; the extent
and quality of planning; and any svidence of differznee an the part of
the cyber aperatot planning, approving, or conducting the attack.'™

6. Indiscriminate attacks, like direct attacks against civilians and
civilian objects, need not be successful te be unlawful. For instance, an
indBcrminate cyber attack launched inte a network serving both
civiltan and military users withouwt regard for whom it will affect
may be blocked by the network’s firewall. The fact that the amack
was launched suffices to violate this Rule.

7. Rule 4% must be distinguished from Rule 50. Whereas the former
prohibits attacks that arc indiscrizninate because they arc not simed, the
lamer prohibits another form of indiscriminate attacks, those that are

12 Gy, e, Martic judgrent, paras. 4623 {reviewing the specific o {an aack
with clvster mnnitions inko a deneely popudaved ares and finding that an indiscriminme
attack oocurmed); MK Manvar, para, 5233 AMW ManuaL, commeniany secompany-
ing Fade 13(b)
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aimed at cyber infrastructure that contains both mililary objectives and
civilian cyber assets in silustions in which the military obiectives alone
could have been targeted.

Bule 50 - Clearly sepatated and distinct military objectives

A cyber avtack that treals as a simgle target a mumber of clearly discrete
cyber military cbjectives it cyber infrastrivcture primarily wsed for
civilian parposes is prohibited if lo do so would barm protected
Persons oF objecis.

1. This Ruk is based on Article 51{5}a} of Additional Protocol L It
reflects customary |nmmt|ona] law in both international and non-
international armed confllct'™

2. The attacks proscribed by the Rule violale the law of armed
conflict because they are indiscritminate, In Wraditional armeed condlict,
this principle precludes targeting an area in which civilian objects and
military objectives are comingled when it is feasible to individually
attack the military targets therein, With regard to eyber operations,
the prohibilion should not be conceived of in the physical sensc, 2nd
thus territorially. As an example, military computers may be connected
to a network that predominantly hosts civilian computers. Assume that
the military computers can be attacked individually (for instance, if
their [P addresses are known). However, the attacker chooses a method
of cyber attack that will neutralize the military computers, but also
damage the civilian enes. This methed of cyber attack would violate
Rude 50 because the aktacker Ireats he military computers as a single
target and by doing so harms the civilian computers when il was not
necessary te do so. Similacly, consider two military servers located ina
server farm that is part of = large data centre primarily hosling servers
for civilian use. An attack that shuts down the entire server fanns
caoling system in order to averheat and damage the servers it
waould violate this Rule if it is technically feasible to uge cyber means to
just shut down the cooling subsystems of the secver clusters containing
the two milltary servers.

" amended Muses Protocol, Art. 59% US CommaMDERS HanDnook, pare 53.3; UK
Manpat, pars. 523.2; CANATHAN ManvaL. para. 418 GERMAN Mavuvai, para 456
AMW Marua, commentany sccompanying Bude 130ck; MIAC Masusl, commentary
accompanying & 1.1-3: 1CRC CustoMart IHL STupy, Rade 13,
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3. The International Group of Experts 1ook the posifion that this
Ruk applies cven when the attack is proportionate (Rule 51). [n other
words, a cyber attack against a dual-use system will be unlawful when-
ever the individual military ts thereof could have been attacked
separalely. In much the zame wa}' thai arca bombing is impermissible in
an air attack when attacking individual fargels localed in » concentralion
of civilians, cyber attacks must be dlm:led. if feasible, against individual
military comp of a cyber i fure consisling of military and
civilian components.

Rule 51 - Proportionality

A cyber attack that meay be expected to cause imcidental koss of civilkan
life, injury be civilians, damage o civiliam abjects, or a combimation
thereaf, which would be excessive in relation to the concrete and direct
military advantage enticipated is probubited

1. This Rule is based on Articks 51(5)(b) and 57(2)(iii) of Additional
Protocol 1.'* Hiis often refecred taas the rule of praportionality, although as
atechnical legal matter the issue is one of excessiveness, nol proportionality.
This pnm:lple i gencrally aceepted as cusnomary mwmahonal law applic-
ablein i | and non-intcrnatioval armed conflicts.”

2. As stated in Rules 32 and 37, it is unlawful to make cjvilfans or
civilian objects the object of cyber attack. By contrast, this Rule deals with
situations in which civilians or civilian objects are incidentally harmed,
that is, they arc not 1he intended objects of attack. Incidental death ar
injury to civilians, or damage ar destruction of civilian objects, ks often
termed ‘collateral damage’. As this Rule makes clear, the fact fhat civil-
isns or civilian objects suffer harm during 2 cyber attack on a lawful
military objective does not necessarily render said atlack unlawful per sz,
Rather, the lawfulness of an attack in which collateral damage resuks
depends on the relationship b the harm an anacker reasonably
expects to incidentally cause to civilians and civilian objects and the
ndlitary advantage that he or she anticipates as a resuk of the anack.

138 Sou afzo Secand Culnueal Properry Protocol, An. 7: Ansended Minss Protocol, Any. 38),
Wlimes Protocol, At 303}

159 115 CommanpEs's HANDBOOK, para 553 UK Mawuar, paras. 5233, i5.15.1; Cane
ADAN Matvat st GL-S; AMW Mavvar, Rade 14 and sccompanying commentary;
NIAC Manwar, par. L1014 TCRC Customany THL STuor, Rule 14 TCRC Apo-
TLoeaL ProTocous ComMm BNTART, para, 4772,
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3, This Ruk envizages # sitation where 2 cyber attack on a military
objective will result in harm to civilien objects, including computers,
networks, or infrastructure, or te civilians, that could not be avoided
pursmant to Rules 52 1o 58. It shoukd be noted in this regard that cyber
altacks on military objechives are sometimes Jaunched via civilian com-
munications cables, sateilites, or other civilian infrastructure. When
this is the case, they might harm that infrastructure. Tn other words, a
cyber attack can cause collateral damage during trensit and because of
the cyber altack itself. Both forms of collateral damage are 1o be con-
sidered in application of this Rule.

4. Asan example of the operation of this Rule, consider the case of a
cyber attack on the Globa! Positioning Systemn. The systern is dual-use
and thus a lawful target. However, depriving the civilian users of key
inforrmation such ae navigational data is likely to cause damage to, for
{nstance, merchant vessels and civil aircraft relying on Global Posttioning
System guidance. If this expected harm is excessive in relation to the
anticipated military ad ge of the operation, the operation would
be lotbidden, '

5. Cyber operatons may cause inconvenitnce, ittitatian, stress, or
fear. Such consequences do not qualify as collateral damage because they
do oot amount to ‘tncidental koss of civilian Iife, injury o civilians,
damape to civilian objects’ " Such effects are not ro be considered when
applying this Rule. The International Group of Experts agreed that the
notton of ‘damage 10 civilian objects’ might, in certain circumstances,
inelude dcprlvmon of funcrionahty {Rule 30). When this 15 the case, it is
to be idered in a p ionality

4. Collteral damase <an consist of both direct and indivect effects.
Direct effects are ‘the immediate, first arder consequences [of a cyber
attack], unakered by intervening events or mechanisms'. By contrast,
indirect efects of a cyber attack comprise ‘the delayed andfor displaced
second-, third-, and higher-order cansequences of actjon, created
through intermediate events or mechanisms’.'®? The colk | damage
factored into the proportionality cakula.t:on mcludes any indirect effocls
that should be expected by those indivi
executing a cyber aiack. For example, if Global Poﬁnbonlng Sane]lne dm
is blocked o otherwise distupted, accidents involving transportation

% Rome Statute, Art. SIZHbILw).
14 AMW Manuar, commentary recompanying Rule 14.
Y2 ot CHIRFS OF STa PR JOINT PUBLICATION 3000 JoinT TaRGETING [ 1Y {20073,
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systemis relying on the data can be expecied in the short term, at least
until adoption of ather navigational aids and techniques. Similarly, an
attacker may decide ta insert malware inta a specific military computer
system that will not only disable that system, but also likely spread toa
limited number of civilian computer systers, thereby causing the type of
damage qualifying as collateral damage for the purposes of this Rule,
These effects, if they are ar should have been expected, must be con-
sidered in the proportionality analysis."™ By contrast, if the malware is
unexpectedly or unforesecably transferred via, for instance, a portable
storage device inte civibian systems, the ensning consequences will not
be considered when assessing compliance with this Rule,

7. Only collateral damage that is excessive to the anticipated concrete
and direct military advantage is prohibited. The term ‘excessive’ is not
defined in international law. However, as stated in the AMW Manual,
excessiveness 'is not a matter of counting civilion casualties and compar-
ing them to the number of enemy combatants that have been put out of
action’'® The amount of hatm done 1o civilizns and their property
in the abstract i nol the primary issue, [nstead, the question is whether
the harm that may be sxpected s excessive relative to the anticipated
military ad ge given the circy prevailing at the time. Des-
pite an assertion o the contrary in the [CRC Additional Protocols
Commentary,’s the majority of the International Group of Experts took
the position that extensive collateral damage may be legal if the antici-
pated concrete and direct military advantage §s sufficiently great, Con-
versely, even slight damage may be umlawful if the miliary advantage
expecied is negligible.

8. The term "conczete and direct’ remaves mere speculation from the
equation of military advantage, While the advantage from a military
action is seldom precisely predictable, requiring the anticipated advan-
tage to be concrete and direct obliges decision-makets to anticipate a teal
and quantifiable benefit,’* The commentary to Article 51 of Additional
Protocol | states that ‘the expression "concrete and direct” was intended

"5} This understanding of the Rule is sopported by the US Commander's Handbaok,
which states thar indirect cffects of am attack mey be one of the Goors meluded
when welghing anticipated ncudental wjury o death to protected personz TS
CoMMANDER's Hakpkook, pata .0 14

" AMW MaNLL, cominentiry sccompanying Rule 14

6% JCRC ADDITIoNAT PROTOCOLS COMMENTARY, para 1390,

"5 UK Marwss, pore 5,333 fas amended); Canapian Manuar, para, 415, The AMW
Mamual observes thet the ‘lerm "conerate and direet™ refers to military adventage that i
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to show that the sdvantage conceroed should be substantial and relatively
closr, and that advantages which are hardly perceptible and those which
would only appear in the long term should be djsregarded".'s”

9. When determining the concrete and direct military advantage
anticipated, it is generally accepted as custarnary intermnational Law that
the ‘military advantage anticipated fromn an attack is intended to refer to
the advantage anticipated from the attack considered as a whole and not
only from isolated o particwlar parts of the attack’."™ For imstance, a
cyber operation could accur in conjunction with anocther foom of military
artion, such as a cyber attack an an installation’s air defence radar during
conventional strikes on that installaion. In this case, the concrete and
direct military advantage to be considercd with regard to the cyber attack
would be that anticipated Erom the entire attack, not just the effect on
the air defences. Similarly, a single cyber atack might be planned o
convince the enemy that a particular target sot ks going to be the focus
of forthcoming attacks, thereby causing the enemy to misdirect its
defensive measures. The actual focus of the main attack lies elsewhere,
Any expected collateral damage from the firgt cyber attack must be
arsessed in Hght of the anticipated military advantags detwving from the
main attack.

10. It is important bo pote that the standard for this Rule is prospect-
tve, The use of the words cxpectrd nnd ‘anticipated’ Indicates that s

ires an b aof the d i
a‘llonalt]lgtunethemnckm‘ ion was Pl d, d, or

F » APF

executed'® In making such determinations, sll apparently reliable

slearty identifiabds and, in many cescs, quentifisbls’ AMW Manvar, commentary
ving Fube 14,

"2 JERC AR DONAL PROTOCOLE COMMENTARY, uri, 2204,

" The text is drawn from the UK Additional Frotocols gara. {i).
Australia, Germany, laly, and the Neherhnds hm atared similar Undersiandings,
available @i worwicr org/iblnal!WebSigntR ideTdMSpsuP. See abo UK
aMUAL, pars 5335 CaNaPlan ManUal, para. 415 GERMabl Manuae, para 444;
ICRC & LHL 371upy, ing Rule 14; HLAC Manioal,
Ccommenlay aconmpanying para. 2114, Fnr the purposes of suernacenal crbmdnal Law,
the Rome Statnis employs the lerm “overall' in referring to military advanrage. Rome
Statwte, Art, § {21(bHi). Footnote 36 of Art. ${ZWb)iv} of the Rome Stanue Elements of
the Crlimes etates, " The exqprecion “conctete and durer overall military sdvaniags” refers
% miHary ad that s bk by the perp A e pelevan e

1 Soe Gl Trlal Chasber Jodgrocet. paras. S8-60 Triat of Withelm List and Others (The
Hostager Triaf), Case Mo, 47, VII1 Law Reports of Triaks of War Crimlinals 34, 8% (UN
War Crimes Commission 1948) {seting forth ‘Rendulic Pole', AMW Manuas, com-
menlary accompenying Rule 14,
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information that is bly available must be considered.'™ The Rule is
not to be applied with the benedit of hindsight.

11. Expectation and anticlpation do not require absolute certainty of
acourrence. By the same token, the mere possibility of occurrence does
not suffice 1o attribute expectation or andicipation 1o those planning,
approving, or sxecuting a cyber attack, The terms 'cx?ocwd’ and anlici-
pated’ allow for a *fairly broad margin of judgment".'”!

12, There was a discussion among the International Group of
Experts over whether and 1o what extent uncertainty as to collateral
damage affects application af the Rule. The issue is of particular relevance
in the context of cyber attacks in that it ks sometimes very difhicult to
reliably determine likely collateral damage in advance. A minerity of the
Experts tock the position that the lower the probability of collateral
damage, the less the military advantage needed to justify the operation
through application of the rule of proportionality. The majorty of
Experts rejected this approach on the basis that once collateral damage
is expected, it must be calculated into the properticnality analysis as
suchs it is ned appropriate to consider the depree of certainty as 1o
possible coflateral damape. The attacker sither reasonably expects it ar
the possibility of collateral damage is merely speculative, in which case it
walld not be considered in assessing propartionality.

13. The International Criminal Tribunal foe the Former 'I’ugaslam

dd d the question of the bl { the ull
decision in the Gafid judgment. The Trial Chamber held 'ln de‘hemumng
whether an attack was proportionats, it is hecessary to examine whether
1 rcasunab]y wel.l informed person in the circumstances of the actual
ble use of the information available to him ar

he'r could have expected excessive civilian casualties to result from the
fack 172

UK Manoar, pars 5204 (as amwndedl Canavian Mawua, pars 438 NIAC
MANLAL, Commentary aceorapanylog pars. 2514, See abo UK Addineasd Protocls
Fatification Statement, para. (ck ‘Military coramanders and others responsible for
plum deciding upon, or waecuting stecks necessarily bave 1o reach decisions on

the baan of thelr asstmmt of the Inforrmanon Gor all anrces which 1t reasanably
availbde ta them o the redevamt Ume.” Austria, Belglum, Canada, Ialy, the Methetands,

Mew Zeaband, and Spainn made slmilat avallibie at sihlnsf!
W’ebSlgl*lleadFoﬂn&ld—ﬂl]&ps =P,
" OCRC A pare 2210

T Galic Trial Chamlnr ,mlgmem. para, 58,
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14. Sparing onc’s own forces ar <apabilities was considered by a
minority of the [nlcrnational Group of Experts to be 2 faclor when
performing a proportionality calculation. Consider a siimation in
which an anacker decides not 10 map the “cyber baitle space” for fear
thal doing so might reveal information thal could enhance an enemy
counterattack. The majority of the [nlernational Group of Experts
rejected the T ise that the mai e of one's own forces and
capabilitics in this situation is appropriale for inclusion in the calaa-
tion of military advanlage. Instead, they took the position that such

tions are only appropriate when svaluating feasibility in the
precautions in aitack context (Rules 52 1o 58).

15. This Rule must be clearly dislinguished from the requi t
to take precautions in allack (Rules 52 to 58), which requires an
alacker to take steps to minimize civillan harm regardless of whether
expecied collateral damage I excessive in relation to the military
advanlage anlicipated.

SECTION 7: PRECAUTIONS

1. As noled in Artide 49(3) of Additional Protocol [, the provisions
on precautions "apply 10 any land, air or sea warfare which may affect
the civillan population, individual civilians or cvilian objects on
land. They further apply to all attacks from the sea or from the air
againsi objectives on land bul do not otherwise affect the rules of
international law applicable in armed conflict at sea or in the air’
Therefore, the Rules of this section apply lo any operalion having
effects on Jand,

2. The generally required standard under this section is ‘feasibility’.
There is a diffe dard for cyber operations a1 sea or in the air that
are not direeted against land-based targets, but which may have effects on
the civilian population.'™ Article 57(4) of Additional Prolocol I, which
expressly relates to military operalions at sea or in the air, states that “all
teasonable’ rather than ‘all feasible’ precaunions must be taken. This s
reflected in the US Commander’s Handbook, which uses the term “all
rezsonable precautions’.' ™ The 1CKC commentary to the provision states

17 JCRC AppiTioNAL PROTGE0WS COMMENTARY, para, 2230,
1M g Commaroea's Hanosoow, par. 6.3.0,
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that the term bi¢" is to be mterprered as ‘a litle kess faz-reaching’
than “all feasible precautions”.™

3, Consider the case of a cyber altack against a warship, According te
the majority of the International Group of Experts, the becessary precau-
tions would nat cncompass a mapping of the entire cyber infrastmucture
of which the warship s a part. Even though such mapping might be
technically possible and m!l.itarll‘_v feasible, these Experts conchded that
it would not be to undertake the g hecause the
primary focus of the operation is a target beyond land t temritory. The
minority of the International Group of Experts concluded tha
the distinction s so highly nuanced as to be of little practical relevance;
the applicable legal regime is operationally the same.'™ This is the
current International Committes of the Red Cross pasition. Tn the
example above, these Experts maintained that the attacker must per-
form those precautionary measures that are both technically possible
and militarily feasible.

4. The duty of the attacker vo take precautions is set forth in Rules 52
ta 58, The abligations of the party to the conflict defending against
attacks are <¢t forth in Rule 59,

Rule 32 — Constant care

Daring hostlities lving cyber operali tant care shall be
taken bo spare the civilian popu]atlon, individual civilians, and dvilian
objects.

l, The Rule is based on Article 57(1) of Additlonal Protocol T and is

< y in both i ional armed conflict and non-

mtcrnamnal armed conflict.’”

2, 'The notion of hostllities is defined in the Commentary accorn-
panying Rule 22. Tt is not limited to cyber attacks.'™

L= P [ para, 2230,

1% AMW MANUAL 3l commeniary aceomparymg Rule 0

"7 Second Culiurl Froperty Protocol, Art 7(bk Amended Mines Protocol, Art. M10%
Mines Protocs], Ant- Hal U5 Commarpon's Hanpoook, par, 81 UK MakeaL, parss
5.3% {an amended). 1515 15.151; GERMAN ManUaL, para 447; AbTW Martin, Rube
30, 34, chapesa be s¢c, G, MIAC hanuar. para. 212 KRG Custemany THL Stupy.
Ruale 15

0 K M abvaL, pam. ssz, [CRC Fr parn, 2191 See
s [CRC 3 i paTe, 1875 {offering an explanation
of the vorm openllmls]
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3. As used in this Fule, the krm ‘spare’ refers to the broad general
duty to 'respect’ the civilian papulation, Ihal is, to consider deketerious
effects of rml.itary aperauons on civilians."™ [t supplements the obliga-
thon to dist b and civilians and berween mill-
tary objoctm:s and civilian objock (Rule 31}, the rule of proportionality
{Rude 51), and the requirement to take precautions in attack {Rules 52 o 58},

4. The law of armed conflict does not define the term “ronstant care',
The [ntemations] Group of Experts agreed that in cyber operations,
the dl.lt]-I of care mql.nn's mmmanders and all others involved in the

to be ttive to the effects of their activities on
the civilian populatian nnd civilnn objects, and o seek to avotd any
unmecessary effects thereon."*

5. Use of the word 'constant’ denotes that the duty to 1ake care to
protect civiltzns and civiltan objects &= of a continning nature throughaut

all cyber operati all those involved in the operation must discharge
Ihe dut'_v The law admits of na sitiation in which, or time when,
lved in the § ing and execution process may ignore

the effects of thelr operations on civilians of chvilian objects.*! n the
eyber conlext, this cequires situational awareness at all times, oot merely
during the preparatory stagg of an operation.

6. Given the complexity of cyber operati the high probability of
affecling civilian sy and the i Uimited umd “-‘
of their nature and effects on the part of those charged with appronng
cyber operations, mission planners should, where feasible, have technical
experts available to assist them ip determining whether approprate
precautionary measures have been taken.

7. In light of the duty to respect the civilian population, it is self-

{dently unlawful to use the p of civilians 1o shield a lawhul target
I‘mm cyher attack of 1o ofherwise shield, favour, of impede military
opetations. Por instance, placing civilians at an ekcirical generating
facility qualifying as a military objective in order to shield it from cyber
attack would violate this Rule. This prohibitton, set forth in Article 51(7)
of the Additional Protocol, reflects customary law.'™ Although the

1™ ICRC AppimionaL Puowccu COMMENTART, pars. £191.

Y I MaNUAL, para, 532

L AN MaNUAL owmwnlary acoampanylng Pule 3.

U Coaunnoer’s Hawomook, far, 8.2 AMW Maruar, Bule 457 JCRE CusTonany
IHL STum, Rule 97, Ser alse Rome Statne, Art, ${2Wbhciii ), Specific probabitions on
using priseners of wer and civilizns pwhecwd under Geneva Convention 1V exlst,
Geneva Convention [, Art. 25 Geveva Convention 1Y, An 23
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prohibition does not extend to civilian objects in general (as distinet from
civilians}, it is cxpnssly pmhibllcd to ux medical facilitics for the

of shieldi of the prohibition to the use of
medn.al cyber infrastructure as a shield s reasonable.

Rule 53 - Yerification of targeis

Those who plan or decide upom a cyber attack shall do everything
Feasible to verify that the objectives (o be artacked are meither civilians
wor civiliae objects and are nod subject to special protection.

1. This Kule is based on Article 57{2){a)(i} of Additiona! Frotocol
T and is accepted as customary inlemational law in both mternabional
and non-international armed conflicts.'*!

2. This Rule applies to cyber operations that qualify as an “attack’,
The term “attack’ is defimed in Rule 30,

3. Animportant featurs of Rule 53 is s focus on planners and deciston-
makers. Those who exscute cyber attacks may sometimes also be the ones
who approve them. In the case of certain attacks, the individual actually
executing the attack has the capability to determine the nature of the targel
and to cancel the operation. This individual is thus in a position to decide
whether the attack is to be undertaken and therefore is obligated to exercise
his ar her capability to verify that the person or object to be attacked is a
lawtul karget. On other occashons, the petson akecwting the attack may not
be privy to information as 1o its character of evén the identity of the targst.
He or she may simply be carrying out instructions to deltver the cyber
weapon against a predetermined part of the cyber infrastruciure. Under
these circumstances, the duty of the individual carrying out the cyber attack
would be limited to those measures that are feasible in the circumstances.'**

4. The limitation to those whe plan or decide upon cyber attacks
should not be mterpreted as relicving others of the obligation to take
appropriate sheps should information come to their stiention that sug-
gests an intended target of a cyber antack is a protected person or objeat,
or that the attack would otherwise be prohibited. For example, assume

"y ddickonal Protocol I, A 12(5).

"™ Giahic Trial Chamber udgment, parn. 58; US Comsanpkns Hanbsack. par. 8.1, UK
MARUAL, pars 5322 {a8 amended); Cavaniab ManUaL, pars d1T; GERMAN ManUaL,
para, 457 AW Manvan, Rk 32(a) and chapean to 566 G: NIAC Marual, commen:
NTY #campanying para 1% KORC Customasy IHL STy, Rake 16,

" AMW MauaL, commeniary accompanying Hule 35



168 CONDUCT OF HOSTILITIES

that 2 cyber attack is p d and all prep are completed, includ-
ing mapping the nctwork and dclcrm.mmg the nature of the target
system. The ait arg g ization by lhe Dpr ing

authority. Assume further that an operator is ¢

the network. Any materal changes in the cyber environment of the
proposcd target must be relayed ta the < der and other cl
personne| as soon as pussible.

5. The abligation to do ‘evcrything frasible’ is to be interpecicd
identically to the obligation to take ‘all feasible precautions’ in Rule 54,
‘Feasible' has been widely interpreted as that which is “practicable or
practically possible, taking into account all circumstances ruling at the
time, including humanitarian and military considerations’.'* In the
context of cyber attacks, feasible precautions might include gathering
intellbgence on the network through mapping or other processes in arder
to allow those responsible reasomably lo determine the attack's Nkely
effects, particularly on the civilian population ar civilian objects. There
is no obligation to take measures that are not feasible. [t may, for
example, nol be feasible to map the target becanse doing so will disclose,
and thus enable defences agzinst, the intended operation,

4. When gathering sufficient information to verify the target is not
practicable or practically possible, the decision-maker may have to refrain
from conducting an attack, or otherwise modify the concept of operations,
For instance, if an attacker is unable 1o gather reliable information as to
the nature of a proposed cyber target system, the decision-maker would
be obligated to limit the scope of the atack to only those components
or capabilities of the system with regard to which there is sufficient infoc-
mation to verify their status as lawful targets.

Rule 54 - Choice of means ot methods

Those who plan or decide upon a cber attack shall take all feasible
precavtions in the choice of means or methods of warfare employed in
such am attack, with s view to svolding, and im any event to minimizing,
imcidental injury to civilians, koss of civilian life, and damage to or
destruction of civilian objects.

1 amended Mines Protocal, An. 3|0k UK addional Protocols Ratification Sateavent,
para, (b} Ser aleo US Commansers Hanoeoox, pars. § 1.1, UK ManvaL, pars, 5,37 (as
amended) CANADIAN MatisL al A-4: AMW Manuar, Rode 1ig) ICRC Customant
IHL 5TuDy, commeniary accompanying Bule 15
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1. This Rule is based upon Artick 57(2)(a){ii} of Additional Protocol
1. Lt reflecks custamary international law and is applicable in international
and nen-international armed conflicts.'*

2. Even if the hamm to civilians ard civilian objects expectad to result
during an attack is not cxcessive relative to the anticipated military advan-
tage, and is therefore in complisnce with Rule 51, feasible precautions must
be taken tommknh.emllaleﬁ]damag.l’.uleﬂspeclﬁm]}yaddm&esﬂm
abligation 10 consider al pons o tactics bo mind
damage to civilians or civilian property. ]tshouldbemhcdﬂ'lattthule
requires consideration of both cyber and kinetic aptions for acheving the
desired military effect while minimizing collateral damage.

3. 'The term “all feasible precautions’ in this Rule has the same mean-
ing as ‘everything feasible’ in Rule 53 and the Commentary to thal Rule
apphes squally here. In particular, an attacker need not select aliernative
weapons or bactics that will yield less military advaniage bo the afiackey.

4. ‘Means’ and ‘methods’ are defined in Rule 41.% With regard to
the application of this Rule to those who execute attacks, see the Com-
mentary to Rule 53,

5. The issue of indirect effects Is central to cyber operations because
of the interconnectivity of computers, particularly between military and
civilian systems. The US Commander's Handbook acknowledges the
approprateness of considering indirect effects as collateral damage,'™
The International Group of Expents agreed with this view. Therefore,
a person whe is planning or using a cyber means or method must take
all feasible precautions to avoid, or at kast minimize, indirect as well as
direct coll 1 d This obhgation affects not ondy the cholee of
the cyber means used, bma]sohowilisemphyed

6. ‘To illusirate operation of this Rule, consider the case of an attacker
whe seeks to insert malware into 4 ¢losed military network. One mcthod
of doing so would involve placing the malware on a thumb drive used
by someone working on that closed network. The attacker would have
1o assess the possibility that the thumb drive might also be used on
computars comnccied to civilian networks and theteby cause collaterl

7 10K MasiuaL, parss. 532, 5,324 (both as amended); CaMABIAN MANUAL, Pars. 417,
Gekman hlaniVak, paras. 457, S 10; AMW hanuad, Pube 32b), chapeu ta sec, G NIAC
ManuaL, para. 21 20b IORE CusroMaiy |HL STupy, Ruke |7

" See, ¢ . UK Mauas, para. $32.4, Further, para 5 32,8 provides a list of factors to be

d when means or methed of sttack

the
185 115 CoMMANDERS Hampnoo, parv. &l 14
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damage. In such 2 case, it might be possible to design different malware
{means) that will minimize the likelihood of collateral damage. The
Stuxnet attack appears to have been planned with this Rule in mind,
in that the cyber weapon employed was designed o seek out a specific
type of industrial process-comtrol system, eperating with a particular
combination of hardware and software.

Rule 55 - Pr ions as o p jonality

Ly

Those who plan or decide upon attacks shall refraln from deciding
to Jaunch any cyber attack that may be expected to cause imcidemtal
boss of civilian life, injury to dvilians, damage te civilian objects or
a combination thereof, which would be excessive im relation to the
concrete and direct military advantage anticipated.

1. Rule 55 is based on Article 57(2){a){iil) of Additional Protocel 1. 1t
reflects customary intemnational law and is applicable in international
and non-international armed conflicts.”

2. This Rule is to be distinguished from Rule 51. Rule 51 sers forth
the gencral nube on proportionality and is rooted in Article 51{5)(b) of
Additional Protocol [ Rule 55 merely emphasizes that individuals who
plan or decide upon cyber attacks have a continuing personal obligation
to assess proportionality, As noted in the Commentary to Rule 53, in
many skuations an individual executing a cyber attack will be in a
position to ‘decide upon’ it. This is perticularly important in the context
of Rule 55, For | if & cyber op b aware that an aflack
being executed will unexpectedly result in excessive collateral damage,
he or she must terminate the attack. Rule 57 addresses the duty to cancel
or suspend attacks when new information becomes available that (ndi-
cates the attack will violate the rule of properticnality.

3. Rule 55 applies in the same fashion as Rule 52, The Commentary
to that Rule applies equally here.

Ruk: 56 - Choice of targets
For States Party to Additional Protacol I, when a chodce 1s possible

between several miHiary objectives for obtaining a similar military
advaniage, the objective to be sebected for cyber attack shall be that the

" Camamian Manus, pare 417 GERMan MANUAL. para. 45T AMW Manuas, Rale
F20c) wnd <hepeau 10 sec, G K2RC Customary THL $teor, Roke 18,
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attack on which may be cxpectod to canve the least danger to clvilian
lives and to civilian objccts.

1. This Rule i based on Acticle 57(3) of Additienal Protacol 1. A
substantial majorty of the [ntemational Group of Expects agreed thal
this Rule reflects customary international law and is appllca.hle in inter-

tional and non-i jonal armed conflicts.'® I ity
of the E.xperts took the position that Artick 57(3) had not rnalum.l into
! ¥ tonal law and thetefore this Rule s not binding on

States that are not Party to that instrament,

2. Rule 56 applies to cyber operations that qualify as an ‘attack’. The
term alitack is defined in Rule 30

3. In contrast to the other sub-paragraphs of Article 57, Article 57(3)
does not specify to whom it is directed. Therefore, Rule 56 has been
drafted to spply to all persons whe are invelved in target selection,
approval, and execution of the attack.

4. Based upon the text of Article 57(3}, the Intermational Group of
Experts understood the consequences of the danger referred to in this
Rule as limited to injury, death, damage, or destouction by the dircel
or indirect cffects of a cyber attack. Damage would, for 1he majority of
the International Group of Experts, include, in certain circumstances,
deptivation of functionaliry (Pule 300,

5. Whelher 2 choice is possible is a question of fact to be deter-
mined in the circumstances ruling at the lime. For the Rule lo apply the
options must be more than mere possibillties; they must be reasonable
with regard to such factors as practicality, military viability, and tech-
nological prospect of success,

6. 1t must be borne in mind that the Rule only applies in the case
of targets the attack upon which will yield similar military advaniage. The
military advantage does nol have to be identical qualitatively or quanti-
tatively. Instead, the issue is whether an attack on the akemnative target
would achieve comparable military effects.'™

7. The military ach ge Is to be d ined in light of the oper-
ation as & whole and not based solely on that accrving from an individual
attack. Thus, even if the alternative attack is likely to occasion less

YUK MasUaL, pate 532 a5 amendedk CaMaDIaN BAabGar, pars. 716 GERMaH
BaanUAL, para, 457 AMW Maruar, Rule 23, chapead ko sec, G NIAC Manvat, par,
2.1.2d; ICRC Customary IHL Stuov. Rude 21

M AMW MatusL, commentary accompanying Hule 33.
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collateral damage, there will be na obligation to undettake it if it would
not achicve the military purpose for which the ariginal attack is designed.

8. For instance, consider a situation in which an attacker seeks to
disrupt enemy command and control. One option is to conduct cyber
attacks against clements of the dual-usc clectrical grid on which the
enemy's commurtication system rthcs. Howevtr shich attacks arc likely
to result in significant, albeit prop llateral damage. A second
mitlitarily feasible optlon is to conduict cybcr attacks directly against the
enemy’s < d and conirol network. If the latter would be expected
to achieve the desired effect on enemy command and control (the same
military advantage), while dting in less collateral damage, this
option Tust be sclected.

Rulz 57 - Canceflation or snspension of attack

Those who plan, approve, or execute a cyber attack shall cancel or
swspeted the attack if it becomes apparcat that:

{8} the objective is not a military one or is subject to special protec-
tion; 0T

{b} the attack may be expected (o canse, dlrectly or indivectly, inci-
dental Joss of cvilian bife, injury to civilians, damage to civilian
objects, or a combinmbon thereof that would be excessive in
relation 1o the concrete and divect military advantage anticipated.

1. Rule 57 reflects Article 57(2)ib) of Additional Protocol 1. [t is
customary in character and applics in both international acmed condlict
and non-international armed conflict."™

2. This Rule applies to cyber operations that qualify as an “attack’.
The lerm attack is defined in Rule 30.

3, Lit. {a) reflects the fact that the requirement to ensure that pro-
tected persons and objecis are not attacked applies beyond the planning
phase inte its execution. It is # corollary to Rule 53, which sets forth a
requircment to talie feasible measures to verify the status of the target.

4. Lii. {b) is a corollary to Rule 51, which sets forth the general rule of
propertionality, and Rule 55, which applies to those who plan or approve
attacks. b applies to situations in which, although all necessary precan-
tions fave been taken, new information makes it dear that an attack that
has been previously decided upon will canse excessive collateral damage.

" NIAC Manvas, pora- 2.1.2(ck ICRC Customary [HL Stuor, Rube 19,
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The tnterpretation of the berms used in this Rule is identical to that set
farth in the Commentary to Rule 51,

5. The practiality of suspending or cancelling an attack is <case-
specific. For instance, in some cases, such as the placement of 2 logic bomb
as part of & rootkit, there may be many opportunitics bo cancel or suspend
an attack, Duration of the cyber attack itself, which can range from seconds
10 menths, can also determine the attacker’s ability to suspend or cancel.

6. The requirernent of ‘constant care’ in Rule 52 implies a dury to
take ‘all feasible measures' to determine whether an attack should be
<ancelled or suspendad. An le is itoring the operation.

7. The notion of facts 'becomlng apparent’ |s nol entirely passive.
Rather, an attacker wha initiates a cyber attack has a duty to monitor the
ahack as Jong as it is feasible to do so. Some cyberattacks may be difficult 1o
<ontinuously mondtor, thus making it practically difficult to know whether
to cancel or suspend them, This would heighten the degree of scruting that
is merited during the planning and decision phases of the attack.

8. Consider a case in which, before the Initiation of hostilities, Stale
A distributes rootkits in a segment ¢f the military communication netwodk
of State B. After hostilitizs have ¢ ed, a cyber operation 16 activate
the logic bombs on board these rootkits is approved, In the course of this
operation, the rootkits” sniffer component detects that State B has recently
connected s BAOCY SEIVICEs ¢ ication system to its military
communication network, thereby raising the issue of propertionality. Stale
A must suspend its cyber attack until it can satisfy itself that the artack
would be proportionate, for exampk by conducting further reconnaissance
w order te ascertain the likely harm to the civilian populaﬂon thal will be
caused by the disabling of the servines ¢ system,

Rule 58 - Warnings
Bffecﬁuadﬁncewuningshallbegivenofqberamdmﬂn( may

affect the civilian p tion wnless cl do ot permit.
1. This Rale denv!s from Article 57(2)(c) of Additional Protocol
I and Article 26 of the Hague Regulations. The International Group of

Experts agreed that it is rilectire of customary international law applic-
able In inkernational armed condlicts.'™*

UK Masear, parg, 5328 CavADIAN MaMvAL, parn. 4XE GERMAN MaNUAL, parss.
447, 453, 457 AMW Miarvas, Ruke 37 and sccompanying commenterr KCRC Cws-
Temart IHL Stuor, Ruk 20
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2. The lnteroational Group of Experts agreed that this Ruke extends
to non-international armed conflicts as » matter of customary inter-

jonal law, although they acknowledged the ext of acg
that its applicatien was limited during such conflicts to certain treaty
obligations, "™

3. Rule 58 applies only to cyber abacks as defined in Rule 30; it does
nut apply to cyber operations Galling short of that level Additionally, it
does not apply to situations in which civilian objects will be damaged or
destroved without the civilian population being placed at risk. This point
ie especially important in the cyber context since cyber attacks will often
damage civilian cyber infrastructure without risking harm to persons.

4, The law of armed conflict does not define the term ‘affect’ as used
in Anlick 52{2)c) of Additional Protocol 1. In light of the limitation of
the Artick's application to attacks and the reference to “loss of civilian
life land] injury to clivilians’ in other aspects of the requirsment 1o laks
precautions in attack (Rules 54 to 57), the majority of the Intemnational
Group of Expents concluded that the Rule applies ouly in cases where
civilians are at visk of injury or death, The minovity took a broader
approach by noting 1he requirement to take pracautions te ‘spare’ the
civilian population in Rule 52. All the Experts agreed thar effects that
consisted of mers inG jence, irrtation, stress, or fear to civilians
would not meet the threshold of this Rule. '

5. For the purposes of the Rule, ‘effective’ means that the intended
recipient is likely to receive the warning and understand it in sufficient
time to be able to act'™ Cyber means may be an effective way of
delvering 2 wamming of both cyber and kinetic attacks, Other waming
technigques may also be efective in giving wamning of a cyber attack. The
determination of whether a warning is likely to be effective depends on
the attendant circumstances.,

6. Wamings may be conveyed through the enemy il it is reasonable
to conchude in the circumstances that the enemy will wam its population.
For instance, If dual-use cyber infr ture is o be attacked, the
attacking force may clect to warn the enemy of the impending attack

"™ For States Fartes, At 3(11) of the Amended Mine Protocol sets dorth a waming
raxrband L0 ROm-Intarnanional avmed conflict mith repect 1o, wuer aba, bogby iraps
(Rude 443, Shnilatly, waming requirements sxist with regard b caltural property (Rule
B2) for States Parry 1o the Second Cultural Properry Provocol, Avva. 66d), 13{2)(2)0in). Se
alse AMW Manuar. Ruk 34,
1% AMW ManvaL. commentary sccompanting Rule 37,
™ Ser UK Manual, para. 5318
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on the assumption that the encry will warn the civilian population to
talte steps to minimizc any cxpected collateral damage. However, if it
is unreasonable 1o conclude the enemy will do so (perhaps becanse the
enemy wants te use affected civilians and civilian objects as shields), such
a warning will not suffice, Instead, the attacker would need to directly
warn the civilian population iiself, subject to the conditions set forth in
this Commentary.

7. The means of warning need only be effective; there is ne require-
ment that the means chosen be the most effective available. For instance,
a party to the conflict may intend to attack a service provider that serves
both military and civilian users. The attacker may elect to provide notice
of the tmpending attack via national news media rather than by sending
text messages to each civilian user. Even thaugh the technique might bea
more effective means of warning, notification through the media would
be sufficiently effective to meet the requirements of this Rule.

8. The phrase 'unless circumstances do not permit” reflects the fact
that warnings can prejudice an attack.'®® When cyber attacks require
surprise, warnings do not have to be given. For example, surprise may be
necessary to ensure that the enemy daes not mounl effeciive cyber

defences against an attack. Similarly, surprise may be ¥ 10 ensure
the enemy does not pre-empt an altack by siriking ﬁr.st at the attacker's
cyber assets. Comsider, for ple, & cyber op } g place-

ment of a kill-switch into the target compulers conirol system, to be
activated on the occureence of some future event or after the passage of a
speclfied perlod. A warning that wauld give the enemy an opportunity
to locate and neutralize the device need not be given (or may be general).
Surprise might also be y for force p ton. As an pl
warning could allow the enemy to monjtor the cyber attack such that
it will be able to strike back. Equally, the cyber attack may form part of
# broader military operation and advance waniing may expose toops
involved to greater risk. Given the curremt state of technology, the
likelihood of wamings being feasible in the cyber content is low.

% Waruings of cyber attacks, or cyber warnings of kinetic attacks,
may have a genetal characler. An cXample would be & waming that cyber
attacks are to be conducted against dual-use electrical generation facilities

throughout enemny tarribory without specifying precise targets,

" UK ManuAL pare 5.32.8: CANATIAN MANUAL, pama, -120. AMW Marua L, commenl
panying Rule 37; ORGC A . pan. 123
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10, A party to \he conflict may issic a warning as a rusr, that is, in
order to mislead the encmy {Rule 61). For inslance, a false annoumce-
ment of an attack affecting dual-use systems might prove militarily useful
in causing the enemy to take its military assets off-line, However, even
though ruses of war arc not prohibiled in this regard, they are unlawful if
they have the effect of influencing the population to disregard futuze
valid warnings of attack.

Rule 5% - Precautions against the effects of cyber aetacks

The parties to an armved conflict shall, o the maximum extent feasible,
take noccssary precautions 1o protect the dvilian popalation, individ-
ual dvilians, and civilian objects vnder tbeir control againet the
dangers resubting from cyber attacks,

1. This Bule & based on Article 53{c) of Additional Protocel 1. [t reflects
customary international law applicable in international armed conflicts.'*?

2, The majority of the International Group of Experts took the pes-
Iton that the Rule’s application was limited to inlernational armed con-
flict. These Expetts dovbled that international law would impose 4 general
obligation on a State to take actions to pretect its own population from
attacks during a non-international armed conflict: any decision to do so
would be 3 matter within it discretion, A ménority of the Expetts would
extend applicalion of the Ruke to non-international armed conflicts. ™

3. Theabligation to take p ons under this Rule differs from that
under Rules 52 to 58 insofar as this Rule relates Iopmcaulnons against Ihe
effects of cyber attacks, that is, to ‘passive precautions’ that must be taken
by the parties to the conflict in anticipation of the possibility of cyber
attacks. In other words, whereas Rules 52 to 58 st forth an attacker's

obligations as to precautions, Rule 59 add those of a defend

Examplcs of passive prwautlons include scgmgatmg militzry from civilian

cyber + ¥ on which critical civil-
dep ds from the ir backing up important civil-

ian data; making advance arrangements to cnsurc the timely repair

"% US Compianoers Hanonoox, para 5.3 UK Manuar, pers, 5.36-536.2; Camacian
Biatduat, gar. 421 GERMaR MaUaL para 514 AMW Matual, Rules 43-5; ICRC
CUsToMaky THL STupy, Rule 12

M0 |CRE CusTomary THL Stuoy, Ruke 22, Sev b the obliganon b Lske passive precau-
tiones with reapect to cultural property. Second Cubtural Properry Protocol, Art, 8; Ahfw
Marear, chupeau to sec. H: MIAC Manusl, para. 237 (placament of milkary
objectives}
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of imp [ digitally recording important cultural
orspultualob]cmto ficilitate reconstruction i the cvent of their destric-
tion; and using antj-virus measures to protect civitian systems that might
suffer damage or destructon during an arack on military cyber
infrastriscture,

4. Not all sub-paragrephs of Articl 58 of Additional Protocel
I have been incarporated into this Rule since Article 58(c), which this
Rule reflects, captures the tatality of the requirernent to take passive
precatitions; it is 2 'catch-all' provision that sncompasses the require-
ments set forth In the other sub-p The omission of the
remnaining sub-paragraphs of Article 58 should therefore nat be Inter-
preted a5 implying that the obligation to take passive precatitions is in
any way diminished in the case of cyber attacks.

5. Note that Article 58(c) refers to protection against the ‘dangers
resulting from milltary operstions’, while Rule 59 limits applicability to
‘attacks’. All members of the Intemational Group of Experts agreed that
precautions against cyber attacks were encompassed in the Rule. The
matority, however, wete unwilling to extend ks application to all cyber
operations on two grounds. Fiest, these Experts mamtained that Article
58 applies only to attacks, as indicated by the tifle of the Aride in
Additional Protocol 1. Second, even if Article 58 is meant to apply to
all operathons, they took the posi that no equl [ ¥ law
exists. The mincrity took the contrary position on the hasis that Article
58(c) refers to ‘operations’ and that therefore the norm should be under-
stood in its broader sense.

6. Passive precautionary obligations are subject to the caveat ‘to the
maximum extent feasible’. The term ‘maximum extent’ emphasizes the
importance of taling the requisite measures, It does not imply, however,
the existence of an obligation to do everpthing that, though theoretically
possible, is not practically possible ™ Indeed, the ICRC commentary be
Aricle 58 notes 'it is clear that precautions should not go beyond
the point where the Life of the popukition would become difficult or even
impossible’ ™ Az to the meaning of the word feasible’ for the purposes
of this Manual, se¢ the Commentary accompanying Rulk 53.

7. 1t may not always be feasible for partjes to the conflict to segregate
potential military objeclives from <ivilian abjects. Por example, a power
generation plant or an air traffic control contre may serve both military

Mg Cummenlwy mmpmym; Rule 53,
T CRC A para, 1245
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and civilian putposes. Civilians and civilian obicts might be present
at these lawful targets and it may not be feasibke to scgregate them in
accordance with this Rule. Similarly, it might be impossible ko segeepate
the civilian and military functions of the infrastructure. When segrega-
tion cannot be accomplished, a party to the contlict remains obliged, to
the maximum extent feasible, to takic other measiires to protect civilians
and civilian objects uader its control from the dangers attendant to
cyber attacks.

§.  The concept of ‘control’ was thought of in territorial terms during
the negotiations of Additional Protocol 13 The [nternational Group of
Experts was divided over the meaning to be attributed to the term in the
cyber context. A majority of the Experts conchuded that all civilian cyber
infrastructure and activities located in territory under the control of a
party o the conflict are subject to this Rule. This would include the
party’s unoccupled territory and occupied enemy territory. A minority
took a more nuanced approach, asscrting that the prohibition should not
necessatily be conceived of tersitorially, For them, not every computer
system within territory conteelled by a party is within its control for the
purposs of the Ruke. As an le, military ¢ Jeations may travel

gh civilian comp servers, and routers over which a
party has no de facto control. For these Experts, the abligation in this
Rule would not apply in such cases. In view of the ‘maximum extent
fewsible’ caveat, this division of opinion results in only minor differences
in application of the Rule. All the Experts agreed that if the party can
dictate the operations of a civillan computer system, it is under the
contrel of that party.

9. On the one hand, the International Group of Experts agreed that
the term ‘dangers’ does not refer to the risk of incomvenience or irrita-
tion. For example, the Rule does not requirs a party to the conflict to
protect clvilians from cyber operations that cause temporary inability to
access a website, Similarly, the party is not abliged w protect against the
mere defacement of websites, On the other hand, the Experts alse agreed
that the dangers the Rule is designed to protect against include death or
h‘l]ury to c.l\'i.llans or damage to civilian property, that is, collateral

A mi af the Inter 1 Group of Experts wotld include
ncsatlw effects iallmg shart of this threshold, such as major disruption of
day-to-day life (=s distinct from mere inconvehicnee or irTitation).

M2 |CRC ADDITIONAL PROTGGOLE COMMENTART, fara, 2239,
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10.  Although paragraphs (a) and (b) of Article 58 of Additional
Pratocol | arc not restated in this Rule, they provide uscful guidance.
Article 58{a) imposes a requirement to remove civilians and civilian
objects from the vicinity of military objectives.”™ Two scenarios in the
cyber context illustrate the danger contemnplated. First, 3 military
chjective may be attacked by cyber means in a way that harms nearby
civiliang or civilian objects. In such x case, the physical removal of the
civilians and civilian objects would be required lo the extent feasibe.
Second, cyber attacks may have indirect effecls on civilian computers,
computer networks, or cyber mﬁ'astruclure Appropriate precaumns
in such situations may incude sep 2. P g Or
otherwise shielding civilian cyber systems.

11.  The obligation in Artick 58(b) of Additienal Protocol 1to ‘aveid
locating military objectives within or near densely populated areas’,
which & implicit in this Rule, addresses the gituation in which civilian
cbjects are not (yet) located in the vicinity of military objectives; it
is preveative in character.”™ In the cyber context, there is no direct
equivalent to “densely populated areas', For instance, although civiliane
primarily uge social networking media, these cannot be equated with
densely populated areas, because the notion involves physical presence,
However, the requirement does apply with respect to physically bocating
cyber infrastructure liable to attack in densely populated areas,

12, The commentary to Article 58 offers several further examples of
passive precautions, These include well trained civil defence forces,
systems for warnmgs of imp sg atacks, and responsive five and emer-
Eenicy services.™ Cyber tquwak-nts might include distributing protective

ftware products, i ks arvd systems, maintaining a stra-
tegic cyber resarve of bandwidth and cyber capabiliry, and developing
response capabilities that prevent bleed over Lnto the civibian system,

13. Rule 59 dots notl bear on the “dual-use’ issue (Rule 39 State
practice clearly establishes the legality of using cyber infrastruciure for
both military and civilian purposes. Instead, this Rule addresses the issue
of proximity (whether real or virtual) of civilians and civilian objects te
cyber infrastructure that qualifics a5 a military objective, including dual-
use targets,

M apw ManuaL, Ruk 43; ICRC CusTomary tHL STupy, Rule 24.

5 ptdw Maruat, Ruk 42; ICRC Custarsarr IHL Stuov, Ruls 23,

M 1CRC P C ., paras. 2257-& See also ICRC Custom-
Ay THL $TvoT, commentaty sccompanying Ruke 32,
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14, Stake practice also demonstrates that the ilure of a defonder to
tale passive precautions does not, in itself, preclude the other side from
conducting a cyber attack > heless, the International Group of
Experts agreed that even when the enemy does not take passive precau-
tions, an attacker remains bound by the Rules governing sttacks, espe-
clally distinction, proportionality, and the requiremnent to take active
precautions (Rules 31 and 51 to 58).7 Some of the Experts tock the
pesition that the failurc of 2 party to take passive precutions ks an
appropriate consideration when determining whether an attacker has
complied with its obligations to take active precautions.

SECTION 3: PERFIDY., IMPROPER USE,
AND ESPIONAGE

Rale 60 - Perfidy
In the condna of hostilities involving cyber operationa, it is pro-
hibited to kill or injure am adversary by resort to perfidy. Acts that
imvite the confidence of am adversary to bead him to believe be or she is
enlitled 1o recelve, or i obliged 1o accord, protection under the [aw of
armed conflict with intent to betray that confidence constitute perfidy.

1. Perfidy, also referred to as ‘tecachery’, is defined in Article 37(1)
of Additional Protocol 1 as ‘[a)cts inviting the confidence of an adversary
to lead him to believe that he is entitled to, or is obliged to accord,
protection under the rules of intemational law applicable in armed
conflict, with the intent o betray that confidence’. The prohibition
against killing or wounding by perfidy also appears in Article 23{h)
of the Hague Regulations. This Rule applies in both intemational and
non-international armed conflict and is considered customary inter-
national law.*™

2. Whereas Artick 37(1) of Additional Protocel I inclodes acts that
result in the capture of an adversary, the majority of the [rternational

1R O IHL Srupy, panying Rule 21,

8 See Additional Protoced |, Art, BIE8) AMW Manvar, Puk 46 JCRC Costomaat IHL
STUDY, comteniary secompanying Rule 32

® Hague Reglstions, Art 2300 US CoMuanbeks Hanbaook, pars. 1212 UK
BAaHUaL, paras. 59, 1502 Calamdan ManUaL, parad. 503, 706, 857 GERMaN BiaHDAL
para, 471 AMW ManvaL, commentaty sccompanying Rule Fi{ap; NIAC Mannal,
pﬂg{. 235 KCBC Customary [HL Stupv, Rule §5. Ser alsa Potie Ststute, Artz &1 2NbK ),
B2Hz)ix)
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Group of Experts concluded that < ¥ international law prohit

only those perfidious acts intended to result in death or m]urf ' This
position is based in part on the fact that capture is not referred to in the
Hague Regulations or the Rome Statute?"* & minority of the Experts took
the position that as a matter of customary intermational Taw, the prohib-
ition also extends bo capture ™ Of course, the prohibition of perfidious
acts leading 1o capiure extends as a matter of treaty |aw to States Party o
Additional Protocol | during conilicts in which that instrument applics,

3. The prohibition has four clements: {1} an act inviting particular
confidence of the adversary: (2} an intent to betray that confidence; {3 a
specific p i tded for in international law; and (4) death or
injary of the adwrsar‘_v

4. The notion of ‘adversary’ is sufficiently broad lo encompass the
stuation in which the deceived person is not necessarily the person
whose death or injury results fror the deception, provided the individual
killed or irjured was an intended target of the attack.

5. In order to breach the prohibition against perfidy, the perfidious
act must be the proximate cause of the death or injury, i Comslder the
caze of a perfidious emall mwhng the ememy to a meeting with 2

of the [nter | C ittee of the Red Cross, but
whir.h is actually intended to lead enemy forces into an ambush. The
emermy is deceived, and, while travelling to the purported mezting, their
vehicle strikes a landmine {which was not foressen by the senders of the
email). Any resulting deaths were not proximately caused by the pecfidi-

ous emall because they were not f ble; therefore, the prohibition set
forth in this Rule has not been breached,
6. Proximate cause should not be confused with & 1 proximi

In the cyber context, it ks possible that a perfidions act m\rmng the
adversary's confidence will occur at a point in time that 15 remote from
the act that causes the death o injury. An example is an email sent by 2
military unit to the adversary indicating an {ntention to surrender some
days later at a specific location. At the appointed tme and location, the
adversary 15 ambushed and some of its troops are killed. Rule 60 has

HP S AMW ManvaL, ng Rule 11143} id ing whether the
protubluan againu pertidy sxtends to aces mulmg Inn capture).

21" Hapue Regulations, Art. 2ub), See alsa Rome Staule, Art. 3{2)0bixl)

M2 IoRE Cararamart IHL STuDy, Ruk 65,

3 1CRC ApmionaL PROTOCOLS COMMERTARY, para. 1500: Rome Seatote Ekments of the
Crimes, Artz, 82k Hx) 82Kz Hix)

4 Bathe ot al,, Hew RuLEs 207 ViCTIMG OF ARMED OonpuicTs 2 {1982}
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been violated, even though substantial 1ime has passed sinee the initi-
ating perfidious act.

7. The Intemational Group of Experts was split as to whether the
perfidious act must actually result in the injury or death of the adversary.
The ICRC commentary to Adicle 37 indicates thal the issue was prob-
lematic, but that it seems evident that the attempied o unsuccessful act
also falls under the scope of this prohibition”?’* On this basis, some
Experts 100k the position that the perfidious act need ot be successful,
Chhers were of the view that this position does not accurately mflect
customary Law, as evidenced in part by the plain lext of Article 23(b) of
the Hague Regulations and Article 37 of Addltional Protocal L.

8, The confidence that is irvited must be that the person or object
invotved is either protected by the Jaw of armed conflict or is obliged to
accond such protection to the party that is the subject of the deception
Examples include feigning the status of civilians (Rule 29), civillan objects
{Rule 38}, medical personmel or entities (Rukes 70 and 71}, United Mations
personnel or objects (Rule 74}, ot persons wha are hors de combiat (Rule 34},

9. The [temnational Group of Experts was divided as to whether the
confidence reRrred to in this Rule encompasses that of 2 cyber system.
Some Experts were of the view that it does. An example would be a
situztion in which the enemy commander s known 1o have a pacemaker,
Malware that will disrupt the thythm of the pacernaker and induce a heart
attack is prog d to falsely authenticate itself as being generated by
a legitimate medical source, The false authentication is accepted by
the enemy's computer network and the malware attacks the pacemaker
of the adversary commandet, causing a heart attack. [n this example, the
confidence of the adverse party's computer system has been betrayed and,
according to the majority of the Experts, the Rule has beer violated Other
Experts 0ok the position that the notion of confidence presupposes
humar: imolvenient, such that influsncing a machine's processes without
consequenty affecting human perception falls cutside the Rule.

10. The perfidy Rule does not extend to perfidious acts that result in
damage or destruction of property.®® Such perfidions conduct might,
however, be prohibited by another nulc of the law of international acmed
conflict. For example, the feigning of United Nations observer status to
ghin accets to an ad y's military head o cnable o close accets

5 ICRC ADp1TioNAL PROTOCOLS COMMENTARY, para, 1493,
HE AMW MaNUAL, commentary pecompanying fule b 1(s).
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operation against its secure computer network would not breach the
perfidy rule, but would nonctheless be prohibited (Rule £3).

11, Perfidy mwst be distinguished from esplonage {Rule 66), How-
ever, a cyber operation with the primary purpose of espionage that fulfils
the perfidy criteria and results in the death or injury of an sdversary
violates this Rule.

12. In an armed conflict, simply failing to identify onesell as a
combatant is not perfidy, although it may result in a loss of entitlement
to claim combatant immunity or prisoner of war status (Rule 26).%7
Similarly, in the cyber context there is no obligation specifically to mark
websltes, 1P addresses, or other information: technology Facillties that are
used for military purposes in order to distinguish them from civilian
objects, However, it may be perfidious to make such websites {or other
cyber entities) appear to have civilian status with a view 10 deceiving the
epemy in otder to kill or injure.

13. There is = distinction between feigning protected status and
masking the originator of the attack. A cyber attack in which the origin-
ator is concealed does not equate to feigning protected status, Iv is
thﬂefore not perfdious to conduct cyber operations that do not disclose
the origi of the of is o 2 sniper
attack in which the location of the auatk:r or entity oi‘ the snipee may
never be known, However, an operation that is masked in a manner that
invites an adversary to conclude that the originator is a civilian or other
: d person is prohibited if the result of the operation is death or
wyury of the enermy.

14.  The integrated nature of cyber infrastructure makes it lkely that
civilian cyber infrastructure wilt be involved in cyber attacks, The fact
that cyber artacks causing death or injury are conducted over civilian
cyber infrastruchure does not in itself make thern perfidious. In this
respect, cyber infrastructure is no different from civilian infrastructure
used to launch a kinetic attack. Examples include roads used by military
convoys or civilian airports used by military aircraft. The exception 1o
this generat rule is infrastructure that enjoys specially protected status,
sich as 2 medical computer network. This issuc is further discussed
below at Rule 71,

7 e Rubs 25 and 31 for funiber dlscussion on e requl for comb w
distingmish themsshves from the civilisn population

2% Recaling, however, thas il captured, Lhat combatunt mey subsequently be demicd
combatam or prisonct of war slefs,
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15, Perfidy must be distinguished from ruses, which are permissible.
Rutses arc acts designed to mislead, confuse, or induce an adversary o act
rechlessly, bat that do not viokte the law of armed condlizt (Rule 61).

Rule 61 - Ruses
Cyber operations that qualify as roses of war are permltted.

1. This Rule 5 drawn from Artide 37(2) of Additional Protocol
1. Ruses are permitted in both inter | and non | armed
conflict 1®

2. Ruses of war are acts intended 10 mislead the enemy or to induce
enemy forces bo act recklessly, bt that do not violate the law of armed
conflict. They arc not perfidious because they do not invite the confi-
dence of the enemy with respect to protected stams. ‘The following are
examples of permissible ruses

(a) ton of a d ¥ puter system
forces;

(k) transmission of false information causing an apponent erroncously
to belicve operations arc about to oocur or arc underway;

(<) use of false computer identifiers, comp tworks {e.g., honey
or honeypots), or comp i

{d) feigned cyber attacks that do not violate Rule 365;

{z) bogus orders purported to have been issued by the cnemy commander;

{f psychological warfare activiti

s g false intelligence inf son intended for i ption; and

{) use of enemy codes., signals, and passwords.

g non-existent

3. A common ekment of ruses of war is the presentation to the
enemy of a ‘false appeatance of what s actually going on, therehy lawfully
guining a militery advantage'™' Consider, for example, the use of a
software decoy o decelve the enemy. In response to a rogue software
agent that is tasked with modifying XML tags, the software decoy deflects

U8 Coumanper’s Hawogook, pare. 12115 UK Manusy, parss, 517, 15.1E; German
Mamuan pars. 4710 AMW hManual, cmmentary acompanyng fule 113 NEAC
M{ANUAL, COREsentary accompanying pars. 2 3.6; ICRC Custosta iy THL STupy, Rube 57,

I poy etamples of russs i the banal coRiext, se¢ T BF THE ARMY,
FIELD ManUaL 37=10, THE Law oF LanD Wansaoe pars. 51 (L956). Ser abo US
CoMManper’s Hawosoor, para 1LLE UK Mawusw, para. 5072 Cakapisn
M aruat, pars 856 AW Manvss, Rule 16,

T AMW MANUAL. commentary sccompanying Rule Hé(s),
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the ¢nemy’s cyber operators by redirccting their attention to a honeypot
that contains false XML tags that appear to have greater military valuc
than those under attack. The action is a lawful ruse.

4. 1t is perraissible to camouflage persons and objects to Bend in with
{ic., to be visually indistinct from) Ji including civilian sur-
roundings, 5o long as doing so does not amount to perfidy (Rule §0).2%
The Intemational Group of Experts was split, however, as io whether it
wollkd be lawful to « flage 2 computer or comy network to blend
in with a civilian system in a manner that did not constitute perfidy. For
instance, a military computer systemn might use a com domain in oeder
o appear to be commercial in nanwe to make it harder to detect
The majority of the Experts took the position that doing so would be
unlawful if the operation undermined the principle of distinction {Rule 31)
by placing civillans and chilian objects at increased risk ™ The minority
suggested that only the rule of perfidy spplies to such cases,

Rule 62 — Improper use of the protective indicators

It is prohibited to make improper use of the profective emblems,
signs, or signals that are sct forth in the law of armed conflict

1. This Rule of customary and teaty law a’ﬂ:»lics during both inter-
I and [ jonal armed conflict.

2. 'The Red Cross and the Red Crescent {as well as the Red Lion and
Sun, now in disuse’™] have long been recognized as distinetive protective
emblems. ™ Additonal Protocol 111 to H 1949 Geneva Conventions
establishes the Red Crystal as an additional distinctive emblem with equal

B amw ManualL, Ruk 11$e} and accompanylng comisentary.

LMW MaruaL, commentagy accompanying Rube 116ie).

B4 Hague Repulations, Ao, 23(0); Addiional Protoco] L, Art. 38 ¥, Addivonal Protocol IL,
At 13 Additional Frovecol 1L, Art, 8(1) S Commanpen's Hawowook. pan. 5316
UK Manual, para. 500 (o avwndedy Camamian Manuss, parat. 604-5; GRruan
ManUaL, paras, 641, 933 AMW Mateal, Rule LE2{a) and (bl NIAC ManuaL, para
2.3.4; ICRC Cusvomany IHL 5Tupy, Ruls 58, 59, 61 Sae ake Roow Shanue, An
A{2Wbividk Tt is imporiant ko note thal the luer providion is of more imited scope,
applyieg, only when 'weulting in death or seriows parsonal mjury'. Moteover, the Rome
Stanne contabiis o squivabent tule i rdatton b men-iternatbonad atmed conllt.

25 The R Lhon aned $atn s mol been wsed slnce 19840, In than year, the government of the
Isharabe Repubfic of Lran dechred that it would uwse the Red Crescent. Sev AMW
ManvaL B M,

2% Genera Convention 1, Ans, #8-44; Geneva Convention I, Arts 41-5; US Cosmaner's
Hanpwoor, para. 85 L1,
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statns.”? 'This Rule also encompasses improper use of the distinctive sign
for civl defence,™™ the distinetive erblem far cultural property 2 the flag
of truce™ and electronic protective markings such as those set forth in
Annex 1 of Additional Protocol 17! Improper use of these distinctive
indicators jcopardizes identification of the protected persons and
objects entitled to display them, undermines the future credibility of
the indicators, and places persons and objects entitled to their protection
at greater risk,

3 Unlike the previous Rule relating o perfidy, this Rule's prohib-
ltions are sbsolute®*? They are not limited to actions resulting (or
intending to result) in the death, injury, or, in the case of o State Party
to Additional Protocol [, capture of an adversary,

4. The term ‘improper use’ generally refers to ‘any use other than
that for which the emblems were imended”, nameiy id of the
objects, locations, and personnel performing of serving a protected
function.™™ The mere display of 2 protective emblem, even when a
reasonable person would realize ils false nalure, violates the Rule.
Improper use does ot encompass feigning protected status when pro-
tective indicators are not being displayed or used. As an example,
comsider an email from a Hotmail account to enemy forces that includes
a bare assertion that the sender is a delegale of the [nternational Committee
of the Red Cross, The action does not breach the Rule because it does
not misuse the organkzation’s emblem.

5. The International Group of Experts struggled with the issue of
whether the prohibitions set forth in this Rule applied beyond ihe
tecopnized and specified indicators, For instance, they discussed whether
the use of an email employing the 1 C of the Red
Cross domain name for purposes related to the conflict violate this Rule.
The Experts took 1wo different approaches.

2 addieionel Protoeal {11, Art. 201

I pddwional Protocal L AfL 66 US ComManbans Manpmook, pars. 2512 UK
aniwran, para 500, o, AL

¥ Cultiral Praperty Conventhon, Ans. 16, 17; US COMMANDER'S HanDRoow, pars. 85.14;
AW ManvaL, commentary accompanying Rake LL2(a).

2 Hogue Regulotions, Art. $3if): Additions] Protocol |, An, 38(1% US Commanpen's
HanDBook, para. £5.1.5; AMW BaHUAL, gobineniary sccompanying Rube 112, ICRC
Customaky [HL STuoy, Ruke 59,

9 pddwional Prowce] [, Aneex I, Avt ¥, as amended 30 Nowember 1993 See abto US
Comparped's Huwopoor, pares, B5.21, 8,523

2 ICRC AppimianaL PROTOCOLS COMMERTARY, para, 1532,

28 ICRC [HL $vor, ying Ruke 51,
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6 By the first approach, based upon strict textual interpretation of
the undezlying treaty law, this Ruk bears ouly on protective indicators, as
distinct from the protected persons or objects they identify. For propon-
ents of this approach, ouly cyber operations that employ electronic
reproductions of the relevant graphic cmblems, or which display the
other protective indicators set forth in the law of armed conflict, ate
prohibited. Consider, for example, the use of an email message with
the ‘icrc.org’ address extetision in order to bypass the cnemy’s network
data filters and deliver a picce of malware to the military network. As
this operation does oot specifically misuse the Red Cross symbol,
the Expetts taking this position concluded that the action would not
violate this Rule.

7. By the second approach, based upon a telealogical interpretation
of the underlying treaty law, the key factor in analysing such sinations is
use of an indicator upon which others would reasonably rely in
extending protection provided for under the law of armed conflict. For
these Experts, the previous example would violate this Rule because the
domain name ‘icre.org’ invites conbidence as te the affiliation of the
atiginator, *

2. This Rule is without prejudice to the adoption of an agresment
between parties to the conflict as to cyber ot other indicators of specially
protected status. 2>

Ruke 53 - Improper use of United Nations emblem
It is prohibited 10 make vse of the distinctive emblem: of the United
Matlons b cyber operations, excepd as awthorized by that orgamization.
1. Both treaty and customary intermational law recognize that
thorized use of the distincti blem of the United Nations is
hibited in international and non-3 ional armed conflict.**

B gn argument in favoor of this view would be 10 treat At 44 of Genera Convention
| a5 extending ot enly so the words "Red Cross' or "Geneve Croes” but dlen ro TERCT

5 Geneva Catventions 17Jl, An. 6 Ganeva Conventlon TV, An. 7, ICRC ADDLTIOMAL
FroTecols CoMMENTARY, pam, 1557,

B gddvonat Proocol L ARt 382 US Comsanoers Hawpsook, para. [24; UK
ManvaL, para, 510 ¢ Canaman Manua, pars. $08ck AMW Manear, Rule 112e)
HIAC Manval, npanying pam. 234 1CRC & L Stvpv.
Pl 60 See also Rome Stetate, Art. S{ZHbIvE]
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2. Any usc of its emblem not authorized by the ization consh-
tutes a violation of this Rule, subject to the exceplion set forth in the
following paragraph. For lnstance semling an emall masquerading as a
United Mati and the United Mations

bletn i prohibited. The prohibiti appllcs lrrﬁpoclm of whether
United N'atlons personnel are deployed ta the aren of armed conflict.

3. In circumstances where the United Nations becones a party to an
armed conflict or militarily inbervencs in an on-geing onc, the emblem
lases its protective function since United Nations military personnel and
equipmnent are lawiul targets. OF course, United Nations personnel per-
forming non-military functions, and their material and equipment,
retnain protected under the law of armed condlict a5 civilians and civilian
objects respectively.

4. Asinthe case of the protective indicators addressed in Rule 62, the
International Group of Experts was split on the lssue of whether the
emblem has to be used in order to vialate this Rule. Whereas some took
the position that it does, others maintained that any thorized use of
an apparently authoritative indication of United Natjons status suffices, For
a discussion of this matter, see the Commentary accompanying Rule 62,

Rule 64 - Improper use of enemy indicators

Tt is prohibited to make use of the fags, military emblems. fnsignia, or
uniforms of the etvemy while visible to the etveny during an attack,
imcluding a cyber attack.

1. This Fuk i based on Artick 2306} of the Hague Regulations and
Am:l: 39(2) of Additional Protecol L. It applics in bot.h mtcmalloml and

jonal armed confhct and reflects custonary | ol law 27
2. 'Therz was consensis among the International Group of Expens
that the use of enemy unif; insignia, and embletns is prohibited when

cngaging in an =ttack during both international and non-international
armed conflict™ Article 3%(2) of Additional Protocol [ extends the
prohibition beyond use during atiacks to actions intended to shield,

¥ US Commanpee’s Hanpoook, pora- 1E53 UE Manuar, para 511 Canacian
Hiasiat, para 607 GERMan ManuaL, para. 473 AMW Manuan, Ruke 11He) NLAC
Mtk para. L35 ICRC Cuzramany IHL Stirer, Rule 62, See oo Bome Stne, An,
m;m{m;
™ Combatantc C‘Wredwhle wearing enemy uniforms do not <njoy belligersnt immunity
::: :l; et entitted 1o prisonsr of war stetus. Ser comimentaty sccompanying Rules 15
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favour, protect, or impede military operations.™ The extension is not
generally considered to form part of customary international law, ™

3. This Rule originates from a histerical requirement for visual dis-
tinction between opposing forces and their equipment on the bartlefield,
As such, the terms “emblem, insignia, or uniforms” refer anly to concrete
visual objects, including national symbols marked oo military vehiclkes
and aircraft’ ™ Tt is unlikely that improper use of enemy uniforms
and ather indicators will ocour duting 2 remote access ayber attack, as
the cyber operators would not be in visual contact with the adversary,
Hawevar, the use of them during a dose access cyber attack ts prohibited.

4. The reference to “while visible to the enemy’ has been induded tn
this Rule because the International Group of Experts split over the issue
ofwheth y law prohibits use during any attack, irmespective of
the d i 5. The ity of the Intemational Group
of Experts took the pasitian that such a broad interpretation would serve
Ro purpase since it 15 oty when the attacker's use is apparent to the
enemy that the act benefits the anacker or places its opponent at a
disadvantage. [n their estimation, the prohibitom therefore only applies
when the individual conducting the cyber attack 15 physically visible
ta his or her adversary. The other Experts were of the view that no such
Hrttation should be placed on the prohibition since it appears in neither
Artide 3%2) of Additional Protocal |, nor in the ICRC Customary
HHL Study's discussion of that Article. However, all the Experts agresd
that the conduct cited in this Rule violated customary internatioral law.

5. Unlike misuse of protective indicators {Rule 62), the Ruk does not
extend to use af the enemy's emblem ot other tndicators of sremy status
in the cyber communications themselves. [n other words, it is permissible
to feign enemy 2uthotship of a cyber jcation. This distinction is
supported by State practice regarding lawful tuses, For instance, the UK
Manual cites the following examples of ruses, cach of which is aduptable
to cyber operations: 'ransmitting bogus signal messages and sending
bogus despatches and newspapers with a view to their being intercepred
by the enemy; making use of the enemy’s signaks, passwords, radio code

9 Canada has made a Teservation to its application of Art, 192} o the effect that it woukd
apply the prohlbition only while sngameg In attacks and B io ovdet 1o shivkd, Bvout,
prokd, or lmpedt military operations. Cavabian Madusl. pa. $07,

B There are divergent views as to whal constitutes unproper e, See AMW JManuar,
commentary nccompanying, Ruke 1124C); NIAC MABUAL, COMMENNry aceompanying

2 BOT FALY (vl of IHL $Tupt. ¥ g, Rule 51
Bothe ot ol o 214
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signs, and words of command; conducting a fals¢ military exercise on the
radio whik substantial \roop movements arc taking place on the ground;
pretending to communicate with troops or reinforcements which do not
exist ... and piving false pround signals to enable ajrborne personnel or
supplics to be drapped in & hostile arca, or to induce aircralt 1o land in
a hostile area”

6. The application of this Rule is somewhat problematic in the cyber
contcxt becausc of the possibitity of remotely acquiring control of cnemy
systerns withaul having physical possession of them. Military computer
hardware is regularly marked. However, such markings are seldom used
to distinguigh it from enemy computer hardware For this reason, the
[nternational Group of Experts agreed that the Rule has no application
with regard to enemy marked compuler hardware over which <ontrol has
been remotely acquired and that is used for conducting attacks against
the enemy.

7. Situations involving cyber opcrati pleyed 10 gain contrel of
other enemy milivary eguipment are more complicated For instance, it
might be possible to acquire conttol of an enemy susface-te-air missile
site that has been marked with the enemy emblem. In such a cage, il
would be impossible 1o remove the enemy's emblems before using the site
to allack enemy gircraft, The ICRC commentary to Artick 3%(2)

dd ituation of capturing an enemy tank on the
battlefield and usmg il against the enemy. The commentary asserts that
enemy markings would first have 10 be removed. As justification for
applying such a sivict rule, the « y <ites the persi abuse of
enemy uniforms and emblems following the Second World War®® The
majority of the International Group of Experts took the pasition that
military equipment, the control of which is taken by cyber means, may
nel be used for an aitack while bearing enemy markings, A minotity of
the Experts noted thai the commentary both labelled the issue “a delicar
question” and observed that the equipment could be withdrawn to the
rear in order to be re-marked.**! These Experts took the position that the
tank scematie should have been resobved by assessing the feasibility of
renoving or obscuring the cnemy markings. In the surface-1o-air missile

B2 K Mamual, par, 5.17.2, See ko US Copmanoet's Haupaook, pas 1211, Can-
ADpat Mabual, para BS6: GERMAR Mawual, para d71; AMW MaNUaL, commentary
accompanying Ruke 116{c)

M ICRC AnpiTianAL PROTOC0ULS COMMENTARY, . 1576,

H ICRC ADp1T1aMAL PROTOCOLE COMMENTARY, . 1576,
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sile s¢enario, they concluded that the site might be uicd to condue
attacks since it is nat feasible lo remove or obscure the enemy markings
prior to doing so. They argued that the Ruk: k= not absolute, it Is context-
dependent, particolarly with regard te feasibility.

8. An exceplion to Article 39(2) of Additional Prolocol | exists for
the conduct of armed conflict at sea. The exception allows 2 warship to
fly enemy (or neutral) flags as long as it displays itz true colours
immediately before an armed engagement. ¥ Therefore, warships
flying the enemy or neutral flag may conduct cyber operalions until
an 1nt lonal Group of Experts
ag.reed that the law is unsetded as to whelher a cyber attack (as distinct
from a cyber operation) would be prohibiled as an eng; from a2
warship displaying enemy or netral flags.

9. The Internaticnal Group of Experts noted the existence of separ-
ate requirements beyond the scape of this Rule 1o mark warships and
military aircraft. For instance, in air warfare ouly preperly marked
military airecatt may exercise belligerent rights.** Such issues acise in
the case of acquiring control of enewry warships or military aircraft to
conduct belligerent activities other than aitack, Consider a cyber aper-
ation to assume control of an enemy’s unmanned serial vehick {UAV)
while in flight. The question is whether & must be marked with the
capluting patty’s pmllary marks befort undertaking, Fot example, recon-
naissance missions. Some Experts took the view that most States would

not interpret this requi as absclute in character. In their view, the
caplured VAV would not have to first land immedlately and be matked
with the acquiring State's markings. Cyber operaly in thei estimati

undercut the basis for asserting the absolute character of the Rule. Other
Experts, however, considered that there is an absolute prohibition on
emplaying the captured vehicle for military purposes until the relevant
military and national markings have been applied.

Rule 65 — Impraper use of nevtral mdicators

In cyber operatlons, [t is prohibited o make use of flags, milivary
cmbletn, insignia, o uniforms of neutral or other States ol party to
the conflice.

M5 113 Commanper's Hakpsoor, parg 1351 Sam Rewo Marust, Rale 110,
U8 Commanoer’s Hanpoook, Chapter 15 AMW Marual, Bules 165}, 17; Haguae Air
Warfare Rules, Ants. 3. 12
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1. This Rule is based on Adick 39(1) of Additional Pratocol 1. It
applics to international armed conflict and is considered part of custom-
ary I.nlernatmnal law?"" An exception 1o the Rule exists in relation 1o
maval warfare ™

2. Itis unsctiled whether this Rule applics to non-intermational srmed
conflict, The [CRC Customary [HL Study argues that there is & legitimate
expectation that the parties to a noo-intemational armed confllct abide
by this rule’ ™* A comtrary view B that the Rulc docs not apply in non-
international armed corflict because the concept of neutrality b5 limibed
to iterational armed conflicts. ®™

3. The phrase ‘other States not party to the conflict” is drawn from
the text of Article 3%{1). It was included in order ba cover States that have
adopted 2 narrow interpretation of neutrality.

4. The International Group of Experts agreed that wearing the und-
ferm of a neutral State’s anmed forces to canduct a close acoess cyber
attack wotld be prohibited under this Rule. However, 25 in the case of
protective indicators {Rule 62) and United Nations emblems {Rule 63,
the Group was divided aver whether employment of other indicatots of
neutral status is prohibited. For example, thers was a lack of consensus
as 10 use of a peutral State’s government domain pame. For a discussion
of the two positl se¢ the C ¥ accoinpanying Rule 62,

5. Se¢ Rules 21 to 95 and accompanying Commentary for further
discussion: on peutrality.

Ride 66 - Cyber esplonage
{a) Cyber espionage and olber forms of information gathering
directed at an advervary dwring an armed conflict do mot violate
the law of armed conflict.

37 1S COMMANDERS Hawbbook, para 1233; UK ManUAL para 501 Cababiab
hlatiwst, para 606, GERban Manual, para 473 AMW Manuan, Rule LX) ICRC
CusTouary [HL Srupy, Rude 63,

4 additional Frotocol [ Art. 3503 (stating chat it docs st affect he existing generally

gmized rues of hw pi o to the use of Nlags in the
vandua of srmed soniber at sea’); Us mem\rmus HaNDpoox, pars 12305 Sam
Renser Manitiar, Rube 118,

¥ ke © IHL Stue, © panying Rule 63 See alio NLAC
Manvae, pars, 234,

2 MW MawuaL, commentary sccompanying Fule 152id), The AMW Manusl notes that
the conduct would nevertheless be regarded as improper’,
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() A member of the ariied Forces who has ¢ngaged im cyber eapion-
age in ememy-controlled territory boses the right 10 be a privoner
of war and may be treated as a spy If captured before re-joining
the armed forces to which he or she belongs.

1. 'The formnlation of this Rule is based on customary international
law, Articles 29 and 31 of the Hague Reguktions, and Article 46 of
Additional Protocol 1% Lir. {b) applies only in wternational armed
conrhct because the concept of esplonage is lmited to inker-State rela-
tions®™ and because the notions of prisoner of war status and combatant
i ity have no application in non-i tional armed conflicts.

2. For the purposes of this Manual, “cyber espionage’ is defined
narrowly as any act undettaken clandestinedy or under false pretences
that uses cyber capabilities to gather {or attempt to gather} information
with the i ion of jcating it to the opposlng party, The act
raust occut in territory controlled by a party to the conflict 7 Clandes-
tinely" refers to activities undertaken secretly or secretively,?™ as wirth a
cyber espionage operation designed to conceal the identity of the persons
involved or the fact that #t has occurred. An act of cyber information
collocilon is ‘under Fa.lsc p'xctcru:cs when so conducted as to aeate the

pression that the individual concerned is entitled to access the infor-
mation in question.™™ In the cyber domain, it often consists of an
individual masquerading as a legitimate uscr by croploying that user's
P Jons to access targeted systems and data

3, Cyber espionage must be distinguished from P k
exploitation {CME}, which is a doctrinal, as distinct from an inter-
national law, concept. CNE often occurs from beyond enemy temitory,
using remole access operati Cyber operab 1 alse yse the
term ‘cyber reconnaissance’. The teem refers to the use of cyberspace
capabilities to obtain information about emery activities, information
resources, or systein capabilities. CNE and cyber reconnaissance are
not cyber espionage when conducted from ourside enemy-conteolled
terrtory.

S Commanpms Hawvooook, paras. 118, 119 JCRC Customant IHL Stuny,
Rllle 07,
B2 AR Mariak, chap«u W o R

) Nore the detinitian of ‘spy” a1 Hague Regulations, get. 2%, 1S < HaHDBooK,
pare 128 AMW MarvaL, Rk 118,

:: AMW MaNUAL, commentary accompanying Rule 118
1SRG A P 5 G , pars, 1779




1949 CONDUCT OF HOSTILITIES

4. Although there is ne express prohibiti onqobcr ,‘ g¢ in the
law of armed conflict (or internalional law mere g y), it is subject
w0 all prohibitions set forth ln that body of law. For Lns'mme cyber

ge can In some cil violate the prohibition on perﬁdy
{Ruk 60). Such conduct may ake amoun! te “direct participation in
hestilitics” by any dvilians involved, thereby rendering them subject
to anack (Ruole 35). Although cyber espionage, whether by civilians or
members of the armed forces, docs nol violate intemnational law, it
may violate the domestic law of Slates that enjoy jurisdiction over the
individual or the offence 2™

5. Artide 29 of the Hague Regulatons employs the term “zone of
operations of a belligerent”. Article 46(2) of Additional Protocol | expands
the geographical scope of the concept to any territory controlled by enemy
forces. State practice supports this extension as a manter of customary
interrational law. 2™ Given the geographic limitation to teritory ¢ led
by the enemy, cyber espronzge will most likely occur as 2 close access cyber
operation, such as when a flash drive is used to galn access to a computer
systern,

6. Cyber information gathening that 5 perforined from outside 1etrl-
tory controlled by the adverse party to the conilict is not cyber esp)onage
but, in eertain cir ¢, may be punishable under the d
ctiminal law of the Stale affected ot of Ihe neutral Stale from which the
activity is undertaken, However, since no cyber espionage is lnvolved,
belligerant immunity would attach when appropriate {Rule 26).

7. The [nlemational Group of Expetts agrzed that the miormation
in question must be gathered on behalf of a panty to the conflicl. For
example, it is not cyber espionage for the purposes of this Rule for
a corporation located in the territery of a party 1o the conilict to use
cyber means to sutreptitionsly gather information aboul the commercial
activities of a corporalion in the erritory of another purty 10 the conflict,

8, 'The majority of the [nternational Group of Experts tock the
position that the natore of the nformation gathered has no bearing on
the charelerization of the activity a3 cyber ¢splonage. By contrast, the
minority agreed with the AMW Manual sgosmon thal the information
invelved must be of some miitary valoe.®

6 Antw Manuar, Rude 119 and sccompanylng comestary.

B UK Manuar, pare 45,1 CANATIAR Manuat, pars, 611 AMW Manual, commentary
accompenying Rule 118

24 AMW Manvat. B 113 and accompenying sommeniery.
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9. Certain acls of cyber cspionage involve more than mere
information-gathering activitics and can cavse damage to compuler
systems. Therefore, acts whose primary purpose is cyber espionage may
sormetimes amount te a cyber attack, n which case the Rokes as to cyber
attack apply (Chapier 4}.

10, With respect to it {b), it is well accepted that spies who are
caphured in enemy -contralled teeritery do not enjoy combatant immunity
or prisoner of war status. However, ‘a spy whe, after re-joining the army
ta which he belongs, is subsequently captured by the enemy, is treated as
a prisoper of war, and incwrs no responsbility for his previous acts
of spying' > This provision applies to cyber espionage. Accordingly, if a

ber of th d forces wha has engagesd in cyber espionage in enemy-
controlled territory succerds in re-joining his own forces, he or she i no
Tonger liable to prosecution for those cyber espionage activities.”®

SECTION %: BLOCKADE AND ZONES

A, Blockades

1. The question of whether and to what extent the Jaw of blockade
apples in the cyber context proved o be a particularly challenging issue
for the International Group of Experts. Blockade is a method of warfare
consisting of belligerent operations to prevent all vessels and aircraft
(enemy and neutral) from enterlng or exiting specibied ports, afrports,
or coastal arzas belenging to, occupied by, or under the control of an
enemny belligerent Stae™™' A blockade may be cstablished as part of
military operalions dirccted against military forces or as an cconoemic

peration with the gic poal of weakenlng an enemy’s military power
through the degradation of its econony. ™

=¥ Hagee Regulations, An, 31
0 Aditkonat Proascal I, Av 86{d), US Coasaupers Hawpaook, pare 12.% UK
MaNUAL para. 494 {a amended), Canapian Manesy, para, 34 AMW Manvar,
Bule )22
115 CommARDER's HaDRoor, pars, 7.1, For & definition of acrial bockade, see AW
Manuar, chapeau to sec V.
TS COMMANBER's HanDBOOK, pata 7.7.5. At panl af economle warfare, & blodeade hai
a direat Impact on the commerckl relathons between neulral States and the blockadsd
Stare. I is consldered 3 mewhod of warfare desipned ro weaken the economy of an
enemy Howewr, simee Workd war 11, States have <stahlished blockades most often ac an
integral part of militery operations directed against milkary Farces (e.8. 1o deny supplics,
armaments, and reintforcements). Ser GERMare Mamuan, paeas. 1014, 1051253,

k.24



196 CONDUCT OF HOSTILITIES

2. While the law of blockade originally cvalved in the context of
maritime aperations, the advent of aviation made blockade law relevant
to alrcraft as well. Not only are alrcraft used to enforce a naval blockade,
but it has also been recognized that a blockade to prevent atrcraft from
entering or cxiting specificd airficlds or coastal arcas belonging to, ocou-
pied by, or under the control of the enemy, constitutes a lawful method
of aerial warfare®

3, The common clements of a blockade are: it must be declared
and notified; the commencement, duration, location, and extent of the
bleckade must be specified In the declaration; the blockade must be

ffective; the forces maintaining the blockade may be stationed at
a distance from the coast determined by military requirements; a
combination of lawful methods and means of warfare may enforce
the blockade; access ko neutral ports, coasts, and airfields may not be
blocked; ¢ ion, lifting, i blish t, or other alter-
ation of a blockade must be declared and natified; and the blockading
party must ap&‘y the blockade impartially to the aircraft and vessels
of every State,

4. Given the increasing use of computers and computer systems in
the operation of vessels and aircraft, cyber means can be used to facilitate
the establist and enf t of a naval or aerial blockade. Rule 67
teflects this practice. A more difficult question is whether the use of cyber
means to block neutral and enemy cyber communications to or from
enemy territory or areas under ememy control - a so-called ‘cyber
blockads' - is subject to the law of blockade.™

5. The wsue of whether these operations amount to a blockade as a
matter of law prompted significant debate within the International
Group of Experts. That debate centred on the applicability of the criteria
for blockads in the cyber <ontext, the technical feasibility of a cyber

23 AMW Manuar, chapesu o sec. V.

1 1S CoMUANDER'S HANDBOGK, paias. 7.7.1-77.25; UK MaUaL, paras. 13.65-13.7%;
CAbAAN Manual, para. B4 GEpMan blanoal, para 1052 AW Manual, sec.
Sanl REMo blanuas, Rules 93-5, 97, 99-101.

This question was prompled by the statement made by the Esjonian Minisier of
Dicfence, who declared that the X007 distribeted denial of service anacks against his
naton ‘can efectively be compared bo whan your ports are shut bo the sea”. While
the Difence Minister did nor saplicitty wse the e Plockade’ it & obvions thag
he drew o paralel betwern the doswre of ponts and dlstnbured denpl of service
attacks that bocked Betonia'’s important websites, lohnny Byan, TWar' A New Threar, its
Converence — ad eur Increesing Videenability, HATO R(v':mli“"illu 7Y, evailable at

e - " el i
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blockade and, thus, characterization of the rales governing cyber block-
ade a3 lex fata or lex ferenda.

6. A minority of the Experts wdered such cyber operations 1o be
mere electeonic jamming, that is, akin to electronle warfare. The majority
toak notice of the fact that naval or acrial blockades were often designed
to create a particular effect thal could be achicved by cyber means. Far
example, a lepitimate goal of blockade has always been 10 affect nega-
tively the enemy’s cconomy. Since much of present day economic activity
is conducted through communicalions via the Internet, the majority
of the International Group of F.xperts concluded that it is 1
to apply the law of blockade to designed to block cyber
communications into and out of ternlory under enemy control. Far
them, these operations are qualitalively distinct from  jamming
communications.

7. The establishment of a blockade tmditionally required the specifi-
cation of a particular peographical Ilne that aircraft or vessek might not
cross. This raises the question of whether a line of blockade can be
ariiculated in & declaration of cyber blockade and whether it is feasible
to block all cyber communications croseing it The Technical Expents
advised that it Is possible to do both.

8. A further concepiual difficulty s that blockade law, as presently
understoad, is geographically restricted. Naval and air blockades involve
preventing access 1o or from "specified ports, airfields, or coastal areas’. ™
In light of the rektive freedom of navigation of neutral vessels and
alreraft in international watees and arspace, the concept only has rek-
vance when blockade operations are mounted in these areas, thereby
interfering with neutral rights. The minority of the International Group
of Experts strictly applied this paradign in the cyber context, with the
resull that ¥ would be conceptually impossible to establish a cyber
blockade of landlocked tertitory. The majority concluded that & cyber
blockade is a meaningful notion in these circumstances because it may be
effectively enforced solely from bellierent territory without breaching
the neutrality of adjacent Slates,

9. The Inlemational Group of Experts struggled with the meaning of
the effectiveress crkerion Ln jts application 10 cyber blodiades. A minorty
of the Experts took the position that sufficient effectivencss was unatizin-
able because the communications in question could be achicved by other

6 % Companper's Hanpoook, pars. 27,1 AMW Manuan, chapeau to sec V.
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means, suwch as radio and telephone. The majority drew suppott for their
position by reference to air and sca movemenits, They pointed to the fact
that the carriage of materials by air, which could not be shipped by sea due
to a naval hlockade, did not make a naval blockade ineffective, and vice
versa

10. A cyber blockade may be rendered effective by other than cyber
means. For example, a party to the conflict could enforce a cyber
blackade with a combination of cyber {¢.g., denying access 1o Internet
route servers by modl.ﬁms the routing tabies), electronic warfare (e.g.

ploying directed energy weapons o interfere with radio frequency
mlmnu.nlcaﬂon} and kinetic means (e, severing Internet trunk iines
and destroying network centres in enemy territory by airstrikes).

11. Cyher blockades may not bar, or otherwise seriously affect, the
use of neutral cyber infrastructure for communications between the
neutral State and other nevtral States ™

12, 'The law of blockade applies in international armed conflicis. Tn a
non-international armed conflict, a $tate that is a party to the condict
may impogs restrictions om the entry ineo and exit from areas that were
fotmerly ander its control and that are subject to Ibs terrional sover-
eignty. 50 long a5 the State limits its operalions o ¥s own Lerritory,
waters, and airspace, they do nat amount ko a blockade in a lsgal sense
Lt is a matter of dispute whether a State invoheed in a nor
armed conflict may establish and enforce a blockade in international
waters or airspace. Non-State actors are nat entitled to establish and
enforce a paval, aerial, o, a kattion, cyber blockade. >

13. Ta Iz2, some bere of the Intet 1 Group of
Experts completely rejected the notion of a cyber blockade 25 a matter
of existing faw. Others accepted it conceprually, but pointed to practical
difficulties in meeting the iegal criveria (or took divergent approaches to
their application in the ¢yber context}. Still others asserted that cyber
biackades are lawful, capable of meeting traditional criteria, and practic-
ally and technically feasible. Since the International Group of Experts
could not achieve consensus an Ruks regarding the existence, establish-
ment, and enforcement of a cyber blockade, the following Rukes only
address how cyber means may be used as a component of a traditional
naval or air blockade.

# 1§ Commanpen's Hanoeaok, para, TTLS; UK Manust, pars 13,71 Camanian
Mamuar, para 848; AMW Marwsr. Bude 158 San Rema Marvar, Rule 9,
4 AKW ManuaL, chapew to sec. V.
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B, Zones

1. The concept of zones 1s grounded in operatlonal docerine and not
internatlonal law. Operational zones inclode, inter alla, exclusion zenes,
na-fly zones, weming zoncs, and the immediate vicinity of naval or acrial
operations ™ They are not ‘free fire zones' ar ‘areas of unrestricted
warfare’, During an armed conflict, belligerents remain fully sobject to
the law of armed <onflict within zones?™® Meutral, cvilian, and other
protected objects ar persons retain their protection under that law when
they enter such zones, even if they have ignored the nstroctions issued
by the party that established them.

2 Denctration of a zone may be considered when assessing
whether the object ar person concerned qualifies as a lawful target ™
Consider the penetration of a closed and sensitive military network
(t.e., the equivalent of a zone) during an armed conilict. The system
provides a clear ing that i jon will subject the intruder to
automatic 'hack-back’ or other measures. Despite having been placed
on sufficient notice and afforded the opportunity to withdraw or desist,
the inttuder persists. [n this case, it would generally be reasomable to
conclude that the infrusion is hostile. As such, those individuals
authorizmg or executing the intrusion and the hardware and sofrware
they employ may reazonably be congiderad lawful targets (Rules 34, 35,
37, and 38).

3. Cyber exclusion zone issues arise in two contexts - use of cyber
means or methods m the enforcement of naval and acrhal zones and the
creation of unique cyber exclusion 2ones. The former is dealt with i
the Rules that follow. With respect to the latter, the Technical Experts
emphasized the difficuity of defining zones In cyberspace. Moreover,
compliance with the terms of a defined 2one might be techmically

% Ser generally US Commanper's HanDsook, para, T:9, UK Manvar, pares, 1255-38.,
I577-15.80; Camablan ManuaL, pars 353 GRAusH blanoar, patas. 448, 1042-50;
AW Manunl, soc P, San REso Manvar, paras. 105-8.

0 U5 Coatunnpess Hanoroak, Ppara 7.9: UK Mawval, paras. 1377, 13.78; CaNaman
MawuaL, para, B52; GERMAR MapuaL, pata. 1058 AMW Manval, chapeau b sex. P,
Buodes 15{al, 1079, During percetime, inermstions] law mgarding self-defence
{Rules 13 to 17) and force peatection apphies fully within such zones.

1 The jus ad bellum significance of pensiraamg & 2ome s that the a2t miay be # relevam
consyderation when asseising whether an armed atiack bas scourred of js lrinenr.
AMW ManuaL, commenary accompanying Rule 195{a) In certain narrowly defined
lrcumetances, the mers et thal a zone has been penctrated can be sufficiently daer-
minatve that an armed attack (Pude 13) 5 mdervay.
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challenging since in many cases the communications concerned may
rely upon cyber infrastructure over which the sender has no control.

4. In light of the facts that zones are operational concepts, that
those who establish them are not relieved of their legal obligations, and
that maintenance is technically difficult, the Intemational Group of
Experts agreed that the acticulation of Rules governing cyber zones was
inappropriate. Consequently, the sole zones issue addressed in this
Manual is the use of cyber operations in support of aerial and naval
zones (Rule 69).

Rule 67 - Maintenance and enforcement of blockade

Cyber methods and means of warfare may be used to maintain and
cnforce a naval or acridl blockade provided that they do not, alone or
In combinatlon with other methods, result In acts inconsistent with
the law of International armed conflict.

1. Conducted appropmtdy, cyber operations can prove valuable to a
military in g and enforcing a naval or aerial
blackads. Remote access cyber op ath against propulsion and navi-
gatlon systems are examples of the sort of cyber operations that can
support blockades. Any use of cyber operations to enforce or maintain a
blackade is subject to the same resirictions as kinelic means and methods
of watfare, [n particular, 2 blockade (s unlawful when the damage to
the civilian population is, or may be expected o be, excessive in relation
to the concrete and direct military advantage anticipated from the
blockade. 2

Rule 68 - Effect of blockade on nentral activities

The use of cyber operations to enforce » naval or actial blockade must
not hive the effect of barring, or otherwise seriously affecting, access
o teeutral territory.

1. According to well-established principks of the international law
applicable to armed contlict, belligerent measures must be applied with
due regard o, and must not viclate, the rights of neutral States. For
instance, Article 1 of Hague Convention V provides that ‘the territory of

7 Carapian Manuay, pa, $30: AMW Masuss, Rule 157(b). San Remo Manual, par.
10203,
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neutral Powers is inviolable' ™ [n the context of aerial 20d naval block-
ades, both the AMW Manual and the San Remo Manual provide that 2
blockade may not bar access to the airspace, ports, and coasts of neutral
States.”* The same position has been adopted for the purposes of the
prescot Manual

2. The termn “access’ in this Rule denotes physical access by aircraft or
vessels. Cyber operations can have the effect of barring access in many
sibuations. For mstance, a cyber operation that interferes with the pro-
pulsion or navigation systems of neutral aircraft or vessels can cffectively
prevent them from operating in neotral airspace or sea areas. Similarly, a
<yber operation that interferes with port or airfield operations can effect-
ively keep vessels or aircraft from wsing those facilities and, thus, from
accessing nevtral lerritory. To the extent they physically bar access, cyber
operalions in support of a blockade are prohubited A majority of the
Experts agreed that the law of naval or acrial blockade does not prohibil
cyber operations used to enforce a blockade that have the effect of
interfering with access to neutral cyber infrastructure or with cyber
communications between neutral States,

3. Those Experts who accepted the concept of cyber blockade (see
chapean to Section %) agreed that such a blockade, as distinet from cybrer
measures taken to enforce a naval or aerial blockade, would be subject 10
1 prohibition on cyber operations thal impede access to neutral cyber
infrastrocture or interfere with cyber communications between neulral
Siates. In particular, they noted that the cyber infrastructure physically
situated In the ternitory of 2 neutral State is already protected by that
Siate’s territorial sovereignty (Rule 1) unless the protection 1 lost pursu-
ant 1o international law (Rules 15 and 32). These Expens would limil

peration of the prohibition to cyber L neutral
States. Article 54 of the Hague Regulations provides that submarine
cables connecting an cccupked lerritory with neutral terntory may be
seized or desiroyed 'in case of absolute necessity', subject to restaralion
and compensation after the end of war.

Y Geu alie Hague Comverton XI1, Art 1 sating "Belligerents ave bound 1o vespect the
savercign rights of reuicl Pawers and fo abstaln. |y neurral terliony or In netral
walers, [rom any act which would, if knowheghy perraitted by any Pomer, conaiitute &
violation of neatrality).

AW Maruat, Rubs 150, San Fno Maruar, Rade 99 Sec albio US Commanoer's
Hanpsook, pard. 77 25: UK MaruaL, pard, 1371: Canapran banuse, para, S48
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Rule 5% - Zones

To the extent that States blish zones, whether in peacetime ox
during armed comflict, lawful cyber operations ma}rbemdmewcise
thelr tights in swch zones.

1. As discussed in the chapeau to this section, various types of zones
may be established during st armed conflict. The existence of such zones
has ne bearing on the legal rights and oblizations of States, whether
belligerent or neutral, within and beyond sovereign te]'rl‘lorg-r For
instance, States enjoy the rights of self-defence, of freed
and te conduct hostilitles in international sea areas and airspace (subycct
to the due regard principle). However, the existence of a zane may affect
the exercise of such rights, As an example, a warship may take penetra-
tion of 3 warting 2on¢ inle acoount when assessing whetber an aircraft ls
aboul to attack it.

2, Cyber operations may be used 1o declare and notify the establish-
ment of a zone, and sub ty to it, For ple, cyber
theans tay seTve to communicate restrictlons wgarding passage through
a Zotic ot to warm aircraft or vesscls thal are approaching it. Similarly,
where activity within a zone leaves a vessel or aircraft open 10 antack as
a military objective, cyber operations may be used to assist in, or carry
owt, the attack, as long as the cyber atlack complics with the law of
artied conflict.




Certain persens, objects, and activities

L. Ioaddition to the general protection atforded to civillans and civilian
objects, the Jaw of armed conflict makes particular provision as to the
protection of specific classes of persons, obiects, and activities. The Rules
set forth in this chapter apply these provisions in the cyber context.

2. These Rules are without prejudice to the right of the parties to a
conflict to enter into special agreements. They may agree at any time to
protect persons or objects not ofherwise covered by the law of armed
confiict, a5 well as to make additional provisions for protected persons or
objects beyond those required by that kaw. As a ruke, special a@reements
may only be concluded with a view o ¢nhencing protection.' For
example, the parties to a confiict may conclude a special asrumem
providing greater protection for comp and o
supporting the optration of works and installations cnntammg danger-
ous forces than that set forth in Rule 30 by agreeing to an absolute
prohibition on atracks against them, whether by cyber or kinetic means.?
Similarly, a special agreement could be concluded to protect computers
and compuler nebworks supporting sensitive faclitics not addressed
by the Rule, such as oil production installations, oil drilling platforms,
pemleum storage facilities, oil refineries, or chemical production facil-
ities.” The unique nature of cyberspace and the aclivities that occur
thereln may render such agreements particularly rekevant and useful.
An impartial h ization, such as the [nternational Com-
mittee of the Red Cross, may facilitate the conclusion and implementa-
tion of special agrezments.’

T Ser Geneva Conventions 1-1V, Art, 3, Genevn Canventions 1-11L An, & Geneva Cotiven-
tion [V, Ant 7. Sew alivc AMW Mawuar, Rule 99 and accompanylng commeniary.

* AMW MaMuaL, commentary accompanying Rule 59

* AMW ManuaL, commentary sccompanying Rule 59

* AMW Manuaw, commentary accompanying Rule 79

103
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3. The fact that certain persons, objects, and activities that enjoy
specific protection under the law of armed conflict arc not addressed in
this chapter's Rules must not be interpreted as implying that they lack
such protection in the cyber context. Where the application of a par-
ticulsr law of armed conflict protective norm did not mise issues
peadliar to cyber warfare, the International Group of Experts concluded
that jt was not necessary to reflect this in the present Manual. Therefore,
it is essential to bear in mind that, to the cxtent persons, objects, and
activitics benefit from the protection of the law of armed condlict
generally, they will equally enjoy such protection with regard to cyber
operations and artacks.

SECTTON 1. MEDICAL AND RELIGIOUS PERSONNEL
AND MEDICAL UNITS, TRANSPORTS, AND MATERIAL

Rule 70 - Medical and religious personnel, avedical
units and transports

Medical and religious personnel, avedical units, and medical trans-
ports st be respected and protected and, in particular, may ot be
mde the object of cyber attack.

1. The general obligations to respect and protect medical units,
medical means of transport, and medical personnel are set forth in
Articles 19, 24, 25, 35, and 36 of Geneva Convention |; Articles 22, 24,
25,27, 36 to 39 of Geneva Convention LI, Articles L8 to 22 of Geneva
Convention TV: Articles 12, 15, 2| to 24, and 26 of Additional Protocol
T; and Anticle 9 of Additional Protocol TI. Religious personnel are
protected pursuant to Atticle 24 of Geneva Convenlion I Chapter 4
of Gengva Convenbion I Article 33 of Gentva Convention 11 Artick
15 of Additional Protocol I; and Article 9 of Additional Protocol IT. The
Rule applies in both international and non-international armed conflict
at customacy intermational law.” Medical and religious personnel, med-
leal umits, and medical transports may lose their protected status pur-
suant to Rule 73,

* US Commanpea’s Hampecok, perss. 8240, 5242, 3914 UK Mamuse, pars,
TI0-72D, 73D, 1545-1547 (a3 avwendedr Cabapiab Manvar, Chapier 9. sex. 3
GerMad ManuaL, parss, S10, 812, 624, B14; AMW Manvar, secs. K, L NLIAC Mannal,
poras. b, 421 ICRC Curtomary [HL Study, Rules 25, 27, 25, 29, 20 Ser afse Kome
Sratute, Ants, B2)hHodw), B2Nelii
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2. The term “religious personined’ does not refer bo every member of
a rcligious socicty, Rather, it denotes those individuals defined in
Article #8{d) of Additional Protocol I. In particular, it encompasses
chaplains attached to the armed forces. The [nternativnal Group of
Experts agreed that this lerm applics in the same scnse in non-
international armed contlict®

3. Although not addressed in this Rule, it must alse be borne in mind
that places of worship are specifically prolecied, albeit not absolutely,
from attack or any ather hostile act in accordance with Article 27 of the
Hague Repulations and Article 53 of Additiomal Protocol T, which in the
opindon of the International Group of Experts reflect customary inter-
national law.”

4, The sequirement lo ‘respect and protect’ involves separate obli-
gations. The duty to respect is breached by actions thal impede or

prevent Jical or religi p I, medical units, of medical
transports from performing their medical or religious functions, or
that otherwise adversely affect the } itarian functions of medical

of religious persomnel, units, or transports® It includes, but is not
limited to, the prohibition on attacks. For instance, this Rule prohibits
altering data in the Global Positicning System of 2 medical helicopter
in order to misdirect it, even though the aperation does nat qualify as
an atlack on 2 medical tramsport {Rube 20). Sirmdlarly, blocking the
online broadcast of a religious service for combat troops is prohibited.
It must be cautioned that the Rule does not extend to situations that
oocur only incidentally, as in the case of the overall blocking of enemy
communications.

5. By contrast, the duly to protect implies the taking of positive
measures to ensure respect by others {e.g., non-State actors) for medical
and religions personnel, medical units, and medical transports.” For
instanee, the obligation would require a military farce with the capability
1o do 5o 1o defend a hospital in an area under its control against cyber
attacks by hacktivists, when md to the extent feasible."

* ICRC Customart IHL Stupy. commenlary sccompanying Rule 27

T US CommMannin’s Hanoeoox, pars 8.3 UK MANUAL, paras. 535, 15,08 CANADIAN
Mabval, parss. 443 172 AMW Makvac, Bubes 1ok 950,

1 AMW ManuaL, comtenbary acoompanywg Rule 71

* AMW ManuaL, commentary sccompanying Rule 71.

™ See Hugue Regpulations, Art, X7 {concerning ‘hospitads and places where the sick and
woimded are collesied?),



206 PERSONS, OBIECTS, AND ACTIVITIES

Rule 71 - Medical computers, comp ks, and data
Compul pul tworks, and data that form an integral part
ofﬂle perath d of medical umits and t

mllstbcmpcdedandpmtmd,andmmuwlwmymbcmdt
the abject of attack.

1. The protection set lorth in this Rule derives o the broader
protection ta which medical p |, units, and ports are entitfled
{Rule 70), It applies in both international and non-international armed
conllict as customary fnlerational lw. "'

2. Theconcepls of respect’ and ‘protect” are explained in the Coraren-
tary to Rule 70. it would not viclate this Rule to conduct non-damaging
cyber reconnaissance to determine whether the medical facility or trans-
ports {or associaled computers, compuler networks, and data) in question
are being misused for militarily harmful acts {Rule 730,

3, 'The ‘data’ referred to in this Rule are those that are essential for
the operation of medical units and transports. Examples include data
necestary for the proper wse of medical equipment and data tracking the

y of medical supplics. Personal medical data required for the

of Individual patients ks likewise protected from alteration,

deletion, or any other act by cyber mcans that would negalively affect
their care, regardless of whether such scts amount to a cyber atlack.

4, If the objects referred to in this Rule are also being used to commit,
outside their b itarkan functions, acts harmful to the enemy, they
lase their protection against attack, subject to Rule 73, This situation is
particularly relevant in the cyber conlext because medical data can be
stored in the same data centre, server, or computer as militzry data.

Rule 72 - Identification

All feasible meastmes shall be taken to ensure thal compliters, com-
pliter ndﬂorka, and data that form an integral part of the op

or adminisi of medical ymits and ports are cleasty identi-
fied through appropriate means, including electronic markings. Fail-
ure (o 30 identify them does nol deprive tvem of their protected simtus.

" Us Cometanpens Hanpsoox, pare BLAr UK Mawuay, parss. 700-72F fa
amended), 15451547, Canaman Manuas, parac, 47, 49, 918 AMW Manusr,
commantary accompanymg s K, MIAC Maswal, pare 4.2k ICRC Costomary THL
Stwov, Rules 15, 28, 19, 30
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1. This Rule applics the law of armed conflict provisions as 1o the
marking of medical units and medical transports with a distinctive

blem to p 3 D networks, and data thar form an ne-
gral part of thelr operations. It applies in both international and non-
international armed conflict as customary international law, '

2, For the meaning of the term 'data’ in this contex), see the Com-
mentary accompanying Rule 71

3. Electronic markings are provided for under Articles 8(m) and 18(5)
of Additional Protocol [ as additional means 10 facilitate the ilentification
of medical units and transports. These markings may be nsed 1o supple-
ment the distinctive emblems. Use of appropriate electronic markings by
States ot Party 1o Additional Protocel 1 is also encouraged.

4. T is the contribution to the medical function thal compuiers,
computer networks, and data that form an integral part of the oper-
ations ot adminisiration of medical units and transparts make tha
determines their protected status." Distinctive emblems and other
means of identification ouly facilitate jdentification and do not, of
themselves, confer protected status, This principle i& codified in Article
1 of Annex | of Additianal Protocol 1 {as amended in 1993} and in
paragraph 4 of the P blz 10 Additional Protocol L. Since protected
status is ot derived from the distinctive emblem or other means of
dentification per se, such compuiers, computer networks, and data are
protected regardless of whether they bear the distinctive emblem or
other means of Mentification.’® The phrase 'all feasible measures’ is
wicluded in this Rule to erphasize the fact that military, humaniarian,
technical, or other considerations might make marking impractical in
<eTiAin circumsiinces.

5. In the cyber context, marking could be achieved by adding identi-
fiers to the data of by notifying, directly ot indirectly, the other party 10
the conflict of unique idemifiers related 1o the rekvant computers,

¥ addiional Frotocol L Are 13 Addivional Protecel I, Arc 12; Geneva Convention I, ani_
42 Geneva Convenuon I, Ans 43, 44; Geneva Conventon TV, ane. 18, 201 Us
Commanpen’s Hanoeoox, pars. 8.5.1.1; UK ManoaL paras. 7.23-7.23.3 (a5 amended),
1545 Camaptan Manuar, paras 915 216, #17; German Manoan paeas. 63%, 638
AMW Manuar, Rule 7Ha), chapeau to sec K NLAC MaNUAL coMmenLary secompany-
g pars. 31,

3 Soe AMW ManUaL, cotmumenbary sccompanylag Rule 72(c).

" Ser US Commanper's HanDmoox, para, 3240 GERMAN Mlanuval, para 613 AMW
Mamuse, Rule 73(db and penyi y. ICRC © IHL Stvor.
commentary sccompenying Fule 30,
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computer networks, or daka,'> Consider the storage of military medical
data in a cloud computing data centre. The party storing e data notifies
the enemy that the files containing its military medical data have the
unique name extension .mil med.B' and that Bis naming convention will
not be used on any file that is not cxclusively medical. The encmy verifies
Ihe nature of twesc files through intelligence analysis and incorporates
special protections for this data into its cyber operational planning
process. Both parties have complied with this Ruke.

Rule 73 - Lous of protection and warnings

The protection to which medical units and transports, inclwding

P P ks, and data that form an integral part

of their op or ad are entitled by virtoe of this

mhondmsnotoemualessﬂlrymmdmmmmuomm

[ acts | 1 10 the encmy. Tn such situations

protection may cease only after a warning setting a reasonable time
limit for pl when heeded

PPTUP

1. This Hule applics in inter | and in non-internalional
armed conflicts and reflects customary international law.'® With respect
to international armed conflicts, the Rulz Is based on Article 27 of the
Hague Regulations, Articles 21 and 22 of Geneva Conveatica |, Articles
34 and 35 of Geneva Convention [I, Adicle 19 of Geneva Convention
1V, and Article 13 of Additional Protocol 1. Tn the case af non-
international armed conflicts, it is based on Article 11(2) of Additional
Protocol 11.

2. "Acts harmiul’ in this Rule has e same meaning as *hostile acts’
in Article 11(2) of Additiens] Protocol L' The notion of “scts harmful
to the enemy’ encomipasses acts Ihe purpose or effect of which is to
hatm B enemy by impeding their military operations, or enhancing

' additionat Protocok I, Annex [, Art. 1{4), ez amended 30 November 1993 (providing,
“The High Contracting Partics and in particular the Partica to the conflict are invited at ol
rimes 1o n;nx upon additionsl or ciher signals, e or systems vvhlch enhence ihe

ibilk Heatlor: and vake full ads e of P in this
feld),

"% S ComMaNDERS Hawprook, pora E30.& UK MANUaL, para, 7130 Catiabiasl
ManuaL, parsk, 447, 918 German ManuaL, pares, 613, S18-1% AMW Marvar, Rule

_ Plad, (b} NLAC Manuay, par, 4.211; Customaey THL Stvor, Fules 25, 389,

7 1CRC A ProTocoLs G pora. 4720.
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one's own.'® It not only includes acts inflicting harm on the enemy
by dircct attack, but also those adverscly affecting encmy military
} as with collecting Intelligence and transmitting military
commumcalions "
3. Acts that arc not considered harmful to the cnamy include:

(a) that the personnel of a medical unit are equipped with Light individ-
ual weapons for their own defence or for that of the wounded, sick,
ot shipwrecked in theit chargs

(b) that 2 medical unit is guarded by sentries or an escort;

(c) that portable arms and ammunition taken from the wounded and
sick, and not yet handed to the proper service, are found in the
medical unit; or

{d) that members of the armed forces or other combatants are in the
medical unit for medical or other zuthorized reasons, consistent with
the mission of the medical unit™®

4. 'The fact that a medical computer systern is equipped with softs
that, although not intended to be used for acts harmfal to the enemy, is
capable of being so used, does riot per se deprive it of prolected status.
Consider a softy or agent resident on a medical
cOMputer system rhat ls capable of being used to generate a DDoS script.
The systern a8 2 whole retaing its protection, although the agent or
application becomes a lawful military objective i used or going to be

used for military purposes {provided al) other requi for qualifi-
catlon as 2 military objective have been met). Simblatly, the mstallation of
detection sofi Jesigned to prevent an attack on a medical

computer system will not deprive it of s protected status.

5. Even if there Is a valid reason for discontinuing the specific protec-
tion of medical units ot transports (induding medical computers, com-
puter networks, and data), due warning must be issued setting, where
appropriate, a reasonable time limit for compliance before an attack may

* 1CRC FroocoLs G ® . 590, See alss AMW MaNval,
<ommentary accompanying Ruke Tla): [CRC Gemeva Cotvenmion | CoHMENTARY at
200-1.

1AM ManuaL, commmtary acconyranylng Rube 74¢a).

2 Adduianad Prowcsd ), art, 13, Geneva Convention L, AR, 22; Genevn Canvention IV, ARt
19 Ser abiv AMY Mabust, comeeeniary sccompannng Ruls 74{ch Mote thar the
reference o “Light individoal weapons” appears in A, 132)a) of Additional Protocal
L. which applics only 1o civiian medical fclHives. Mo similar reference is conteined i the
eneva Conventions with regard 1o military medical facilices,
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be conducted.” The warning may take various forms, such #s an email to
the hospital, a radio message, or 2 press release. In many instances, it may
simply consist of an order te cease the harmful act within a specified
period. ¥ The relevant legal question is whether the means selected are
such that the warning is sufficiently likely to reach the cnemy.

& As noted in this Rule, the requi t to setar ble time
limit for compli only arises “wi appropriate’, that is, when it
is feasible to do 50.2* For instance, if the misuse of the medical com-
puters in question is causing i liate scrions harm, it will typically
not be feasible to afford an opp ity for compliance before d

ing, or it may be necessary substantially 1o reduce the time limil for
compliance.

SECTION 2: UNITED RATIONS PERSONNEL,
INSTALLATIONS, MATERIEL, UNITS, AND YEHICLES

Rube 74 - United Nath |, installati
materiel, units, md vehicles

{a) As lomg a5 they are entitied to the protection given to civilians and
civilism ubjem lmdu' the kaw of armed conflict, United Nations

I terlel, units, and vehlcles, Inchuing

conip aid comip et that support Uniited Nati
st be respected and protecicd snd arc not subject to
cyber attack.

{b} Other p 1, installats 1, units, or vehicics, inchud-
ing computers and comy involved In ¢ humanitar-
an or peacekeeping missi ! with the
United Nations Charter arc p agamtcylm'allack under

the same conditions,

B pcldithonat Brotocel |, An. 141y Addinenal Prowcol 11, Az 112k Genevs Canvention
L Art 2k Geneva Convention 11, Art. 34; Geneva Convention IV, Are 19, See abio US
CoMmanDERs HANDBOOK, para. §.2.0.4; UK Manuar, para. 7.0 5.1 Carvamian b anual,
pare 918; Gemmatl Mabivar, pars. S15; AMW Maniral, commentary accompanying
Tude 74{b).

2w MaULL, coummreniay seconpanying Raole 2B

# See additional Protocal 1, Art. 131k Additional Prowcal 11, Art, 11(2); Geneva Conven:
tion |, Ant, 21; Geneva Convention I1 Am, 3 Geneva Convention 1Y, Art, 19; AW
Maruar, Rule T4{b)
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1. This Rule is drawn from a number of sources. The abligation
to Tespecd and protect Unikd Mations personnel, installations,
materiel, units, or vehicles, and by extension their computers and
computer networks, derives from the Unijted Nations Safety Convention.
Artide 7{1 specifies that United Nations persenncl, units, vehicles,
equipment, and premises ‘shall not be made the object of attack or of
any action that prevents them from discharging their mandate’ and that
Contracting Partics have a duty 1o ensure the safcty and sequmity of
United Mations pe’rsnn.ntl. The extension of protection from attack

ta those invelved in a h itarian or peaceksepl jon. finds
support in Articles s(z;(h)(m) and 8(2)(e)(lil) of the Rome Stalule Rule
74 is applicable in both international and nom-i ] armed

conflicts 35 customary law.*

2. The notien of ‘respect’ in fir. (a) of this Ruk encompasses an
obligation 10 refrain from Imerference with the fulfilment of the man-
date. This sbligation refers anly to United Nations personnel as defined
under international law™ and to the installations, materiel, units, or
vehicles, including computers and computer networks, which support
United Matians operatnm 1t daes not 2pply to those persons and objects
referred to in i (b}

* See abo UK Maoas, peras. 149, 14.15; AR REARUAL, COMIMENIRTT Fccompanying

Fule 98(b), {c) NLAC ManvaL, para, 3.3 KCRC Costomary THL Stvov, Fuk 3%

= United Mations Sakety Conventlon, Art. (a3, The Articke defines ‘United Nations per-
sonncl as: "(i) Persona cogaged or deployed by the Sexrctary-General of the Unlied
Hations a3 mambers of the military, police or civilian <omponents of 3 United Nations
wperathon; [ily Other offichls and cxperts on mission of the United Natlons or ite
specialized agencics or the Inernational Atomic Encrgy Agency who ere present iman
affickl capacrty In the arta where a Unlhied Matlors operanen k being conducred '
An. ey defines a Unbed Maions operation’ as ‘sn operation cstablshed by the
competant orgen of the United Mations in accordance with the Charter of the Umited
Natiooe and condocted under United Natlons saoihority and conol: (i} Where the
operation is For the purposs of meinteining or rertoring international peace and scourity,
o (H) Where ihe Secuniry Coupell or the General Azserably bas declared, ior the puarposes
of this Conventbon, that there cxisls an exceptional risk to the safety of the personnd
parteipating b ihe operation”

In addition, Art. Il of the Oprional Frotocol to the UN Sakety Convention cxpands
the rerm 'United Mations operation’ 1o mchude: "all odher Unibed Netions operations
establuhed by 2 comperan; ongan of the Unlied Matlons iy accordanee with the Charter
alihe Unpted Mathons and conduwcted noder Unbied Notjons metharity and cantre] for the
purpotes oF {a} Delbvering b il pollincal or develop amlstapce in peace
tuiding, or (b) Crelivering emergency humanitaman assistance” Cptiomal Protocol
‘o the Canvention on the $afety of United Natlons and Associated Personnel. At I,
5 2005, U Doc. A

k4
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3. The obligation to rcspcct and pmtcct Uniled Nations personnel
means thal it is prohibited 1o attack, th , or harm them in amy
way, including t]uough cyber operations. Addnwmlly, there may be no
interference with the accomplish of the date, for
directing cyber opcrations against the implementing force’s networks.
The prohibition extends to persons or locations placed under Urited
Mations protection within the context of the mandate. ‘Protect’ refers to
the duty ta take those feasibile steps necessary la cnsure thal others do not
attack, threalen, harm, or interfere with them.

4. Attacks against United Nabions personnel, whether kinetic or
cyber, are prohibited az long as the United Nations is not a party 10 the
armed conflict and o long as its forces ar dvilian persorme] do nol take a
dicect part in hostilities (Rule 35%.™ United Nations forces must eefrain,
in particular, from conducting cyber attacks; to do atherwize will resuht in
the lass of their protested status. Of course, United Nations personnsl
have the righ! to act in sclf-defence and, when so autharized by a Security
Council resolution, may forcibly resist armed attempts to interfere with
the execution of the mandate,”

5. If \he threshold of anmed conflicl (s crassed during hostilities
between United Nations forces and those of a Stete or organized armed
group {Rule 20), or if United Natiots forces become 2 party to an on-
goimg armed conflict, the law of armed conflict will apoly to their
aperations. ™ In such cases, United Nations military personnel may be
treated as comhmm.s and their military equipment, including military
[ and | as milary objectives subject
0 altack, including by cyber means. United MNations nom-mitllary

T AMW ManuaL, commentary secompanying Rake $8(a); ICRC Cosromary THL Stunt,
conuentary acommnpanying Rule 33,

22 K, Masva, pars- 14,05 Abdw Manva, Rals 98(b),

UK ManbarL, pata 8. S alts LN SECHETARIAT, UNITED NaThons PRACEKERMING
OPERATIONS. PRINCIPLES aND GRLDELINES 34-5 (2008)

M4 Manonr, para LA, UN Secrerary General, Secestary-Generalz Bulledln o the
Dbservance by Unried Nariows Forces of Intermarional Humanitariar Law, UM Doc, ST/
SOB 199 L3 (S Awgust 1999). In vocordance with Arl, 22 of the United Nations Safety
Canvenrion, this Rule does not apply +o s Linbed Nanans operation authorized by the
Seeurdry Coundll oz an enforcmmient actlon undet Chapier 7 of the Charter of the Unated
Mathws, In which any of the perconne) are enpaged as combatants aguinet srganized
armed fovces and to which the law of international wrmed condlice applies’, For »
dipussion of combatants and crganized armed proups (Forcesh. so¢ COMANIRTY Gccom-
panying Ruale 26,



DETAINED FERSDMNS 213

personnd, like other civilians, must not be made the object of attack
umless they directly participale in hosilitics.”

6. The dividing Line between reacting Io an attack in self-defence and
becoming a party to an intecnatioral or joral armed conflict
is, in principle, subject to the same cntma Ihal apply 1o ather aclors
(Rule 20). Consider thc case ofan ml:maumal armned conflict to which
United Nati gents have been deployed to
enforce 2 peace scttiernent. The peace agreement brealks down and the
armned, forces of one of the parties to the condlict undertake cyber attacks
against the military communications networks of the United Nabons-
mandated forces, which they suspect of supplying intelligence 1o their
enemy. By limiting their cyber or ather actions in response to those
necessary to stop the attacks, the United Natons-mandated forces
remain protected by the previons Rule,

7. Lit. (b) apphies 10 personnel who do not qualify as Upited Nations
personnel. 1 also applies to operations that a1e not United Nations
operations in the sense of Artick L{c) of the United Nations Safety
Cenvention because they ar not ‘conducted under United Nations
authotity and control.

2. Although not conducted under United Mations authority and
control, for ki, (b) to apply the mission in question ust be 'in accord-
ance with the United Mations Charter”? This will usually mean that the
Security Council has authorized it. ‘-\ddil'mmll\-Y the  purpose of such a
mission must either be to deliver or
peacekeeping. H itaran assi ¢ and peacekeeping operations
presuppuse consent by the host nation and any States that are parties
ta the conflict.

9. As in the case of United Nations personnel, proteciion against
attack ceases when 2 force of the sort referred to in it {b) becomwes a
party to the armed conflict. Prokection of individual members of that
force ceases when they directly participate in the conflict,

SECTION 3: DETAINED PERSONS$

L. This section add certain cyber-rek provisions of the law of
armed conflict governing the of pri of war, interned

3 AMW ManuaL, commentary sccompanying Rule 96tb)
2 fome Statate Arts. R{23(bM ), S2Ne)tii)
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proleeled persons, and others who are detained, mcluding security
detainees, delained civilians who have laken a dircct part in hostilitics,
and those detained on criminal charges with a news to the armed
conflict. It must be understood that there is an extensive body of law
governing the Ircatment of delained persons. The following Rules deal
only with those few aspects of thal law thal raise lssues relaling lo cyber
operations and activities.

2. The legal regime governing detenlion of the various categorics of
detained persons differs besed on the characterization of the condlict
{Rukes 22 and 23). In particular, and with the exception of Cammon
Article 3, the protections set forth in Geneva Convenbons I and IV
apply only in international armed conflict, although certain analogous
customary provisions may spply to non-inlemational armed conflict,

Rule 75 - Protection of detained persans

Pri of war, i d protected p and ather detaimed
must be p i from the | I effects of cyber
ope.raﬂon

L. The calegories of prisoncr of war under Geneve Convention 1L
and interned <ivilians under Geneva Convenlion IV relate only to inter-

jonal armed conflicts. Those i and Article 75 of Additoral
Protocal L, which the Experts <onsidered lo reflect cuslomary inter-
nabional law, govern their lreatment, The trealment of detained persons

in the context of a non-international armed conflict s governed by
Common Artick 3 of the 1949 Geneva Convemkms cuslomary lnter-
nabianal Ia\ll' and, where applicable, the rel p of Addity
Protocol 1L

2. Detaining parties™ are respansible for the security and well-being
of prisaners of war, inlerned prolecied persons, and other detainees.™®
Precautions must be taken to protect them from the harmful =ffects of

¥ additlonat Protocol I, Arts. 4, 5 fas well as ather applicable Law, such 28, i eovtaun
circumstancss, buman rights ke

* n an intenationsl srmed conilia), the oonm teTm i d.emnllm power’, Humer.
brecause thee Rube P nore appl I j
armed confliex, the gemenls 1erm “detainimg party” has been adupled m thiz Manual

¥ Sae generally Geneva Conventlon T, Arc 1% Geneva Conventhon [V, Ar. 29; Hague
Teguhations, Ants, 4, 7; U5 ComManpers Hawoeoox, pars LLI-10L; UK Matrst,
parae. §.26, 93701 18; Camapian Manvac, paras. 114, 1129; Gepman Manuaw poms,
5825, T0Z, 704, TI4-25
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cyber operations.™ All detained persons are also protected from cyber
activitics that contribvle to or Tesult in oulrages on personal dlgnlt}'.
torture, or crugl, inhurnan, humiliating or degrading ireatment ™

3. It is prohibited to employ cyber means to prevent or frustrate a
detsining party’s cfforts 1o hooour its obligations, such as recording
personsl delails, with respecl to prisoners of war, interned protected
persons, and other detainess.™

4, Fensible meastres must be taken to pratect personal data relating
to prisoners of war and nlemned protected persons fromt the effects of
cyber operations, for example by being stored separately from data or
objects that constitute a military objective. Such data must be respected
and may not be modified or publicly exposed.™ This applies to dats in
the possession of the detaining party, sny Protecting Power, and the
International Cornmittee of the Red Cross.

5. Detaining parties musl ensure thelr networks and compulers are nol
employed to violate the hooour or respect owed to prisoners of war and
Imerned profected persons.® Prolection extends beyond the physical
person."! Prohibited cyber actions include posting defamatory information
that reveals embarrassing or derogatory Infrmation o thelr emotional
state.'? This would embrace, for sxample, posting information or images
on the Internel that could be demezning of that could subject prisoniers of
wal o inlerned protacted persons ke public nidiculke or public curkosity.

6. Treaties governing the treatment of prisoners of war and interned
protected persons 1l a detention regime of privacy and
protection from public abuse 2od curlosity.”” Detatoing parties must

* additionsl Protocol I, An $(2)ic); Genevs Conventian [1I, ArL 23; Ckneve, Conventian
I'U' ATt B3 UK Mantar, paras, .35, 835, 939, GEraan Masiar, pacas 543, 700, 714
P addlional Frotocol |, An. 75(2b), 85041ic): Addianal Prodacal I, Ani. d{2)(ck, Geneva
Converwions 1=V Art, 3, Geneva Convention 111, Art, 14; Geneva Conmention IV, AR, 7
UK ManUaL, paras. 8.2Md]. 221; GERMAR Mapval, paras, 595, 4.

* additional Provcol [I, An. S{2pb); Geneve Convention 11, Anis, 70, 71 {mating provisions
acratnting ot prisenets wrltng ra family memberzk, Geneva Cenventlan 1V, Ans. 106, 107,

¥ Geneva Convention [, Art | % Geneva Conventon IV, Ani_ 27,

“ Geneva Conveatlon (11, Arts. 13, 1; Geneva Convennan IV, An_ 27,

HICRE Gereva CorvenTron Il COMMENTARY 38 144; ICRC Gereva Converron IV
Commonraer al 201-1.

“ ICRC GeWeva Co 1 145 (dl gt
“libel, slander. 1wl and any viologan of xecrets of a pertanal nalun] ICRC Gewevs
CaNVENTION IV COMMEBRTARY 3t W02 See alto CananLat ManuaL, pars. 1016 GERMAN
Manvay, pams, 595, MM,

# genevn Comventlon Hll, An. 13; Genevs Convention 1V, Art, 27. See alse UK Manvar,
pares, .25, 87N, %21,
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guard against intrusion by public and private actors into the communi-
cations, financial assels, of clecironic records of prisoners of war or
interned protecied persons.™

Rule 76 - Cor dence of detaived

F r
The right of prisonere of war, intermed protected persons, snd other
detuined p to certaim cortesponsd must 1ot be interfered

with by cyber aperations.

1. Inan international armed conﬂu:t, detaining parties must perrml
prisoners of war and L d d persons to i
with the exterior™ and to noufy I’armhcs of their delertion within one
weck of arrival at 4 place of internment® The obligations reflect cus-
tomary international law. "

2. Individuals detained for security reascns in non-international
arined condlict are entitked under customary intermationst law to corres-
pond with their familics, subject to reasonable conditions. n pacticular,
persons who are detained in the centexit of a non-international armed
mnﬂict 1o which Additlonal Protocol 1L applies are‘sapeciﬁcally permitted
to correspondence with family

3, The correspondence addressed in this Rule denotes comtmunics-
tion with family oc other private persons of a striclly personal, non-
military, non-political nature. Traditionally, the term 'correspondence’
referred to letters or other handwritten ¢ ications. It is unclear
whether, as a matter of law, correspondence includes electronic commu-
nications, for example email. This is because the law ks clear that a right
of correspondence cxisls, but 15 not prescriptive 3s lo its form,

4. The detaining party may take into consideration such factors as
the difficulty of achleving an acceptable level of assurance that elecironic
communications ate not being misused when determining which mode
of communication to allow. Although this Rule is meant 16 apply to the

M UE htanual, para 8.291d); ICRC €1 [HL STUDY,
Euls 122,

** Genevn Convention 1, Ants, 69=77; Genev Convention 1V, Arts. 193-16; UK Manual,
o PR BAE 865, 941, 9.62; German Manwal, paras. 595, 72].
* Gevtorn Conventlon 1, A 70 Genam Convention TV, Art 108 UK ManUay, pars,
Bl 945

¥ [CRC Costomany IHL Stupr, Ruk 125

* additional Provocol I, Art. $2)0b). See alio UK Manuar, para. 15.41b. NIAC Maneac,
para, 34 izegarding novitication of Ratus and Ioqtion),
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dersining party and not lo interference by others, the delaining party will,
if it permils chkctronic cormespondence, be obliged 1o take basic reason-
able and feasible security measures 10 ensure the message is deliverad
intact 10 the reciplent

5. The cuslomary right of delained persons lo correspond with their
farnilies is subject to reasonable conditions relating, inter alia, to fre-
quency and 1o the need for censorship by the authorities™ IF the
detaining party decides to permil clectronic communicalions, the setting
of conditions will be particularly important because of factors like
the difficulty of verifying the identity of the recipient of outgoing com-
munications and the risk of malware being spread through incoming
messages. Such conditions do not constitute interference with corres-
pondence for the purpose of this Rule™

6. The term | ¢’ denotes activities by the detaining party
that deny or impede the detainees’ right 10 correspond or which take
advantage of that right for its own purposes. For instance, manipulating
such correspondence 10 include malicious computer codes in order 10
engage in ¢spionage, conduet a cyber alack, of mount a psychological
aperation is prohibiled by the terms of this Rule.

Rule 77 - Compelled participation in military activities
Prisomers of war and interned protected persons shall nod be com-

pelied to participatc in or support cyber operalions dirccied against
their own cowntry.

1. This Rule 15 based on Artcle 23(h) of the Hague Regulalions;
Anrticles 50 and 130 of Geneva Cotwention 111 and Artides 40, 51, and
147 of Geneva Convention [V, [t reflects customary international Taw in
international armed conflict® Indeed, the law of armed conflict extends
the prohibition beyond thoss ¢ncompassed by this Rule. For example,
nationals of 4 Staie wha find themselves in enemy terriory and pratecied

* Geneva Convention T, Art, 76; Geneva Convention TV, Art, 112; UK Manvar, parss.
459, 9.66.

¥ S0 long as they do nat viskiie Getera Canwenthon |11, Art. 76, ar Geneva Cetventlon TV,
An, 1IE

M See alio Rame Stanue, Arl, $2KeWyl: US Commanpers Hanpeook, para 11312
CANATIAN MANTAL, pares, W30, L1 24; Unimen STaTes Anuy, ARMY REGTLATION 1308
Encwy Prizarces oF War, R ; . CrvaLan amnp OTHER
DETAINEES, Prras, 4-d=4-3 (1997); GERMAR BhANLAL, parss, 396, TH).
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persons inoccupied termitory enjoy the same protection.™ The Rule is not
applicable in non-international amrned conilict.

2. 'The general rule is particularly relevant in the cyber context. Prisen-
ers of war, by virtue of their former dubies with enemy armed forces, may
pessess knowledge as bo cncmiy comptiber systerns ot networks, Such know-
ledge would be of great value 1o a detaining party planning » cyber attack.
Certain civillan detainees nuight Ukewise possess expertise or knowledge of
operationally or strategically important information systems, Notwith-

ling the obvious advantage of compelling these individuals to engage
in cyber operations harmiul to their country, doing so is clearly prohibited.

SECTION 4: CHILDEREN

Rule 78 - Protection of children

T is prohibiled 10 « ipt of endist children inta the armed forces or
to allow them (o take part in cyber hostilities.

1. This Rule applies in intemational and nt: tonal armed
conflict and reflects customary international law.* More specific treaty
law obligations are to be found in Arlick 38 of the Convention on the
Rights of the Child: Articles 1, 2, and 4 of the Optional Protocol to the
Convention on the Rights of the Child on the Involvement of Children in
Armed Conflict; Article 77(2} of Additional Protocol |; and Article 4(3)(c)
of Additional Protocol 11 1t should be noted that Article 4 of the
Optional Pratocol applies te organized armed groups, as distinct from
the armed forces of a State. These rules are consistent with the §eneral
prarection afforded v children under the law of armed confhict.”

W Geneva Conveniion IV, Arts. 4, 51; UK Mawoay, parss, 9.3, 9.77.

" Lubange judgmens, pars, 500-28; Greman Mawust, paris. 306, 508; MIAC Mamear,
para 357 ICRC Custosmaey |HL Stupy, Rules 136, 137, Sae alto Rome Stalue, Ans.
auxb)qmu BHeHvilk Sicrra Leone Statule, Art. dich

M Sw CRC Optlional m.mpcmbh(mung_'r Idering therefare that 1o h
illthcrthe of rights ized in the o on the Rights of the
Child there 15 2 need 10 increase the protestion of childen from vvobvement in enned
confliet). See abo Convennan concevring the Prohiblion and |natvedlate Acion for the
Ekimbuation of the Worst Forms of Child Labour. A Ha). [7 [une 1900, LLO.
o hon Mo, 182 The | yonal Cririnal Cowt has observed, ‘These pm\d.imm
recognise the Get tha “chikren are p Iy volnerablke land) require privilep
freaiment in comparizen with ll|e test of the chlian population™ The principal cbiective

these p ically iz 1o protect children under the agz of 15 from
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2. For the purposes of this Rule, the term “children’ refers 1o persons
unider the age of fifteen years.™ Provisions of the Optionat Protoco] apply
the prohibition to persons under the age of cighteen years and bind States
Pasty to that | % The International Group of Experts did not
achieve consensus on whether customary international law had evolved
to this standard or remained at fifieen yvears. Accordingly, this Rule
adopts the position rhat children under rhe age of fifteen may never be
used in the conduct of cyber hostilities.™

3, Rule 7% prohibits the conscription or enlistment of children into
the armed forces or any other organized armed group under any circum-
stances. The prohibition extends 1o the consceiption and enlistment of
chikren who arz not subsequently used to patticipate in hostilities.

4. States must, therefore, take all feasible measures to ensure rhat
children do not partivipate in hostiities (Rule 3533 The State's obliga-
tion in this regard applies regardless of whether the children are 1o be
used by the armed forces or organized armed groups or operate on their
own.* There is no reason to exclude engaging in cyber activities from the
wmbit of participation.

5. The term ‘take parr was adopted from Rule 137 of the ICRC
Customary THL Study. Various insiruments dealing with the use of
children in armed conflicts employ different criteria regarding the activ-
ities in queston. For instance, Addinonal Protacol | uses the phrase
‘direct part in hostlities',*® while Additional Protocol II refees 1o ‘take
part’®! The Rome Statute uses the phrase ‘pasticipate actively in hostil-
ities”*? Interprerations of these criteria vary. Some commeniators and
tribunials treat “active’ and “direct’ participation as synonymous, while
others take the position that they are distinct™ In light of the

the risks that are associated with armed condlict, and first and foremon they are directed
an secuzing their physicel snd prawchological well-being.” Lubarga fudgment, para, 605,

¥ Retne Statute, At B{21bRxevly; Comwenan on the Raghes of the Child Art 38(2)-(3);
UK Manuar, perai 411, 1571571 Cawapiad Mawual, pars. 1714 GERMaN
Mabust, parss 36, 505 ICRC Cuatomapy THL STUDY, COMMMEnILY sccampanymg
Rule 136,

* CRC Optional Protocol Ans. 1, 3,401). 7 Lubaega judgmens, parss, 520-3,

M R Dptlonal Pratocol, Ans 1, 4{2); Rome Statute, Anz B{3INb)tnon), B(2jte)ivh],
Conventicn o the Rights of the Child, Art. .

¥ CRC Optiomal Provocol, Ans. 1, 420, % addisonal Protocol I, Art. 7712},

€ additionsl Protocol Il, Art A3} % Pome Statate, Ak, $(2)bcxoov), 823tervii).

* Compete Akayesu iud;ment. porn. 529, and ICRC Interpretive Gridance, . §4, with
Lubanga judgmem, para, $27,



220 PERSONS, OBJECTS, AND ACTIVITIES

prohibition’s object and purpose, the Intermational Group of Experts
agreed that the term 'take part” was appropriate,

SECTION 5 JOURNALISTS

Rule 79 - Pratection of]wmalists
Civilian lis: d in & iomal maiss in

areas of armed conflict anahlnn:md d:allbempmdaswch.
im particular with regard lo cyber altacks, as long as they are not
taking a direct part in hostilities.

1. This Rulk, based on Artick 79 of Additional Protocol L, reflects
cuslomary international law applicable in international and non-
international armed conflict™ 1t is especially relevant in the cyber
context because of the heavy reliance of contemporary journalists on
comp and ¢ ication systems and networks.

2, Same Experts took the position that Rule 34 of the ICRC Custom-
ary THL Study accurately reflects cuslomar)' intemational Jaw, Acco:dlng
to that rule, ‘chvllian Journalists engaged in p ional m
areas of armed conflict must be respoctcﬂ and protected, as ]ons as
they are not taking a direct part in hostilities’. The accompanymg
commentaty asserts ‘there s also practice which indizates that joumnalists
exercising their professional activities in relation to an armed conflict
must be protected’,

3. The majority of the Intemational Group of Experts took the view
that the only custemary obligation i to ‘respect’ journalists, rather than
‘protect’ them. Parties to the conflict must not harm journalists, but are
not obliged to protect them from being harmed by others, for instance,
by cybet means. A maptity of the Experts alse took the posibion that
this Rule applies only to the obligation to t2spact the journalists them-
selves and not to their journalistic activities or products, such 2s
comtent posted on 2 website. They wers unwilling to g0 beyond the bext

5 UK Manioac, pare $:18; Cavapian ManvaL, pams. 313, 41 Ganvian Manvar, para,
515 NIAC MaNuaL, gara 3.00; ICRC Cusromany THL Stuor, Rule 34; U5 Departtent
of Delense, Memorarduns on 177 Prosecols Adsitional v the Genevd £
Customary Tntermational Law Implicetions (3 May 1986) reprinted o UNITED 5TaTES
Arwy TUVDGE ADVOCATE GENERALY SCHOOL, LAw OF WaR DocvmeRTary SUPFLEMENT
234 (21 {citing with approvel Additional Protocol [ An. 7%, s supporteble for
inclusion in customary b through Aate practice’),
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of Article 79 of Additional Protocol I This is particulary relevant in the
c¥ber context given the dependency of many journalistic activitics on
systems and equip that are vulnerable to cyber op of
course, such systems and equipment are protected as civilian objects
unless they become military objectives pursuant to Rule 38 In some
circumstances, they may be requisitioned or confiscated in accordance
with Rule 90,

4. For purpases of this Rule, ‘fournalisls’ includes reporters, camera-
men, photographers, and sound technicians® The ICRC commentary to
Article 79 of Additioral Protocol I Limits the term to persons ‘working
for the press and other media’ ™ The International Group of Experts
agreed that the term ‘journadist’ extends to those affiliated with esral:—
lished, exclusively ouline, media izali Mo ¢
mched as to whether it includes private individuals who produce weh
toge (blogs) unaffilizied with the established media,

s mlawofarmedmmﬂin"'v"' ‘war ¢ dents'

r
from “journatists engaged In d } missions'*” War
eomeespondents are [ormally accredived by the armed forces they
accompany. They are civilians, although. unlike journalists, they have
prisoner of war status if captured.*® Members of 1he armed forces
conducting jeuenalism as part of their duties are not journalists, but
vather combatants.””

6. The law of armed conflict does not prohibit the censorship of
journalists and war correspondents by cyber or other means.™ The
lack of such a prohibition has practical significance in milivtary
operations, Consider the case of imminent or on-going oflensive

jal implication of the speed and pervasiveness
of modern joumalisuc communications is that any report could

* This definition sccords generally with the United Mations Conveation on the Probection
of Journalists Engrged in Cengerous Missions in Ams oﬁ\mled Cnnfllcl. Annex |, Arl
Hah UM Proc. A10147 [1 August 19759 {1 lsts” ayy '
veporicr, photographer, and their technical film, radlo and televislon assisiants who are
ordinanly copaged n any of theas activitkes a ibeir principal ecoupation’).

“ |CRC Apormional Pratocols COMMENTARY, pars. 3260

* Compare Geneve Convention [l Art. 4414, with Addional Protool 1. Art. THII-(.
et alion Canatiab MakUaL, paras. 313-14; KCRC Customary IHL STUDY, cotrnmeniary
accompanying Fule 14,

¥ Geneva Conventhon NI An. 4AGd) U5 CouuManness Hanonook, pam. 115 UK
Manvay, pars. 818 Cananian Manuvar_ pam M4; Genman Mawual, pars. 515

“ ICRC ADDITIONAL PROTOCOLS COMMENTARY, para, 3262,
™ Tg the extent censorship rubes exist. they are in e domain of maricipal or domestic Law
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jeapardize the success of the operations or place those mvalved at
increased risk. It would not be a violation of the law of armed conflict
to prevent ar restrict reports on them.

7. Journalistic equipment does not enjoy special status. Equipment
belonging to or used by journalists in their professional activitics is
civilian objects protected as such, unless it qualifies as military objectives
pursuant to Rule 38. Thus, camputers, data, netwarks, communications,
and connections used for journalism enjoy no protection beyord their
status a5 civilian objects,

8. As civilians, Journalists are subject to the Rule regarding direct
participation in hostilities. Although journalistic activities such as investi-
gaiing, conducting interviews, taking notes, and making recordings
using cyber facilities and materiads are not regarded as acts of direct
participation per ¢, such actions, If undertaken in direct support of
military operations, could sise to that level or constitule espionage
{Rules 35 and 66).

9. Theissue of whether the use of electronic or ather media to spread

propaganda qualifies as direct participation in bosolities {and the assocl-

ated question of whether the ola;ecls used qualify a5 military objectives) is

led. The ity of the ] i Group of Experts took
the position ﬂ'r-\l broadcasts used to incite war crimes, genocide, or
crimes against | ity render a j list a direct participant and
make the eqmpment used mj]ltary abjectives Bable to attack, including
by cyber means.” A mi di d. The majotity of the [nter-
nationat Group of Experts also tock the position that spreading propa-
ganda does not per se conshitute direct partici pation in hostilitics,™ while
the minority suggested that the use of networks or computers o spread
propaganda might convert journalistic equipment into a military object-
{ve for puzposes of cyber attacks.™ [n any case, these issues ave highly fact
contingsnt.

M The dwect partiipation constitusen elements of “threshold of hams® and ‘direer cansathon’
can be ey by harm b protected pcrwm ol' objm ICRC INTERPRETIVE GUIDAMCE M
47-57. Oin inei w genacide, ser o al, v, Proseowtar, pares,
677-715, Case Mo, ICTR %52, 4, Appeahs Chamber judgraent (Inf] Chrs. T o
Rueanda X November 20073,

! 1CRC INTERFRETIVE GULDANCE 3l 51.

™ Bur see Final Report 1o the Proscanior by the Commiries Established 10 Review the
MATO Bombing Coarnpalgn Againdl the Foderal Republic of Yugoslavia, 39 lwres-
WATIONAL LEGaL MaTeRians 1257, pars 76 (13 June 200
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SECTION 6: INSTALLATIONS CONTAINING
DANGEROUS FORCES

Rule 80 - Duty of care during attacks on dams, dykes,
and nuclear electrical generating stations

In order to avoid the velease of dangerows forces and consequent
severe bosses among the civilian population, particalar care must be
taken durimg cyber attacks against works and Installations containlng
dangerous forces, mmtly dama, dykes, and nuclear electrical generat-
ing stati as well o instalk located in their viciniry.

1. Article 56 of Additional Protacal [ and Artidle 15 of Additional
Protocol 11 provide thal, subject to certain exceptions, the works and
installations referred to in this Rule cannat be atlacked, cven when they
are military objectives, if such atlack may cause the release of dangerous
forces and result in severe losses among the civilian population. There is
general agreement that the two Articles do nol conslitute cuslo
intermational law.™ This Rule, which is drawn from Rule 42 of the ICRC
Custormary THL Smody, reflects a move limited prohibition than those
in the Additional Protocols. The International Group of Experts agreed
thal it is customary in mature™ It follaws that Parties to the two
instruments are bound to a higher level of protection than that set forth
in this Rule.™

2. FRule 80 ¥ a special precautionary Rule regarding the degree of
care 10 be talen when undertaking a cyber altack on an installation
containing dangerous forces that qualifies as a military objective (Rule
38).77 Even Stales not Party o Additional Protocols I or IT acknowledge
that the cwvilian population enjoys prolection against excessive
collateral damage that is to be expecled from attacks on dams, dykes,
and nuclear electrical g 1o the rule of

™ ICRE C HL STvey, ing Ruk 4.

™ Ser abo AMW ManUaL Rule 36; NIAC Mantal, para 4.23.

K Maruar, paras, 53 (a5 umndrd] =510, 15.51-1551.], CANADLAR MaNUAL
FAR, 44, Ceaman MarusL, peRs #4-70, AW ManvaL, commentany accompany:
bag Bule 36 Some Sires Partes have qualified thelr obligations under Art 55 of
Adduianal Prowocol | for purposes of reprisal Por instance, the Thiked Kingdom made
« statenwnt on ratificatlon reserving the right far high levels of coramand 10 autheriz:
antack of installations that contribute to the enemy's war cffort, UK Additionsl Protocols
Ratification Statemend, para. (n).

T ICRC ADDITIGRAL FROTOGOLE COMMENTARY, para, 4817
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proportionality (Rule 513 In that the risk of collateral damage is
especially acute when attacking such objects, particular care must be
taken to avoid the release of dangerous forces likely to cause severe
losses among the civilian population.

3, The majority of the Intemational Group of Experts tock the
position that the term ‘particular care’ means that in determining which
precantions are practically possible, account must be taken of the par-
ticular dangers posed by the forces referred o in the Ruk. Consider
malware intended to reduce enemy clectrical supply by taking a nuclcar
power plant off:-line. Paying insofficient attenton when planning the
attack to safeguarding the core from meltdown by ensuring the con-
tinued integrity of its coaling systern would violate this Rule.

4. A minority of the Experts were of the view that the word ‘particular’
should nat appear in the Ruke because the requirement to take precan-
tioms in attack (Rules 52 to 58} aleeady requires doing cverything feasible
to avoid collateral damage. In their view, the notion of parlicular care
adds nothing to the requirement to take all feasible precautions. For
instance, in the example above, the precautions requicernent would
llkcmse have necessitated consideration of the possibllity of reactor

H: , a3 they considered that the words add nothing of
substance to the Ru]e they decided nat to bock consensus on the point.

5. The term “scvere losses” i drawn from Article 5601) of Additonal
Pratacol [. The determination as to whether the release of dangerous
farces will cause severe Josses among the civilian populatyon must be
Judged in good faith on the basis of abjective 2lements, such as the
existence of densely populated areas aof civillans that conld be aflected
by the release of dangerous forces,™

§. This Rule is canfined to dams, dykes, muclear electrical generating
stations, and military objectives located in their vicinity,™ as well as to
computers and computer netwarks that form an integral part of and
support the operations of such works or |ns|a]]aticms 1t does not apply to
any other watks or installati forces or

B il

™ IS Commanpes’s Havpooor, pera. 5917 The Hondbook staees: "Dams, dikes, kevees,
and other knitallathons. which of breached or deswrayed would velaase flood warers o
other lorees dangeraus to the chellian populakn, sheuld not be bombarded if He
anticlpated harm 1o clvillans wawld be acmlw m vefation 1o the antlapared mlwary
d o be gnned by h
™ CRC A [= ., parss. 2154, 4821
% ICRC A F C parss. 2I47-53,
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subslances, such 2s chemicat plants and petroleurn refineries.™ Rules 37
to 3% and 51 to 58 govern abtacks on these facilitics,

7. The requirement to take particular care when amtacking the instal-
lations and supposting cyber inf: referred to in this Rule does
nol apply when they arc used regulady in direct support of military
aperations and attack is lhe only feasible way lo lerminale the use™
Such support must be a d from the installation’s ordinary func-
tion. For example, occasional military wse of electricity generated by 2
nudear power stalion does not bar the application ol' the Ruke. If the
protection ceases and any of the p and ¢ ks that
suppoit the dams, dykes, and nuclear electrical generatmg stations are
the object of a cyber attack, all feasible precautions must be taken to
avoid Ihe release of the dangerous forces in accordance with the general

qui to take p tjons in attack {Rules 52 o 580 OF course,
the principle of proportionality alse applies (Rede 513,

& Anicle 56{5) of Addin 'Pmloc:oll ides for the optional
idensification of works ard 11 ; d forces. As
a matter of good practice, and when feasible, works and {nstallations
containing dangerous forces should alzo be identifisd with agreed-upon
elecironic markings, which would be particularly useful with regard to
cyber operations.™ Such electronic markings can be used to supplement
the special sign that indicates dams, dykes, and nuclear electricat gener-
ating stathons. The absence of electronic or physical markings does not
deprive them of their protected status.

SECTION 7: OBJECTS INDISPENSAEBLE TO THE
SURVIVAL OF THE CIVILIAN POPULATION

Rule 81 - Protection of objects indispensable to survival

wing, or rendering useless objects Indis-
ptnublc to the sirvival of the civilian pupulatiun by means of cyber
operations is prohibited.

& ttacki 4, "

' AMW Manuar, commentary occompanying Rule 36,

# addinonad Prooced |, An. 5621 Sex b TK ManUaL, paras. 5305, 6o 134 {p. 06);
g CHNABIAN Mantak pare. 444, GERMaM Bantiat, pira $65.
¥ ndditionsl Protocal T, Art, S6(3),

M Additionsl Profocol I, Arl, 566 Ao $6(7) scts forth a physical means of marking
nstallations <ontalning dangsrous forees, Sec alee U5 Commanprns Hanoncok, Agurs
Bl UK, Matwal, pars, 5,309,
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1. This Rule is based on Article 54(2) of Additional Protocol I for
internaticnal armed conflick and reflects customary intemational law, It
supplements the protection of civilians against direct artack (Rule 32).
While it 15 a distinct and independent rule. it should also be considered
together with the Rule prohibiting starvation of civilians as 4 method of
warfare (Rule 45).

2. The majority of the [nternational Group of Experts took the
pesition that the Rule applics in non-international armed conflict 25 a
matter of customary international law,** A minority of the Experis noted
that Article 14 of Additional Protocol 11 prohibits the stated artivities
only when undertaken for the purpose of starvation of civilfans as a
method of combat, Accordingly, they concluded that customary law
applicable in non-international armed conflicl is only viclaled when
the stated activities are undertaken 10 starve the civilian population.

3. Application of the Rule, as with Article 54(2). is Imuted Io Sill.l
atkans tn which the objects are attacked, & d, or
useless for the ‘specific purpose of denying Ihem for their sustenance
wilue to he civilian population oF 10 the adverse Party’, The motive
underlying this intent is rrelevant so Jong as the purpase is to deny the

civilian population their value. Operations with other pur-
poses having this effeel are niol prohibiied by this Rule® Thus, for
ple, objects incidendally ok yed during a cyber aliack on a mill-

tary objective (collaters) damage) do not come within its scope of appli-
cation.” Similatly, if any of these objects qualify ln the circumsiances
ruling at the Hme as a milliary objective, an atlack against them does not
violate the Rule,

4. The cited p of Add | P k 1 ard 1 offer the
following ples of objects indispensable 10 the survival of the civilian
pepulation: foadsinlls, agricuhurat areas for the production of foodsiuffs,

*5 Sue Bartual Avword, Wesiern Front, Aeral Bombardment artd Rabated Clnou L35 %13,
. M, 25 il 26 (Evi. v, Eth.) 26 ILIA..A peras. S2-105 (Eritrea-Edhioph Chims
C I 5 LIS s b para. BY UK Masval, pars. 533
Camapial ManvUaL, para 415 GERMaN MawTal, para 463 AMY Manual, Rlle
97(b) MIAC MawuaL, commentery accompenying para, 5316 ICRC Costomart IHL
Srum'. Rude 54 Sez oo Rowme Statune, As. B{2ihjinov).
* additional Prowcol | An, 543, See, 2, UK Additonal Proweols Ratificanon $iate-
reent, para () [slﬂnglhls pnw]s.l.m hasmapplkad.onmana(ks um are carried ol for
2 Epecidic purp thyer than dx 10 the civilisn p fon or the sdverse
Farty s AMW Manval, mmqmry sccompanying Fule 9’-'(5}

I UK Manvac, pare 5271
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crops, livestock, drinking water installations and supplics, and irmigation
works, Food and medical supplics arc also gy lly accepted as ial
to the survival of the civiian population, and Additonal Protocol
I mentions clothing, bedding, and means of shefter™ Although these
lists arc mot exhaustive, the objects to which the Rule applics must be
‘indispensable to survival'® This is a very namow category; objects nol
required for survival {e.g, those that merely enhance civilian well-being
or quality of life) fall oulside the scope of application of this Rule,
although they are protected by the general rules on the proteciion of
civilian objects (Rules 37 1o 39).

5. The Internet (or other communications networks) does nol, in
and of itself, qualify as an object indispensable Lo the survival of the
civilian population. In the context of cyber operations, however, cyber
infrastructure indispensable to the functioning of electrical generalors,
Irrigation works and installati drinking water instalblions, and food
production facilities could, depending on the circ qualify.

6. As is clear from its text, the Rule extends beyond a prohibition of
cyber attack [t proseribes any act designed Lo deny sustenance to the
<ivilian population o1 lo the adverse parry,

7. In international armed conflicts,” the prohibition does not
apply if the objects in question are used by the enemy solely for Lhe
sustenance of their forces o in ditect support of military action.” The
majority of the International Group of Experts concluded that, despite
these two exceptions, cyber operatjons may not be conducted against
objeets if thase operations can be sxpected to 50 deptive the civilian
population of food of waler thal it starves or & forced to move™
A minaority suggested that insufhcient State practice existed 1o support
the proposition.

* addisional Protocol 1, An. 6941} (governing occupied v Additional Protocol I,
Are 182 Genewa Comvenlon TV, ArC 55 (lmited 1o Art d proteacd personsk US
CoMMANDERS HaNpeook, pata &4 UK MAHUAL para, 527 CaNAMAN MaNUaL, pata
A5; GERMAN ManUAL [ard. #463; AMW Manuar, Rule $7ib); NIAC Manuar, commen-
tary socompanying pars. 2.2, 1.

¥ ICRC Apprmomal PRoTOCOLS CoMMENTART, para, 2103,

* ICAC Customary IHL Stusy, commentary sccompanying Rule 54 {asterting hat thar
exceprhon dook not apply 1 non-interrational armed conflicts Tecause Arlck 14 of
Addltionsl Protoco) [T does not provide for It and thers 19 no practioe Supporting i

¥ additional Prowocol I, Ant, 54(3).

* Ser, B VK BanuaL, para 519 Canaoian Manval, pare 45 ICRC Customast THL
STueT, commeniary sccompanying Rule 54
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SECTION 8: CULTURAL PROPERTY

Rule 82 - Respect and protection of cultural property

The parties o an armed conflict Taust respect and protect cultoral
property thal meay be affected by cyber operations or that is kicated in
cyberspace, In particular, they are prohibited from wsing digital cul-
tural property for military purposes.

i. This Rule reflects the generat theme contained in the 1954 Hagne
Cultuzal Property Convention and its Frotocols of 1954 and 1999, as well
a5 Additionat Protocols 1 and LL. Lt applics in both internationat and non-
interraticnal armed conflict and i customary internationat Law.™

2, Cuhural property comprises ‘moveable or immoveable property of
great importance to the cubiurat heritage of every people’.™ Under the
1999 Sccond Pratocol to the 1954 Hague Cultural Propetty Convention,
cultural property that is the ‘cultural heritage of the greatest importance
for humanity' enjoys enhanced protection™ This Manuat adopis the
former definition because it reflects customary internationat law:™ the
latter definition is relevant only for States Party to the Second Protocol

3. The reference to ‘respect and protect’ in this Rule is drawn from
Articles 2 and 4 of the 1954 Hague Cuktvral Property Convention, In
addition ta a prohibition on atiacking cultural property,” ‘respect’ refers,
it particular, to the obligabon to take all feasible measurss to aveid
harming culturat property ducing the conduct of military operations.™

# additional Protocal |, An. 5% Additional Prococal b1, An. 16, Cultarl ProperryCon
venuan, Aris 18- 19, Apart from the 1954 C Loy, dber relewan |
Jaw supporta (he propoaition gencrally, Hague Repulations, Art. X Cmumﬂ.on {IX!
conceming Bombardmen by Naval Forees in Time of War, Art, 5, 15 Ocrober 1907, |
Bevana 681 ; Treary on the Protection of Astistic and Scientific Institutions and Historic
Monumenis {Roerich Faa), 15 April 1933, 167 LH.TS 279, US Commanpen’s Harvp-
ook, pars. 39.16; UK MaNtal, parat 535-5268 (a2 amended), 15.18-15.183, 155},
Carabiai Mabual, paras. 111, 4443; HIAC Manunl, pars, 4.2.2; ICRE Cogrosaee IHL
Sﬂrlw_ Bubes B, 3% Sev alio Rotre Staqute, Aorrs 2Bk, 842 Hewiv).
* Culoural Property Convention, Art, 1{a) {providing examples of the calegorivs of prop-
eyl AMW Mawusr, Bule o).

% Sevand Culnral Progerty Protocal, An 1a) (requiring abso thar obyects enpoy domesn
kegal pratecthon and ot ke veed for miliary purpasesy,

% U BhaiaL, parss. 525, 5152, AMW bMantaL, Rule 1fa).

UK bhaRust, parE 5250 GERMAN MiaNUAL, pars 90X AMW biawuar, Bules 95, 96,

¥ UK Marruaz, pam. 5.35.3, Geaman Marust, paom, 303, AMRY Manvae Fuk YHC) and
CMmmenCary mmpanring Pule %,
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The International Group of Experts agreed that this obligation extends 1o

c¥ber operations. "Protect, by contras), denotes the obligation to take

feasible proteciive measures to sateguard cu]rural property against harm

caused by others during miliary operations.” For Suaies Panty to the 1954

Hague Culnml Propetty Oomﬂcntlm ami its 1999 Sccond Prolocol,
dditional proleciive

4. The [nternational Group ofExperts consldered whether intangible
iterns could qualify as ‘property’ for law of armed conflict purposes.
Recall that in the context of civilian objecis, as that term is used in
Article 52 of Additjonal Protecol 1, the Group generally rejected charac-
terization of intangible items such as data as an ‘object’ (Rule 38),
Problematic in this regard is the fact that Articke 52 of the same insitu-
ment refers to ‘cultural objects’. For some members of 1he Group, this
led to the conclusion that cultural property must be tangible in nature
and that iniangible lems like data do not qualify,

5. ODiker Experts emphasized that the lerm ‘property’ is not aiways
limited to tangible objects. An example of a notion of intangible property
that §5 well acceptad in internatonat law and thal appears in mos!
domestic legat systems 15 intelleciual property. For these Experts, the
critical question is whether the imangible property 45 cultural in nature.
Examples include objects that are creaied and stered on a computing
device and \kerefore only exist in dighal form, such as musical scoress,
digital films, documenis pertaining to e-gevernment, and scientific daa.
Certain copies of objecis of which a physicat manifestation exists {or has
exisied) that can be ueed 1o creale replicas also qualify as culurad
property.'™

6. No member of the Imernational Group of Experis taking this
position asseried tha all digital mandfestarions of culwral property are
eniithed to ihe pratection of this Ruke, Protzction only applies to digital copics
of verslons where the originat (s either inaccessible o has been destroyed,
and where the number of digital capies that can be made §s limited.
Consider 1he ple of a single e ly high-resolution image of
Leonardo da Vinci's Mona Lise comprising & ncraby!e of information,
Such a digitat copy might, and in the even! of the destruction of the
original Mona Lisa would, qualify as cultural property. However, due 1o

* AR BasuaL, Ruk M.

"™ An importznt histarical example of objects used for the purpose of building replicss are
the histarical maps. photographs, building plans, <bc., which facilitawd ihe tebuibding of
‘Warsaw's OW Town after Wordd War Il
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the high speed and low cost of digital reproduction, once such a digital
image has been replicated and widely downloaded, no single digital
copy of the artwork would be protected by this Rule. This is because
protection of cultural property is afforded based on the value and
mcplaccabdlty of Ihc origmal work of arl, and on the difficulty, time,
and ducing faithful copies of that original
The Iogic underlying Lllls Rule docs not apply tn cases where large
numbers of high-quality reproductions can be made.

7. In the digital cultural property context, the term ‘respect and
protect’ prohibits any alteration, damage, deletion, or d jon of the
data, as well as jts exploitation for military purposes. For nstance, the use
of digitized historical archives regarding & population to 4 ine the
ethnic origin of individuals with a view o fan].natmg genocide is dearly

lawfu?. Merely temporarily denying or degrading access, for pl
by affecting the furctioning nfelettronlc de\rlces used far such access, {s
beyond the ambit of Lthe protection of cultural property.

8. Like ils physical counterpart, dlgllnl culturat property may not be
used for military purposss. As an hically
pleces of digital an lose any pmtecuon as cultural pmperty in lght of
thelr use for military ends.

9. Article 16 of the Culwwral Property Convention sstablishes a
distinctive emblem for marking culturat property. I is appropriate to
use such markings on qualifying digital cultural property. AddiLionally,
use of a digital marking equivalent that places attackers on notice that
e digital iwms qualify as protected culwral property is appropriate.
Whilst no such marking has been formally ¢stablished, multiple vech-
nological solutions are possible, nclading file-naming conventions,
the use of tagging-data with machine-interpretable encoding schemes,
pubbished lists of IP add) of digital cultural prepecty, of generic
top-kevel domain names.

10. Although cultural property may be attacked if it qualifies as a
military objective, a decislon to conduct such an attack must be taken at
an appropriately hlgh level Partics 1o the conflict must give due consid-
cration to the fact that the target is cultural property. Morcover, an
attacker is required to provide an effective advance warnlng when feas-
ible aral may only oonducl an attack when th: wammg Temaing

heeded after a le period for compliance.

1 Second Culnural Propeny Protocol, Ares, 6{d), 1MINcEE AMW Mamuas, Bule 96,
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SECTION %: THE NATURAL ENVIRONMENT

Rule 83 - Protection of the natural environment

(a) The matural environmeat Is @ clvillam object and as such enjoys
genernl protection from cyber attacks and their effects.

(b) States Party to Additiomal Protocol I are prohibited from
employing cyber methods or means of warfare which are
intended, or may be expected, to cause widespread, long-term,
and severe damage to the satural cnvironaxkal,

1. Lt (a) s based on the principle of distinclion as well as
the prohdbition on attacking civilian objects (Rules 31 and 37 The
International Group of Experls agrtcd that it accuratl ‘z 1eflects custm-
ary international law in 1 armed contlict.”™ The majority of
the [nternational Group of Experts took the yosmon that fit. {a} ako
applies to non-inkernational armed conflices.

2. Lit. (b} is based on Artlcles 35(3) and 55 of Additlonal Frotocel
1. Since the Intemnational Group of Experts was divided over whether fit.
{b} reflects customary internatjonal law,'® it has been drafted to apply
ohly to States that are Party to the Protocol. Although Additional Proto-
col 1 does not apply to non-international armed conflic, cenain Experts
tock the position that its provi on the envi t apply as a
matter of customary law in such conflicis.

3. There ks po gererally accepted definltion of the "natural eiwiron-
ment' ™ For the purposes of this Manual, the [nernational Group of
Experts adopted, with the exception of outer space, the definition set
fnrth in Article [1of the 1977 Environmental Modification Comvention:
‘the dynamics, composmon or slructurc of the Earth, inciuding its
biota, lithosph ¥ and here'.'* The Experts were
divided over whether the term should encompass outer space. Thase

M2 15 CommanTERs HANDROOK, pard B4 Canamian ManvaL parss, 446 820, 3%
Gersan ManusL, para. 441; AMW Marual, chapou te sec. My ICRC Customary
1HL Sruey, Rule 43,

10 10K Manisl, pa 1550 AMW BManbal, cormentary stcormpanving Ruks 58, B
HIAC Marsl, para, 4,24 ICRC 20 JHL StuDy. 7
Fule 43

M 1CRC Cusromaet IHL STuoT, Rule 45. "I AR Maruar, chapeau to sec M.

e gt - Moditaton £ far, At 11,
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Experts oppasing itclusion based their view on the lack of conclusive
State practice and opinie juris

4. All members of the Intemational Group of Experts concludad that
the environment is a civilian abject that, as such, is protected from divect
cyber attacks unless and until it becomes a military objective (Rnles 37 to
39). Therefore, thase who plan, approve, or conduct a cyber attack must
apply the rule of proportionality and the req o takef fonzin
atack (Rules 51 to 53) with rapect to :xpoctod collateral damagc to the
natral cnvi ¥ For ple, when pl £ a cyber attack agains!
a military petroleum storage facility, the expecled damage ta the natural
environment through any spillage of petroleum must be considered.

5. Furthermore, the destruction of the natural environment carvied
out wantonly is prohibited."® ‘Wanton’ means that the destruction is the
consequence of a deliberate action taken maliciously, that is, the action
cannat be justified by military necessity."™ For instance, it wonkd be
unlawful ta use cyber means to Irigger a release of oil into a watervay
simply to cause envirannvental demage.

6, States Party to Additional Pratocol 1 are prohibited from conduct-
ing cyber attacks that are intended or may be expacted to cause “wide-
spread, loog-term, and severe’ damage ta the natural envircoment."'® As

to the expression, the ICRC «¢ ¥ to Additional Pratocol | notes
that during negotiations at the Dipl ¢ Conf =3
The e oe oy red (e, | d by some 1o be

nmmndmduﬁa&-mrepmﬂmmﬁemdmmnr}'orlhrty

yeuts 35 belng o minkmiam petiod Othats referred 1o battlefield destrucuon

in France In Uw First World War as being outside the scope of the

proln‘bi‘tion Itappeamdmbeamdeh'ﬂmdassumwonmrhnhﬁeld
ity be p

bythlspmmmwhatlhuﬂlcklsprmafﬂydlrmdb Islll.l.ssuclldmag
as windd be |ikaly to prejudice, over a Jong:-term, the continued survival of
the civilian population or would zisk causing i major health probdems,'"

WP S ComiabDER'S Hanpeook, pars, 3.4 AW ManUal, COBESERLAY acdGTPanying
Rube 88, Ser also Rome Swanue, Art. 8 by

"3 Hagne Repulations, Art. IMgk US Comanper's Hawosoor, para. 8.4, AMW
Marvac, Rok #8; ICEC Customary [HL Stvoy. commeniary accompanying Pule
43 Soe oliv Rotee Siabute, Ar BEXWap lv).

1% Geneva Conventlon [V, Art 147; AN RanUAL, sommentany pecompanying Rak 88,
See abo Rotoe Stanue, Avts, 802 Wabv], 80XHeWidh,

18 pddiional Protocol I, Arts. 35(3), 55. Ser abie UK Mavuar, pors. §29; Camapun
Marawat, par- 448 Gonaa Manvar, para, 403,

1 JCRC ADDiTIonAL PROTOGOUE COMMENTART, . 1454,
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7. The conjumctive pature of the phrase ‘widespread, long-temmn, and
severe’ miakies it clear that the Rule is onlz}’ breached when the coviron-
mental damage is exceptionally sertous,'"

SECTION 10: DIPLOMATIC ARCHIVES AND
COMMUNTCATIONS

Rule 84 - Protection of diplomatic archives and ications

Diplomatic archives and ations are p d from <yber
operations al all times.

1. 'This Rule is based on Articles 24 and 27 of the 1961 Vienna
G ion on Dipl ic Relations and on the International Court of
Justice’s Tehran Hmragm Judgment,!"?

2 The International Group of i‘.xpen.s agreed that this Rule is

applicable in both international and non | armed con-
flicrs. ' With regard to diplomatic archlm, lh: protection in Article 24
of the Vienna C lon on Dipl pressly applies

‘at amy time and whecever they may be”. In particular, Article 45(a)
provides that “The receiving State must, even in case of armed conflict,
respect and protect the premises of the missl gether with its prop-
erty and archives.” As to official diplomatie communications, Article 27
is implicitly applicable at all times hased on the Artice’s object and
puarpose, as well as its context. State practice supports the characteriza-
tion of these rules as customary in characier. For cxample, in 1990 the
United Mations Security Councll cond lations of dipl i
premises during Traq's invasion of Kuwall."s The S=curity " Council
demanded compliance with the Vienna Convention, notwithstanding
the existence of an international armed conflict.' "

I e the B 1 Modlfeaton © i, the pondmg crerta are
dis|unctive. Envi d Modification: C ion, An, 11

MY Tehvin Hostoges case, parss. 61-2, 77, 86, See aise Yeona Comvention on Consabir
Relatone Arts 13, 35, 24 April L94), 5% UMTE, 261,

YAt the time of drofting, the Nalwrhnd.i vaiced o dissenting viewpoind, arguing that caly
the Law of aroved conflict covered wartie rdajonshigs berween Staes. See Docirmdnits
of the Tenth Serson mebpding ihe Reponl of the Commiisaon to the Generad Assembly.
|vesg), 2 aF THE IN Law 126, UM Doc. A0CHAS
SER. A/ 958 Add. Mo revoed of conquwrrence by other Stares cxists,

M8 C, Res. 667, para. | (16 Seplamber 19903, 5.5 Res 674, para, | (2 October 1990).

'8 $.C. Res 667, para. 3 (16 Seprember 1990).
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3, The Intemational Court of Justice has emphasized the receiving

State's obligations wis-¢-vis dipl ic documents and archives, During
the 1980 selzure of the US embassy in [ran, diplomatic documents and
archives were ked and di inated.""" The International Court of
Justice held that

By & numiber of provisions of the Vienoa Conventions of 1961 and 1963,
Iran wi placed under the rmosr categoncdl obligations, 45 a receiving
Siate, to take appropriste sleps Lo ensure the protection of the Unired
Swates Embassy ond Congulates, their siaffs, ther archives, their means of
mmmlﬂlkxlion aned the freedom of movernent of the members of their
slafls.!

4, The protection accorded to diplomatic archives and communi-
cations includes respect for their confidentiality, integrity, and avail-
ability. This vequires a party 10 a conflict to cefrain from any action
that would interfere with theic ission or reception or impugn
their maintenance, This point s particularly relevant in the cyber
conkext,

5. The protection of enemy diplomatic <yber equipment and com-
municaiions does nat cease merely because an armed conflict {irrespect-
ive of lacation) has come imte existence, Even the suspensiom of
diplamatic telations does not deprive themn of theic pratectian,''*

4. If diplomatic cyber equif and ications are mis-
used during an armed conflict, they may, depending cn the nawre of
the misuse, become military objectives since the law of diplomatic
relations is not a ¢2lf-conkined normative csgime. In such a case, they
accordingly lose protection from cyber operations, including cyber
attacks (Rule 30},

SECTION 11: COLLECTIVE PUNISHMENT

Rule 85 - Collective punishment
Collective punishiwent by cyber means is prohibited,

1. This Rule i based on Article 50 of the Hague Regulations, Article £7
of Geneva Convention 11, Article 33 of Geneva Conventlon IV, Article
75 2)d}y of Additional Protocol I, and Articke 4(2Kb) of Additional

" Fehrar Hestages case. para. H. " Tehran MHodlages case, parw. 61
U¥ vienne Comrention on Diplomatic Relations, Art. 45,
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Protocel 11 It is recognized as ¢ i ional law applicable
in international and non-intemationsl armed conflict, 2

2. 'The Rule prohibits the use of cyber means to impose retallatory
sanctions on persoms of groups for acts in which they were not invelved,
The majority of the International Group of Experts agreed thiat, as noted
in the ICRC commentary to Geneva Conmvention 1V, the notion of

hibited collective punish should be und d liberally, 1t *does
not refer \o punishments inflicted under penal law ... [but rather to|
penallies of any kind inflicled on persons or entire grovps of persons ...
for acts those persons have not committed','*! The ICRC Alidmonal

P ¥ simil 'r notes that ‘the concept of collective
mu.stbe ) d in the broadest sense; it covers mtonly
al sentences but sanctions and | of any sort, ad
Y

by police action or otherwise’ '™ As an example, the majority of lhe
Experts agreed that shutting off al! [nternet access in an area with the
primary, pose of punishing its inhabi for acts ¢ itted by some

is colk ish A minority of the Experts disagreed,
tak.lng the Ppotition thal the term “punishment’ does not encompass the

of mere itk ience or yance. However, all of the
P.xpens concurred that, for Lnstance, confi of alt the § ]
computers in a village In retaliation for cyber armcks conducled by a
small <ell of tnsurgents would violats the prohibition on colleciive
punishment,

3. Collective punish 15 to be o d with taken by
the Occupying Power in accordance withk Rules 87 to 90 1o ensuts its own
secutity or lo peomote public order and the secunty of the population 1t
is also to be distinguished from actions jusiihable under those Bules that
are directed at individuals, but may have unintended or undesired effecis
on others.

4. Alhough Artick 50 of the Hagwe Regulations spplies only in
occupied temitory, Aricl 33 of Geneva Convention 1V apphes to persons
protected I:;y that Lnstrament Ln both oceupied teeritory and a party's own
territory. ' Additionally, Article 75(2)(d) of Additional Protocol 1 and

% US Comnaanoess Hanonook, parsa, 11311, 115 UK Manvas, peras, B.121e. 9.4.d,
924d, 1538b: CaNaDiaN Manval, pars. , 1135, 1715 GROMAN MANUAL, patas
507, 53 MIAC ManvaL. para. 12.4; ICRC Custodary THL Srupy, Rule 193 S alo
ICTR Saue, Avt 4(b); Sminue of the Special Coun for Sierrs Leone, an. 3(b).

HACRE Gereva Sonvetmion IV Couu!n'r.n\nr w225

2 IoRC A o 3085

" Por the defmition o( pmhe:led persons', meﬂn Convention IV, Art 4,
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Article 4023} of Additional Protocal 11 apply ‘at any time and in any
place what " The [ ional Group of Experts therefore agreed
that this Rule is not limited Ln application to occupied territories.

SECTION 12: HUMANITARIAN ASSISTANCE

Rule 86 - Humanitarian assistance

Cyber operations shall not be designed or conducted W interfere
undily with impartial efforts to provide b fam

1. 'This Rule is based on Articles 23 and 59 of Geneva Convention 1V
and Articles 69 and 70 of Additional Protocol I The Rule applics in
international armed condlict and is custemary in nature.'™

2. The International Group of Experts did not achieve consensus
on this Rule's application in non-international armed conflicL Some
Experts argued it is inapplicable 10 such conflicts, cxcept as treaty law
for States Party to Additional Protocol [1. Others took the position
that the Rule is not only encompassed in Article 18(2) of Additional
Pretocal 11 but also reflects customary international law for States not
Party to that instrument."”® A number of the Experts adopting the
latter view emphasized, however, that delivery of humanitarian assist-
ance tequires the receiving Stare's consent.'” Witk regard to consent,
these Experts were split. Some took the position that such consent
may not be withheld unreasonably,'” while others argued that that
the provision of | irarian assh ¢ i5 entirely at the discretion of
the receiving State,'?

"M a3 Manvar, Bukes 1020z}, (b and Bocompanying <ommentary. See abo Roms

Statute, Art. H{ZWbiE).

Rome $tae, Ant- B2e)ii) AMW Manvar commentary sccompanying Ruls 192(a)-

bk KCRC Custoaiany THL Stupy, Rubes 31, 31 The peesent tabe should be dlstin-

puished i orlented yoward State action with respect to, woleance of, and support for

bumanitaran assistance effors, rahet ihan the p lon of h rk i

objects, The jonal Group of Expert idenad the present nae better adapted s

the cyber contert. See alwr UK Manwvar, pars- 1554 MIAC Maruaw, pora, 5.1

1% 5 ddinensl Pestoeal 11, A 18(3). Sse alwo UK Manual, pars 1554,

UK Manua at 409, 0. 19 AMW Maniat, commeniary sccompanying Rule HN2).

M This poslion can only be aken by States thal are not Party 1o Adduional Protocel T1or
by Parties thereto during 5 non- mternational armed conilich to. which the treaty docs ot
apply. ICRC AvpiTroman FroTocons CommonTany, para, 4565, explaing that Art, 15(2)
s not subject to unhridled discretion,

[}
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3. Although the [ICRC Customary [HL Study provides that *Objects
used for | itarian rclief operations must be respected and pro-
tected’,'®” this Rule is orfented toward State action regarding the toler-
ance of, and support for, humanijtarian assistance efforts. The
Intemnational Group of Experts considered the present formul better
adapted to the cyber context.

4. The prohibition set forth in this Rule applies to all erritory.
Article 23 of Geneva Convention 1Y guarantecs ‘frec passage’ to a
broad range of relief consignments ‘intended only for civillans of
another High Contracting Party, even if the latter is jts adversary’,'*"

Combined with the provisions on ensuring that the population of
occupied termitory or territory otllcm'isc undcr a party’s control is
properly provided with F sance. the obli

to refrain from interference with humanitarian assistance lmaws a0
geographical limit,

S 'The term *h ian assi * is employed here as a term of
art. Not a]I efforts to provide materiel or support to a civilian population
. ian assistance for the Purposes of the Rule. Rather,
I i e i b0 be und d as analogous to the term
‘relief actions’ found in Article 70 of Additional Protocol 1. Efforts to
deliver essential supplies and support that relieves suffering qualify,
Examples of tems thal have a humanitanan character mclude “food
and medical supplies ... clothing, bedding, means of shelter or other
supplies essential to ... survival'™!

6. The provision of h itari i -—issuhjtctmﬂnagm-
ment of the parties to the conflict and thereft <
may be tmposed '** However, the conditions may not ‘Interfere unduly’
with relief efforts, For the purposes of this Manual, the term means to
conduct cyber operations arbitrarily to frustrate or prevent leghtimate and
impartal relief efforts or tn 2 mannet unsupported by valid military
considerations,'*?

7. Consider an example in which State A is engaged in an inter-
national armed conflict with Statc B on the territory of $tate B, Several

" 1CRC Cusromast IHL Stupr, Ruk 12,

™ et 13 oF Geneva Canvention I¥ exiends the Pan {which contalng Avt. 23) 1o "the whale
of the populationis of the coumiries In conflict’,

M 4 d ol Frotoced 1, Avt 69(1).

" additional Protoco] 1, Art {113} UE Manvat, pars. 9 112 Casantars Mawuar,
para. 1113 Geaman Manuar, para, 503,

M Seq also AMW ManuaL, commentary accompenying Rale 101
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nof-go | organizations have cstablished an infl ture for
) itarian relicef operations to assist State B's internally displaced
population In its cyber operations agalnst State B, State A s obligated
to aveld undue interfe with the icatbons and other cyber
activitics of the non-gover 1 izations offering ! itarian

assistance,



Occupation

. ‘The concept of occupation does not extend 1o non-international
armed condicts.!

2. All members of the International Group of Experts agreed that
territory is ‘occupied’ once it is actually placed under the authority of the
bostile army. This occurs when the Occupying Power substitules its own
anthority for thal of the occupied terrilory's government, which must
have been rendered incapable of performing public funchions.” The
occupation extends ta the termitory where such authority has been estab-
lished and can be exercised. While some of the Experts were of the view
thal occupation includes situations m which a party to the conflict is in a
position to substitute its authority,” others took the posiuon that actual
#xercise of authority is a condition precedent (o occupation. Oscupation
ends as soom as the exerciss of military authocity over forsigh termitory
ends or has otherwise become ineffective®

3. There is no legal notton of occupation of cyberspace, Furthermore,
cybet operations cannot alone suffice 1o establish or maintain the degree
of authotity over Ierritory necessary lo constitile an occupation, How-
awer, cyber operations can be employed ta help establish or maintain the
requisite autharity, for le, by enabling the i of certain
nohcrsroqmrodbythelawof--m lots to the population. C Iy,

! Geneva Canvenitlons 1-TV_ Art. & In that occipatbon It the exerdee of authorry o a Sise
over another Swie’s teorory, it logically docs nod apply 1o non-conationl amcd
conflicts. See aisa AMW Masia L comieniary sccompannog Role 1)

* Hague Rogulations, Art, 43

* InTeRRATIOMAL COMMITTEE oF THE Reo Cross, Goovesmion anp Omner Forms oF
ADBBNSTRATICN 08 Foraich TerpiTony |9 (Tritan Favare e, 2in2).

£ These Experts relled on Armmed Activitics fie Coingo prdgment, para, 173,

¥ Hague Regulations, At £2; Atred Activilies it Congo Judgiee, para, 172 Wall Advisory
Opinion, pares. 78, B9 For those who arc of lhevlrw that occupation begins when a Stae
is I pasition e ins authority, F M end when it is no longer in ;sch o
positon,

29



240 CLCUPATION

cyber operations arc capable of coployment to disrupt or degrade
compdter systems wsed by an Oceupying Power to maintain authority.

4. For the purposes of this chapter, the term ‘protected persons’
refers to the civillans who ‘find themselves ... in the hands' of an
Occupying Power of which they arc not nationals.” This includes civil-
ians in occupied kerritory,”

5. None of the Rules below relieve the Occupying Power of any
obligations it would otherwise bear pursuant to the law of belligerent
occupation, For example, the seizure of 2 government computer by
occupation forces would be governed by the general rule reganding
seizure of any government property set forth in Artick 53 of the Hague
Regulations. Similacly, tie rules regarding compelled tabour set forth in
Article 51 of Gepeva Convention IV and Artick 23 of the Hague Regula-
tions apply equally in relation to cyber activities,

6. Protected persons may under no cn’cumstances rencunce any of
their rights under the law of occupation ®

7. The Enles set forth In this chapter are based solely on the extant
law of oceupation, principally that s2t forth in the Hague Regulations and
Geneva Convention 1V, bath of which reflect customary intemational
law. 1 must be undersiood that United Nations Security Council reso-
lutions may sometimes modify the application of these traditional mles.

Rule 87 - Respect for protected persons in occupied territory
Protected persons in occupied territory mivst be respected and pro-
tected from the harmful effects of cyber operations.

1. This Rule is based on Article 27 of Geneva Convention [V.” The
Intermational Group of Experts agreed that it reflects customary inter-
national Law.

2. Subject bo special provisions related to health, age, and gender,"?
the Occupying Power must treat all protecied persons with the same
consideration, without any adverse distinction based, in particular, on

¥ Genevs Convention TV, Art 4 Mate, hovever, that, sccarding 1o An. 4, pracection s oo
accarded if whey are mationals of & newtral or co-belligerent Siate that has sormal
diplomaric represenintion in the Stake,

7 Hague Regularans, Art 42 The end of otcupakan mus: vat be confased with the end of
an armed confllar. Addinonal Protocol I, Art 3by,

¥ Gewena Comvention TV, Axt, B,

? Ser alse Hague Regubations, Are 45 (concerning respen for family honour and rights of
persens i eccupicd eTTRorY).

" Genera Convernion 1V, Arts, 14, 14, 27,
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race, religion, o political opirion.'’ Accordingly, blocking lnternet
access of an clement of the civilian population defined by refercnce to
race, religion, or political affiliation would be prohibited by this Rule,
Haowever, the Occupying Power may take such measures of control and
security with respect to protected persons as may be necessitated by the
conflict {Rules 88 and %0].

3. Protected persons in occupied territory must be allowed to transmit
rews of a strictly personal nature 1o members of their families, wherever
they may be, and to receive news from them without undue delay.*
Although the Occupying Power may permit such correspondence to con-
sist of emadl correspondence or social media entries, it may impose restric-
tions on their transmission."* $imitacly, they may Jimit Internet access 1o
certain times of the day, prevent attachments from being forwarded, reduce
the connection speed, ot restrict the use of webcams. A means must remain,
however, to epable family news to be transmitted on a periodic basis, For
example, the occupation authorities may curb Internet traffic for security
reasoas, but allow family correspondence through the postal system.

4. The reference to ‘respect’ in this Rule denotes the obligation of the
Oxcupying Power ta avoid harming the civilian population as a result of
any cyber operations it may conduct, subject to Rules 88, 89, and 90. By
contrast, ‘protected’ refers to the obligation of the Occupying Power to
take feasible measures o ensure the security and well-belng of the civilian
poplllauon with regard to cyber operations conducted by others, such as

or criminals. The obligation o respect and protect necessarily
wvolves compliance with the other Rules in this chapter,

5 Pursuant to Articl 51 of Geneva Cotvention IV, anly protected
persons over eighteen years of age may be compelled to work under
certain conditions." It is forbidden to require children to undertake any
cybet work, regardless of its purpose (Rule 78),

! Geneva Conventlon [V, Arte 13, 17; UK Aanuar, para 9,31
" Gerewva Conventlon T¥, Arl, 25 UK ManuaL paras. 910, 5.00]; GeRmaN ManuaL,
para. 538, A 15 and 1G of Gensva Conventon IV divuss dhe rokea of sevival
ntermedinrs and the Central Information Agency if it becomes dufficull to exchange
Emily comrespondence through the ordinary pest, [n such clreametances, the use of emaidl
and 1exiip 1 lkely 1o provide 3 sancfuclory soludion, if avallable, and, i the case of
of permitied by the Decupying Pewer,
'3 Genea Convention [V, A, 5.
" according 1o A, 51 of Genova Convention [V, the Occupying Power may compel
protocted pervons over ehghicen years of age to do “work which 5 necessory <ither for
the needs of the amoy of eccupation, of for the public anlrty services, or for the keeding.
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6. Article 23th) of the Hague Regulations prohibits a party to the
conflict from compelling cnemy nationals to take part in militacy oper-
ations, Thus, all.huugh protected persons may have language skills, cul-
tural understandi dedge as o comp systems op d by their
own counlry, or other information that would enable the Occupying
Power to undettake effective cyber military operations, such compulsory
involvement is prohibited, The Group agreed that this pmh'bluon
extended to cyber activitics that are prep ¥ to military op
precautionary cyber measures to pmwtt the Occupying Power's own com-
puter networks, or general mainterance of the Occupying Power's com-
puter networks that are used for milltary operations. Additionall
to Anticke 51 of Genevs Convention 1V, the Occupying Power ma)f not
compel protected persons ko serve in its armed or auxiliacy forces.'

7. The Occupying Power shall, to the extent feasible in the circum-
stances and without any adverse d.islmctm, ensure the continuancs of

ions that are | to the survival of the civilian
populahcm o the accupied territory.'® Examples may include, depending
on the circumstances, the opetation of SCADA systems necessary for the
functioning of utlites such as power grids, water purification plants, and
sewage processing facilities.

Rule 85 — Pubdic order and safety in occupied erritory

The Occupying Power shall take #l the measures in ils power to
reﬂnmandemme.ufuumlble,puhllcuﬂlerandsdely while

ting, unless absol d, the laws in force in the coun-
tl'}'; mc]ndms Ihelamawlljabklocyberadjﬂﬂes

1. This Rule is based on Atticle 43 of the Hague Regulations and
Articks 27 and 64 of Geneva Conventiom 1V, [ rellects customary
international law.

2. The Occupying Power has an obligation to restore and ensure
public order and safety, inchuding administration of the krritory for the
population’s benchit and maintenance of its critical infrastructure, This
entails an obligation to restore and maintain cyber infrastructure essential

hekering, dothheg, poriaton or health of the papulath ol'llw werupled country’,
Sas wksa UK ManvaL, para 1152 GeaMan MaHUAL,
1* Geneva Convention IV, Art 147, UK Manuar, para. 11!
e See Addiional Protacel [, Are 601}, which Hquwnunuw]vaupol‘hpcrlsaslwd
eeflects I law, Ser abso C
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for the functioning of the occupicd territory, Examples might include the
transport and cketricity systems and water supply network. Similady, if
the Occupying Power kearns, for example, of websites or soctal inedia that
are inciting sectarian vioknce ar engaging in cyber crime, it has the
obligation to do what it can to block or atherwise prevent such activities.

3. According to Article 43 af the Haguc Regulations, the Occupying
Power inust, unless absol intain the laws applicable in
the occupied teeritory, The reference in Artick 64 of Geneva Convention
I¥ to ‘penal Jaws' is widely accepted as extending to =il the laws in
force;'” hence, domestic laws that regulate cyber activities retain their
validity, Examples are penal laws on cyber crime ar the Interception of
telecomununications, statutes that deal with Intsmnet service providers,
and laws that govern freedom of speech or intrusions inta privacy.

4. This Rule encompasses laws that do nat directly address cyber
acuwties. but are rtlevant thereto. An examnple of such a law is one

g, for freedomn of religi pression. Absent a valid justification
Ilmi:r l‘he law of occupation, this Rule would preclude the Ocoupying
Powrer from banning by cyber means the exerclse of religlous freedom.

5. The Occupying Power is entitled to curb the freedoms of expres-
sion and of the press in cyberspace, despile laws to the contrary, as
mﬂessar}r for its security."® This might be done, for example, by tmposing

10 coumter res & to Organiz¢ of [Egroup using
socnl n:tworkmg wnediz, The Dr.‘cup}rmg Powsr may also taks measures
with existing law if its coinputer networks outside occupied

tertitory fall victim to cyber attacks launched from occupied terntory.

6 The Occupying Power is entitled to repeal or suspend laws in force
that prejudice its cyber operations or military ications in cases
where they constitute a theeat ko its sequmity, 1t may also repeal keglslation
that Is inconsistent with its Geneva Convention IV obligations, or with
other rules of iternational law." For instance, thc Occupying Power
may enact legishtion that replaces discrimi
that, if retained, would exclude certain groups of peaple, based an their

" ICRC Geneva ConvenTion [V CommenTart at 335 Garman MaMuaL, para 547,

" e g UK Mawoan, pam, 11H, The UK Marual ststes; "For kgitimale eeasons of
secunty oaly, ceneombip may be bnposerd on the press, Al cadio, 1ebension, theawre:,
and prblie enbertalnment, or 1o lmat or prohlbit ickigram, postal, o tebecommunications.
To dw same ctent, cxiating press laws need not be teepecied, the publhation of
newspapers may be probibiced or subjected o rewrictions, end the distrbution of

newspapers 1o unocoupled parts of the country or nastml counlllzs mar be slopped’

¥ UK ManuaL. pars, 1125,
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race, religion, or political affiliation, from cxpressing their opinions and
belicfs, The Occupying Power may usc cyber means to disseminate such
new laws, and, consistent with international legal nomms, to ensure
compliance with them,

7. An Occupying Power may cnact new laws if such aclion s
requited 1o enable it 1o ensure public order and safety, to fulfil its
obligations under the law af occupation, or to maintain the orderdy
administration of the territory.™ For example, ihe Occupying Power
may adopt regulations aimed a1 countering cyber crime that s signifi-
cantly harming the financial stability of the accupied tereitary,

Rule 89 - Security of the Occupying Power

The Cecupying Power may take measiies Mecessary 10 cmsure ils
gemeral secarity, incloding the integrity and reliability of lts own cyber
systems.

1. This Rule is based an Ariicles 27 and 64 of Geneva Convention LY,
I reflects customary international aw.'

% This Bule emvisages tabing cyber measures with regard 1o the
security of the Occupying Power in general The concluding clause of
the Rule emphasizes that its scope extends to the protection of the
Cccupymg Power's cyber systems,

3. Examples of measures that might be taken in accordanbee with this
Rule include steps to: shut down communications systems used to
transmil information about the Occupying Power Lo insurgent forces;
prohibit emall relerences 10 military , Posture, P
capabilnies, or activies; implement militarily necessary restelclions on
the use of certain servers; impose Lime resirictions on use of the Internet
when military authorities need bandwidth; or place restrictions on use of
the intemet by individuals 1that pose a security threat. Consider the
cxample of an Occupying Powsr with reason to helieve steganography
is being used to pass bomb-making instructions to members of a resist-
ance movernent, if here 15 o effcciive way o determine which fles
comizin the coded messages, the Occupying Power may prevent of
restrict cyber communications by those it has reason to believe are
involyed in such activities. in limited circumstances, it may, to the extent

2 Genevn Conveniion IV, A &4 Hague Begulations, Are 43,
H UK panvaL, perss, 11185, 1L H=1138 Canamian Mawua parm, 1207,
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necessary, restrict comumunicalions geoerally uniid the siluation s
resolved satisfactorily.

4, The restrictioas imposed on protected persons shall be na more
than are necessary to address the legitimate security concerns of the
Occupying Power? The determination of neocssity must be based on
all attendant circumstances, such as the availability of other forms of
communication,

Rule %0 - Confiscation and requisition of property

To the extent the law of occupation permids the confiscation or
requisition of property, taking control of cyber infrastracture or
sysketns is Eikewise permitted,

1. This Rule is based an Articles 46, 52, 53, 55, and 56 of the Hague
Regulations and Artick 55 of Geneva Convention TV.2 It pflacts o
tomary intermational law

2. A distinction must be made between use of the terms ‘confiscation’
and 'requisition’ in this Rule, The Occupying Power may confiscate State
maovable property, induding cyber property such as computers, o
systems, and other compuling and memory devices, for use in rmlna:y
operations. Private property may not be confiscated. Reguisition by the
Oxzupying Power is the taking of goods with compensation, or the taldng
of services™ Such taking 1 only permvissible For the adming
occupied territory or for the oeeds of the occupying forces, and then nnly if
the requirements of the civilian population have been taken into account.

3. For the purposes of this Rule, the majority of the [nletnaticual
Group of Experis agreed thal, sermsu stricto, data does not qualify as
property. However, this fact does not preclnde the Occupying Power
from maklog use of State data for its military operatinas, A minarity of
the Experts was of the view that data can qualify as property.

4, The Occupying Power is abliged to safeguard the capital value of
immovable State property (as dstioct from movable property) and

Wlnl s exsential is that the measures of oonsrrum they adopt showd not affeat the
I rlghs of the p ICRC GEHEVA IV COMMER.
by o 207
B Ow the tempotary reduisithon of hospitak, sex Geneva Convention 1V, An. 57
M Ser ako Additionsl Frotoool T, An. 14; Geneva Convention I¥, At 57, GeRMan
M apuan, poraz, 352-61: TORC Costomarr THL Stvor, Ruke 51,
= m the cequisition of labour, see Geneva Convention IV, Art, 51,
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dminister it with appropriate respect. Such property includes the
buildings in which cvber infrasiructure is located. Whether thal cyber
Infrastructure qualifies as i bls State prop 1y depends on: whether
It can be d without sub ally d g the huilding, TF it
cannol be so removed, # is immovable pmpcrty entitled 10 the protection
of i ke State property. Accordingly, the Occupying Power wordd
be prohibited from lakjng any actions that would reduce Its capital vahue.
Cyber infrastructure thal can be removed wilhout occasioning significant
damage lo the strtcture of the building is movable property subject 1o the
rules set forth in the preceding paragraphs.

5. Based on Anticlks 46 and 52 of the Hague Regulations, private
cyber property {or cyber services) must in principle be respected and may
not be confiscated, It may only be requisitioned for the needs of the army

of occupation and the administration of occupied territory. The property
mus! ke restored, and compensation fired, when peace is made. For
ple. it would be appropriate 1o i a privately owned server

in order to facilitate administration of the territory or to demand access
1o the Internct from: a private [oternel service provider when oteded by
the octupation force, Requisilions of goods and services must be in
proportion to the occupied State’s resouzces and may not oblige ichabit-
anls Io take part in ol ilary operalions against their own country.?”

& It may be difficult to distingwish cyber property belonging 10 the
State from private cyber properly. Cyber infrastructure can be owned
jointly in public-private partnerships or goverament cyber infrastructure
cat be established and maiotained by private companies based on public
concessions, When doubls atise about the private or public character of
cyber assets, some States maintain a general p sption: that it is public
unless and until its private nature becomes evident ® Where both State
and private | o ¢ etworks, ot othet cyber
property coexist, the pl‘o‘pﬂt)" may bc senml but private interests |hercin
st e l:umpensated

7. Cyber propenty {including State cyber property} of municipalities
and of instilutions dedicated to religion, charity, educalion, 2od the arts

2 Hugue Regulanons, An. 55 UK MadUaL, para 1186
R lhqr hwnwe the repuislipon of foodstulfs or medicing, the requisibons are anly
de "W the I of the chvilin populaiion have been taken bulo aucount',
Gmevn Conveaticn IV, Art 55, See abso UK meﬂ..m 1174
2E UK Manva, pore i 1.9
2 LK Manuss, porn 1130 Canapian Mamual, pars 1235,
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and sciences shall be treated as private properiy.™ As such, i may be
requisitioned (and ot confiscated) provided the preconditions men-
tioned above are fulfilled.

8. Based on Article 53 of the Hague Regulati i t adapted
for the transmission of news may be seized cven lflt is pn\'abc pmpcrly It
must be returned to the owner and compensation paid when it is no
longer needed, Today, every cell phone or computer connected to the
Internct ks capable of transmitting news. The Experts agrecd that
extending the application of this Rule to all such itemns would be contrary
to the ohject and purpase of the undzrlying treaty provision from which
the Rule derives, Therefore, ‘equipment adapted for the transmission of
news’ should be understood as equipment that ‘journalists’ (Rule 79) vse
and that is operated by the organizations to which they belong.

9. 'The 1erm “taking control’ refers 10 physical confiscation or requi-
sition of property. The question in the cyber context is whether it extends
to 'virtual' confiscation or requisition. 'The majority of the International
Group of Experts agreed that # does 1o the extent that {I) the Occupying
Power can employ the property [or its own putposes, and (2) the owner
is denled 15 wee. The mimority censidered that physical p ion of the
propenty ks an ial ingredient of this Rule.

10, Submarine cables {incloding those components on land) con-
necting occupicd with neutral bereitary are subject bo a special regime set
forth in Article 54 of the Hague Regulations. They may not be seized or
destroyed except in the case of absolute necessity and compensation must
subsequently be paid. Since submarioe cables are used for cyber commu-
rications, this point has particular relevance in the cyber context. The
International Group of Experts came te no conclision as 1o whether this
customary norm applies more broadly to other objects necessary for
cybet communications (¢, satellite uplink and downlink stations)
between occupicd tertitories and neutral States,

* Hogue Regulations, Art. 56; UK Maruay, para, 11761, German Manuar, pur, S50



Neutrality

1. 'The law of neutrality applies only during international armed con-
flict It is based on Hague Conventions V and XIII and customary
international law.' The Intemational Group of Expetls unanimotsly
agreed that the lew of neutrality applied to cyber operations.

2. ‘Neutral Siate’ denotes a State that is not a party to the inter-
national armed conflict in question.” For the purposes of this Manual,
‘neutral cyber infrastructure’ means public or private cyber infrastructure
that is located within neutral lerritory {including civilian cyber infra-
structure owned by & party to the conflict o nationals of that party)
ot that has the natiomality of a neulral State (and is located outside
belligerent territory), "Mewiral territory’ comprises \he land territory of
neulral Stales, ay well a5 waters subject lo their territocial sovereignty
{internal waters, tetrllorial sea and, where applicable, archipelagic
waters} and \he airspace above those areas.?

3. The law of neutrality regulales the relalionship bet the parties
toan international armed conflicton the one hand and States that are not

party 10 the conflict on the other, Its key purposes are 1o (i) protest
neutral States and their cilizens against the conflkt’s harmful effects;
{ii) safeguard nentral rights, such as engaging in commerce on the high
seas; and (ii3) protect parties to the conflict against acilon ot maction on

! US Commnnoen't Hanpsoox, Chapler 7; GEaman Manual, parss. LIDI-55; AMW
ManuaL, sev. X The UK Manual and the San Remo Manual recogrize the comlviing
rdevance af the law of newrality throughout the documenis, while the Canadian Manual
devotes Chapter £ to the topic, Note tha newtrals arc oblipated to comply with the law of
armed <onllict in cemain cazes devpite their non-belligerent siatue Additional Protocod |,
AN 19 Geneva Conventlon 1, Are. 4; Geneva Comvenitlon [, An. 5.

s Conuam:e:'s Hanemaok pare 7.2 LTK ManUak, pam, TR Cabaeiab Mabtat,
pars. 1302 GERMaM Manual, para. 1101 AMW Manvar, Ruok 1faal; San REwo
Manvar, para, 13(d)

? See US Commanpoe’s Hanosoox. parn 7.3; German Manuat, parss, | 108, 1113; AMw
MaRUAL, commemary acconpanying Rule 148 San Rzmo ManuaL. para, 14
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the pat1 of newlzal $tales that benefits their encimy. The global distribu-
tien of cyber asscts and activitics, as well as global dependency on cyber
infrastructure, means that cyber operations of the parties to a condlict can
easily affect private or public neutral cyber infrastrucure. Accordingly,
nevtrality ks particulasly relevan! in modemn armed conflict.

4 The lntzmatlonal Group of Experts was mindful of the fact that
the law of lity d hased on in which entrance
into or exit forit a netitral State’s termitory is a physical acl. The fact
that cyberspace involves worldwide conneclivity irrespective of geo-
political borders challenges certain p upon which the law of
neutrality is based, For instance, a single emall message sem1 from
belligeren! territory may automatically be routed through neulral
cyber infrastruclure before reaching its intended destination; the
sender or the owner of the neutral cyber infrastructure cannol peces-
sarily control the route it takes The Rules set forth in this chapter
have considered this reality. Given the difficulty of controlling cyber
infrastructure and routes, any conclusions zbour viclations of a
State’s neutrality or whether a neutral Stale has violated i1s obligations
under the law of newltality should only be arnived at after carsful
consideration,

5. Cyber infrastructure located within the tecritory of a reuiml
State is not only subject to that Stale's jurisdiction, but also protected
by that State's territorial sovereignty. It 45 considered neutral in char-
acter irrespective of public or private hip or of the nationality of
the owmers (provided that it is not used for the exercise of belligerent
rights, Rule 94).

6. The term ‘exercise of belligerent rights’ s smonymous with the
terms hostile act’ in Convention V and “act of hostility' under
Hague Convention XIIL" The Inlemational Group of Experts decided
to use ‘belligerent tights' in this chapter lo avoid confision with the
term ‘hostile act, which is an operational term of art. Exercise of
belligs rights is accordingly to be understood in the broadest sense
a5 aclions thal a party 1o the conflict is entitled 1o take in connection
with the ¢conflict, including <yber operations, Belligeren! tights are not
limjted to ‘attacks’ as defined in Rule 30, but it should be noted
that the term does not cxtend 10 2spionage conducted againgl the
neulral Stale,

* Hague ¥, Arc iy Hogoe Convention X1, Ar. 2. See alse Sare Remo Mawvar,
parws. 15, 16,
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Rule %1 - Protection of neuteal cyber infrastroctore

The exercise of heligerent rights by cyber means directed against
nentral cyber infrastructure Is prohibited,

1. Itisa well-established principle of the Jaw of neutrality that parties
to the conflict are prohibited from conducting hostilities within neutral
tetritory. The inviolability of neutral territory 1 laid down n Articke 1 of
Hague Convention V ard Article 1 of Hague Convention X111, The norm
is customary in character ®

2. Neutral cyber infrasttucture physically located in internatonal
airspace, vuter space, ot high seas areas Is protected by vittue of the State
of nationality's sovereignty,

3. The term ‘directzd against’ tefers to an operation intended to
detrimentally affect neutral cyber infi ture. As to opatations passing
through such inl ture of ctploying it for operations against the
enemy, see Rule 92,

4. The International Group of Experts struggled with the sinmtion in
which # cyber attack against a military objective in belligerent terzitory has
spill-over effects in ncutral termilory. For cxample, a cyber attack on a server
in belligerent territory could significantly afect services in neutral territory,
The Experts agrecd that if such <ffects are nol foresecable, the atiack docs
not viclate the law of neulrality. As lo cifects that are foresecable, the
Group of Experis noted that the law of neutraltty seehs to balince the right
of belligerents to effectively conduct military operations with the right of
neutral $tales lo remain generlly unaffected by the conflict. Each case must
be assessed on its own merits by balancing these competing rights. The
Experts agreed that the effects on the neutral State to be considered in
making this assessment are not limited to physical effects. They also agreed
thal in practice, States would be unlikely to regard de minimis effects 45
prechuding the prasecution of an otherwise legitimate attack.

5. It s important to note that neuteal cyber infrastructure Jocated in
feutral terrilory may Jose s protection undet Rule 94, Moreover, neutral
cyber infrastructure Jocated autside neutral tercitory, such as undersea
cables, may be attacked if it constitutes a lawful military objective. It may
also be subject 1o capture,

¥ U Commamper's HANDEOOT, pare. 7.0 LK Makwat, pari. 143 German Manist,
paras, 1108, 1115 1549 San Rewmo Mawvse, pera. 15 Hogue Air Warlore Rules,
Ars. 32, 40,
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Rule 92 - Cyber operations in neutral territory

The exercise of belligerent rights by cyber means  nentral territoty is
prohibited,

1. 'This Rule is based on Articles 2 and 3 of Hague Convention ¥ and
Articles 2 and 5 of Hague Convention X111 It reflects customary inter-
national law.® Whereas Ruke 91 addresses operalions against neutral
cyber infrastructure, this Rule deals with the use of such infrastructure
on neutral territory by a belligerent.

2. Pude 92 prohibits the armed forces of & party to the conflict from
conducting cyber operations fram neutral territory. In addition 1o con-
ducting cyber operations from within neutral territory, it encompasses
remately taking control of neutral cyber infrastructure and using it for
swch purposes,

3. Although the Rue only addresses the exercise of belligerent
rights in neutral territory, it would also constitute a breach of neutrality
to use neutral non-commercial government cyber infrastructure that is
located oulside nevtral lerritory {bul nol within belligerent territory)
for belligerent purposes. For instance, il is prohibiled to route military
communications through cyber systems aboard a neutral State’s gov-
crnmenl ships or State aireraft because those platforms enjoy sovercign
immunity (Rule 4).

4. Using a public, internationally and openly sccessible network such
as the Internet for miliary purposes does not vielate the law of neutrality.,
This is so even if it, or components thereof, is located in neutral territory.
Albough there is no ¢xpress Ireaty law directly on poinl, the majority of
the laternational Group of Experts agreed that Article $ of Hague
Conventlon V, which provides that a neutral Power need not “forbid or
restricl the use on behalf of the belligerents of telegraph or telephom:
cables or of wireless tel | bel g b it of 1o ¢
or private individuals’, can be applled to cyber communications sys(ems
They further agreed that the Article reflects customary international law.”
A minority of the Experts would limit the application of Article 8 to the
itemns referred to therein.

¥ US ComMaNDEN's Harpsook, pard 7.3 UK Manual, pata Ld3h; CaNABAH ManuaL
para 1304 GermaN Manuan, paras, 1004, 1120, 1150 AMW Mapuat, Ruk 167{s) and
BCCOMPADYIng commentary: San REMO Manoar, pome- 15,

T Soc AMW Wasuat, Ruke 167
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5. The [nlernational Group of Expetts considered the issue of trans-
mission of cyber weapons {Rule 41) across neutral tercitory. Most Experts
took the position that such by cyber means 5 prohibited
based on Asticle 2 of Hague C ¥, which prohibi of
munitions of war or supplics across the taritory of a newilral Power.
A minorily of Experts pointed 1o Article 8 of Hague Convention ¥ as
providing an express exception to the general rule.

Rule 93 - Newtral obligations

A newtral State may not knowingly allow the exercise of belligerent
rights by the parties to the comflict from cyber infrastrecture bocated
im its territory or under iits cxclusive control

1. This Rule, which reflects cusiemary international hw,g is derived
from Article 5 of Hague Convention V, according to which “[a] newdral
Power must not allow any of the acts teferted to in Arlicks 2 to 4 o
occur on its territory’, In the context of cyber operations, it is of import-
ance to nole that according lo Arice 3 of Hague Convention ¥,

belligerents are .., forbidden ro:

{a) Evect on the tevritory of a neutral Power 2 wirebess idegraphy statlon.
or ther app for the purp f ing with belllg:
forces on [and or sea;

(B} Uge any installation of this kind established by them before the war
on the territory of & neutral Power for purely millitary purposcs, and
which bas not been opened for the serwee of public messages

2. Adapting the object and purpose of Hague Convention ¥ to cyber
operatiens, a neutral State may not allow a party to the conflict to use its
pre-existing cyber infrasttucture on newtral 1erritory for nilitary put-
poses ot 10 astablish any new cyber infrastructure for said purposes,

3. The obligation set forth in this Rule extends not only to a party’s
cyber infrastructure on neutral territery, bul ake to the exercise of
belligerent rights employing other eyber mfrastruciure located there,
An exceplion applics 1o public, imernationally and openly accesstble
networks, such as the internet, which may be used for military

* This was the posiion adopted ln the AMW Manual. AN Masiual, commentary
accomypranying Ruke 163,

? US Commanoen’s HANDBOOK, parr 7.3 UK Maruat, para, 1430, GERMAN Manruat,
o, L AMW Mamva, Puke 1682} 5ok Remo Marvar, pare 22 See alse this Rule's
peacetimes coanterpart. Roke & of thiz Manual,
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communications {Rule 92). To the extent that a neutral State does place
restrictions on the use of such networks, these wsirictions must be
impartially applied to all parties to the conflict.' As noted with regard
to Rule 92, the International Group of Experts was divided as to whether
the 11 i of cyber across neutral kermitory using such &
network §s prohibited. It was strn.ﬁarly divided as to whether 2 nawtral
State is obligated to prevent such transmission,

4. 'The phrase "under its exclusive contral’ is employed here to wier o
non-commersial go cyber infr ture {(Ruke 4), With regard
w such hlfrasl:mcrure this Rule applies regardless of its location because
the obligation derives from the infrastructure’s govermment character,

5. Rule 93 prosupposes knowledge, whether achual or constructive,
by the organs of the neutral State. A neutrad State has actual knowledge if
its organs have d d a cyber operati ducted by a paity 10 the
conflict originating from its territory o If the aggrieved party w the
conflict has credibly informed the neutral State that a cyber operation has
originated from its territory. Constructive knowledge exists in situations
in which a State should reasonably have known of the activity. The
Internationa) Group of Experts was sphit a5 o whether the extension to
constructive knowledge implies a duty on behalf of the neutral Siate
actively to monitor, to the extent feasible, the use of cyber infrastructire
o its kerrtory. Whereas some members took the position that it does,
and that therefore a neutral State must exercise due diligence in moni-
toring for belligerent activity," others suggested that no such duty exists,

6. The phrase ‘may not knowimgly allow” tmplies a duty on the part
of neutral States to take all feasible measurss to terminale any exercise of
belligerent rights employing cyber inf cture falling within the scope
of this Rule,'* However, the International Group of Experts could achieve
1o consensus as to the existence of 2 duty o bake measures to prevent the
exercise of belligerent rights before it occurs, in particular by monitoring
cyber activities, Some Experts took the position that this obligation is
mplied in the duty to ‘not knowingly allow” ¥¥ These Experts suggested
that to the extent p such as itoring are feasible
they are Tequired. Fnsbility is, of course, dependent on the aitendant

" Hague Converitlon V, At 9. ' AMW MatnaL, Rike 170(b],

135 Commanner’s Hanonoak, pars. 1.3 GERMAN ManuaL, paras. 1109, 1125, 1151
AMW MAMUAL, commentary accompanyiog Rube 168(a) Sat REmo Matiral, parss. 15,
18, 22, Ser also Hague Air Warfare Pules, Ana, 42, 47,

¥ Hague XL Art, B AMW Manuva, Fake 170(b)
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circumstances, such as the lechnologicad capacity of the Stale concerned.
Other Experts reiected this position, arguing that the sole duty of the
neutra) State is to terminate use, as distinct from preventing it ‘These
Experts pointed, in particular, to the practical difficulties inherent
in complying with any duty 1o determine the belligerent chamacter of a
packel traversing its networks,

7. Measures taken by a neutral that are in compliance with this Rule do
not constitute a hostile act and, # fortiori, do not constilute an armed attack
{Rule L3} against the party to the conflict violating its neutrality."* As to
activities on neutral territory that do not have belligerent nexus, see Rule 5.

Rude 94 - Response by parties 1o the conflict to violations

Ef a neutral State fails to terminate the exercise of belligerent rights on
ity territory, the aggricved party to the conflict may take such steps,

imcluding by cyber operations, as arc necessary to counler that
conduct.

1. This RBule is g lly acceptad as ¢ ¥ international law. It
provides an aggrieved party 1o the conflict with a remedy for the enemy's
unlawful activitkes on neutral territory or belligerent use of neutral cyber
infrasiructure that rematns unaddressed by the neutrad State'” 11 is a
form of "self-help”.

2, ‘The abject and purpase of this Rule is to Tedress the disadvantage
suffered by a party through its enemy’s violation of the law of neutrality. It
does not apply 1o every violation of peutrality, but rather only lo thase that
negatively affect the oppasing party. Any other viokitons are exclusively
the concern of the neutral State, For instance, a denial of service operation
by one party against neuttal cyber infrastructur doss nol necessarily resuk
ina military advanlage vis-d-vis s enemy. [n 3such cases, the enemy is not
entitled to terminate the dental of service operation under this Rule. Any
response would be reserved exclusively to the neutral State.

3, The operation of this Rule depends upon two criteria. First, the
violation of the neutral Stale’s terrilory must be ‘scrions”. Minor viols-
tions do not trigger the application of this Rule." In other words, the

Y Hagwe Convemtlon V. AT 10; Saw Remo Manuat Rule 32 and accompanting
commentary.

1* 15 Commanoer's HinDaOOK, pars, TX UK Mawvan para 1 A3E) Camapian
Mabvat, para, T3 AMW Manuan, Rule 168b); San Remo Manusw Rule 22

™ Sum REMo Manua, Rk 22,
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party violating the neutral status must, by that vmlahon gain a meaning-
ful military advantage over the ad Y. cannot be deter-
mined {# abstracto; it depends upon the circumstances ruling at the time,
It may be based on either the pervasiveness of the violatlon or on the
advantage that accriies to the violator because of that violation. Far
example, establishing the capability to hack into personal email accounts
of low-level members of the enemy armed forces does not trigger this
Rule. By contrast, assume that onc of the parties to the conflict has
diminished cyber capability because of the hostilities. Use by that party
of newral cyber infrastructure in order to urdertabe cyber operaticns
against the enemy would trigger it.

4. Serond, the exercise of belligerent rights on neutral territory by =
party to the conflict must eepresent an immediate threat to the security of
the aggrieved party and there must be no Fasible and timely alternative
ta taking action on neutral tervitory.'” Therefare, the Rule ouly applies if
the nettral State is either unwilling or unable to comply with its obliga-
tions under Rule 93, When this is the case, the aggrieved party ks entitled
ta terminate a vielation of neutrality by its adversary once the neutral
Stake has exh d all at its disposal to do so, but has been
unsuccessful. Obviously, the aggrieved party may alse act when the
neuteal State does nothing to terminate the violation.

5. Measures of self-hedp ave subject toa i of prior notificaty

that allows a msomlble I.Lme for tbe nevtral State to address the violation.
Onlyif the vi the secarity of the aggrieved party
may that party, in the absence of any feasible and timely altemative, use such
wmmediate force as is necessary bo terminate the violatiom,

6. Consider the example of a belligerent that is routing cyber oper-
ations against its enemy through a server in a neutral State, The enemy
State comiplaing to the neutral State and demands that it prevent this use
of its cyber infrastructure, [f the neutral State fails to terminate the
operations in a timely manner, the aggieved belligerent may awfully
launch & cyber operation to destroy the server's functionality,

Rul: 95 — Neotrulity and Security Conncil actions

A State may not rely upon the law of neutcality to justify conduc,
incloding cyber operations, that would be incompatible with

7 Sar Remo Marcvat, Ruke 22,
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or ¢nf docided upon by the Sceurity
Council wnder Chapter VII of the Charter of the Unitcd Nations.

1. This Rule is based on Article 25 of the United Nations Charter,
which requires Member States to comply with Security Council decisions
set forth in its resolutions. 1t also derives from Article 103 of the Charter,
which makes treaty obligations such as thase arising from Hague Con-
ventions ¥V and XIT1 inapplicable in the face of Secudty Council action
under Chapter VIL'® Subject to jus cogens, the zame holds true for

bligations under ¥ international law incompatible with Secur-
Ity Comal dectsions.

2. Rule 95 apphies both when the Security Councll responds to &
breach of the peace or an act of aggression (by deciding upon an
enforcement measure) and when the Council rakes measures in the face
of  threat to the peace.'” It operates in three siwations, First, 1 a Securlty
Councll resolution requires States to take a particular action, they may
not rely on the law of neutrality to avoid doing s0. Secand, a Security
Council resolution may prohibit the taking of a certain action by States.
The law of neutrality offers no justlfication for chgaging in such conduct.
Third, States arc prohibited by this Rule from engaging in any activitics
that might interfeve with actions taken by other Srates pursuant to a
Security Couneil resolution.

3, Consider a situation in which the Security Council has determined
that a particular State involved in an armed conflict has engaged in an act
of aggression, Among other acts, the State is conducting highly destruc-
tive cybez atlacks against its opponent’s military cyber infrastructure, In
response, the Security Councll passes a resolution authorizing all
Member States to employ their cyber assets and capabilities to terminate
the attacks. States acting in compliance with this resolution would not be
in breach of their obligations wnder the law of neutrality.

1 See alon Genman Manusr, pars. 1103 AMW Mawuar, Rule 165 Saw Reno Manvat,
pare 79,
™ UN Charter An. 35 {setting forth these situations)
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Activa Cyber Defemce: A proaclive measure for detecting or oblaining infor-
mation as to a cyber intrusien, cyber atiack, or impending cyber operation, ar
for determining the orgin of an operation thal involves launching a pre-
cmplive, p tve, or cyber counlér-operation againsl the source,

Awlomatic Edenlification System IA]S}- A tracking system used iisr |dm1.ifgd.ng
and geo-locating ships. Ships equipped with AJS equi Il
exchange data aboul thelr identity and location with uther ships and AIS base
stations. The system is also used bn vessel waffic management and other
apphications.

Bandwidth: The capacity of a communication channel 1o pss data throwgh the
channe] in 4 glyen amount of time, ueually expressed in bils per secand.
Bolmet: A nerwork of compromised complers, 'the bots', remolely contcolled by
an intrader, 'the batherder”, used 1o conduer coorditated cyber operations oc
eyber erimes, There bs te practcal limit on the number of bots that can be

‘recrulted” into a botnel,

Close Access Op A cyber operat) quiring physical proximity to the
targeted system,
Clond Compwting: A model for ensbling wb i dh d

netwark access to 3 shared pool nl‘wnﬁgunble computlng rescurces (sach as
networks, servers, storage, applications, and services} that can be rapidly
provisionsd and released with minimal management effort or service provider
ieraction. Clowd computing allows ko efficlent pooling of computer
resources and the abillty 1o scale resource to demnd.'

Common Criteria:  Governlng document that provides a comprebensive, rigor-
ous method for specifying ssowrity function and assurance requirements K
products and systems.”

' Drawn from The Mational Institte of Jard
Commerce, defintion of Choud Computing Specal Publication 800- 145, September 2011
E NEA Grossasr.
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Compaler: A devioe that processes data. The device may be stand-alone (cg., o
rablet computer, smartphone, network server) or embedded in another device
{e.g~ a microcontreller in a missile, radar system, or aircraft).

Compater Emergency Respomse Team (CERTE A team that provides initial
emergency response aid und triage services to the victims or potential viclims.
of cyber operations or cybér crimes, usually in a manner thal mvolves coocd-
ination between privale sector and government entities. These teartis also
ntainlain siklationsl awarencss aboul hacker activitics and new dcve!opmfnk
in the desipn and use of malware, providing defend
with advicz an hew 10 address security threars and wlnerabilities acsocated
with those acuviues and malware

Compr N Ani Tupe used Lo permit comp o
hange data The i ture may be wired (e.g., Ethernet, Abre-oplic),
wircless fe.g, Wi-Fi), of & combination of the two.
Cemny The stetage, p g, and kations capacity of
4 empatsr,
Compulet Systemn: One or more i d with lated
suftware and penphenl dwlces It can inciude sensors s andfor (programmable
logic) weet & compiker network. Compuler systems can

be general purpose (for example, a laptop) or specialized {for example, the
Blue force tracking system’),

Critlcal Infrastructwre:  Physical ar virtual systems and assets under the juris.
diction of & State that are so vital that their Incapacitation or destruction may
debalitate & Seate's seceurity, economy, public health or safery, or the
EAVIEOR e,

Cyber:  Connotes 4 refavionship with i i hnol

Cyber Attad:  See Rule 30.

Cyber Esplosage:  See Rule 66.

Cyber The ications, sorage, and COMpPUING resources
wpen which information systems operate, The Intemet is an example of a
global informalion infrastructure.

Cyber Operath The employ of cyber capabilities with the primary
purpese of achieving cbjectives in or by the use of cyberspace.

Cyber Recopnalssance: ﬁeuseofcybet billtkes 1o obaln infs
abowmn activink orsymm-',“"

Cyber Sygtemn:  See ‘computer system’,

Cyberspace: The environment fermed by physical and npon-physical compon-
ents, characterized by the use of computers and the electr>magnetic spec-
trum, 1o stere, modify, and sxchange data using computer nefworks.

Datar  The basic elements that can be 4 or produced by a computer.

Dala Cendre: A physical facility used for the sotage and processing of latge
vohirics of data. A dala centre can be used solely by users belongimg Lo a

gy
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single enterprise or shared among mulliple enterprises as in doud compluting
dhta centres, A data centre can be stationary or mobile {e.g., housed in a cargo
container transported via ship, wruck, or aircraft).

Database: A collection of inlerrelaled data stored together in one or mare
compulerized fies?

Dental of Service (DoS):  The dability of compater to the
intenided or nstal customers of 2 computer service, normally as a result of 2
cyber operation.

Distribaled Demial of Scrvice (DDoS); A rechnique that amploys tws or mare
compuners, stich us the bots of 2 botnet, 10 uchieve o denfal of service from
single or multiple wargsts.

Domaim:  An environment or context that inchudes a set of system resources and
a 5¢t of systam entitics that have the right to access the resources as defined by
2 common security policy, security madel, or security architecture!

Dooais Name: A undgue, alphabetic human-readsble tame for @ computer. All
compdters that are addressable via the Internel have bath a domaity name and
4 cormespanding nurmer: Internel protocol (1P} address. A Domain Name
Server (DNS) wees 3 lookup table 1o translate the domain Bame wio an 1P
address and vice versa, The lntemet Assigned Mumbers Authority (LAMA) s
the central authotity For assigning domiain names and IP addresses, The term
“top-level demaln nane’ refers w the highest level in the hieracchy of the
Internet dorain name syster. Exaraples inclade: “org, “int’, and "ral"

Domals Name Extenslons:  Extensions ar the end of 2 domain namw. Exa
of top-kevel domain extenslons incude “com’ (peneric extension), il
tspotsorsd, extension), and uk' tcountry code extension for the Thnited
Kingdom).

Elecironic Warlarer  The wse of ehectromagnetic (EM} or directed energy to
exploin the electromagnetic spectrum, Tt iy inglude terception or [dentif-
cation of EM emissions, employment of EM energy, prevention of hostile use
of the EM spectram by an adversary, and actions te ensure efficient smploy-
ment of that spectrum by the uzer-State.

Hacker: A person who gains or attempts to gain unawthorized access to hard-
ware andfor software.

Hacktiviat: A private citizen who on his or her own inftiative engages in hacking
For, inter alie, ideological, poliical, religloms, or patrictic reasons.

Hardware:  The physical components tha comprise a computer system and
cyber mfrastrucure,

* Gloasary of Software Engincering Technology, Inslitute of Electrical and Electronics
Engincers (JEEE} $td £10:12 {28 September 19500,
* N1 Grossary.
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High-Ferf Computing: Hlshspﬂ:d h \‘hal utilizes
puiers or clusters of d High-p
may be enabled by grid- compunns. thet is. the nse of disiributed, Iuosehl

coupled, heteroge p o perform very large cotnput-
ing tasks.

H. € A virtual enri consisting of multiple hooeypols, designad to
deceive an intruder into thinking that he or she has localed a netwark of
aumplnangdmncsuﬂavgcmgvaluc

Homeyy F hnigque in which o perten secking 1 defend cotnput-
mgdevuesandqohr e againy cyber operatlons uses 3 virtual

environtment designed to Jurs the aentlon of intruders with the Aun of
deceiving the intruders about the nature of the environment; having che
intruders wasle resources on the decoy environtnent; and gathering counter-
intelligence abott the intruder's intent, identity, and means and methods of
cyber operation. The honeypot can be co-resident with the real wargels the
inttuder would llke to atiack, but the hoteypos itsell 15 tsolated from the rest
of the systems being defended via software wrappers, ssparate hardware, and
vther lsolation techniques such that the inmldefs opetations are contained.

Totermet: A ghobal system of | P ks that use the
stndard Interner protoced saire,

Interwet Protocol (IP): A protocol for addressing hosis and routing datagrams
{i.e, packets} from a source hod 10 the desrination host across one or mare IF
networks.

Twternet Protocol (IP) Address: A unlque kdenuifier for 2 device om the Inrernet.

Interwet Service Provider (I5P;:  An organization that provides the network
cotnectivity that enables compurer users w access the Interner.

Tsmming:  An actlvity the purpose of which is interference with the reception of
broadcast communications.

Logic Bomb:  Malware that is designed to [nitizte 2 malicious sequence of actions

if specified conditions are met.
Mallcions Logic  Insinwtions and dats that may be stored in software, firnmware,
or hard that iz designed or intended ad by to affect the perk ce

of 2 computer systetn ‘e term logic’ refers to any set of instrucrions, be they
in hardware, firmware, or sofrware, sxecuted by a compwiing device,
Examples of alicious logic Include Trojan horses, roothits, compaurer viruses,
and comrpuuer worms, Firmwars comprises 3 layer berwesn software (ie.
applications and operating sysiems) and hardware and consists of low-leve]
drirers that act as an interface between hardvare and software.

Mabwara:  Ser 'talicious jogic.

* See Internet Assigned Numbers Authority, Glosary of 1erms avaitobly ak; www.iana ovg/!
goasary.
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Metwork Node:  An individual computer within a network

Metwork Throttllng:  Abse known as 'bandwidth threttilng” and ‘nerwork band-
width throttling’, a technique usad to control the usage of bandwidth by users
of communications networks.

Pacsive Cyber Defence: A measure for detecting and miligaling cyber intrusions
mdlhcclfccts o.l'cybermds thal does not involre launching a preventive,

or 3o againcl the source. Examples of passive
cybcrdel’uxemgawms mﬁ:mlls.palch:s anli-virus software, and digital
Torensics took.S

Rootkit: Malwmiwauedonacompmmdoomyumlhn(aumaqber
operator (o malntad beged aceess 10 thal comp and to conceal the
cyber operator’s activities there from other users of that or another computer.

Server: A physical or virlua] compuler dedicaled to running one or more
computing services. Examples induds network and database servers,

Server Farmc A Jortn of chuster computing in which 1 larg cumber of sérvets are
collocaied in g dala cenrre.

Sumartphone: A mobile phone that, unlike 3 waditional feahure mobile photw, ks
budlt on top of 3 mobtle computing platform that enables the phone 10 mun
thhrd “party appllcalm For eRampk, smastphones have one of more web

and can download or run apphcations via the lnterner,

Saiffer:  Software used to observe and record network traffic.

Sockl Mevworking Madla:  An online service that provides a medium for social
Lrweraction {e.g., Facebook and Twitter),

Software:  The non-physleal components of a <computer sysiem and of cyber

Iy These comp include proge ppileations, and related
data-

Software Agent: A computer process. managed by a computer operating system,
which perferms one or more tasks on behalfl of a human user. 1t is possible for
software agents to operate Iy or to ¢ ieate and coordi

their scliens with other software agents in a distributed compuling environ-
ment. For inglance, m&wale agenls are used Jor execuling queries across
diskrib positoties of i ion availshle via the World Wide Web
W),

Spoofing:  Impersonatlng a legltimate resource or wser to galn wnauthorized
entry into an information system of % make K appear that some other
organizalion or individual has injvared or undertaken certain cyber activiry,

Saeganography.  The use of enceding techniques for hiding content within other
content. For example, there are computer-based steganographic techniques
and tools for embedding the contents of a computer file conlaining

¢ This krm should be didinguished from the legal berm of ant ‘passive precautions’
{Rule 55),
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engincering diagrams and text into an image Sle {eg. a JPG document) such
that the existence of the engineering data in the image file is ditficult for the
chserver to detect.

Staxnet: A computer worm nm wis deslgned m taxget seftware and equipment

g Siemens Corp pervisory Control and Data
N:qmmmn {SCADA) systems. The pa}flmd of the Stuxnet malware induded
a proprammable logic congroller rootkit Stuxnel came 1o light afier it was
discovered that it had been used to target Irandan Facitivies at which Slemens
SCAMA systems are used 1o control centrifuges invelved in the enclchment of
urankim.

Supervisory Control and Iris. Acquisition [SC.I\.DA} Computer sysems arvl
insirumentation thal provide fer itori iad, infra-
struciure, and faciligy-based processes, such as |I|= upmmn of power plants,
water treatment facililics, clectrical distribiition systems, ofl and gas pipelines,
irports, and factoriss.

Virus:  Sell-rplicating malichous code that attaches itsell to an application pro-
gAmor ol.hn executable system component and leaves to obwlous signs of its
presence.”

Website: A setof related web papes contaliing iformation. A websive is hoseed
O one of moTe web servers. A website s accessed via its Undform Resource
Lacator (URL). The word wide Web {WWW) is comprised of all of the
publicly accessible websites.

Wik A il of Illgh-speed wireless networking based on the Institme of
Electrical and E Engneers {IEEE) 802 11 standards,

Worar:  Malware that is able to copy tself from one compurer o another, unhke
 virus that relies on embedding in another application in order to p
Irself from one compurer 10 ancther,

XML Tag: A markup construct thal is patt of the open standard known as the
Extensible Markap Language (XML). The tag is both homan- and machine-
readable and used to encode the syntactic parts of the corent of 2 document.
Foy example, in the slectronic veysion of this Mamzl, a string of rexr contain-
ing a legal term of att could be delimited by the opening and closing
tags <legal-term > and </legal termz=, for example <légal-lerm:> necessity
< Aegal termz>,

PAE

? NLA Grossarr-
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attacks {cont.)
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cyber warfare {cont) definitions
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